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Pu The purpose of this directive is to provide
practical, consistent guidelines for implementation of the
0ffice of Surface Mining Reclamation and Enforcement {(OSM),
Information Systems Management Program. E

NOTICE: THIS DIRECTIVE REFERS TO THE O8SM ADP SERVICES
OFFICE AE THE MANAGEMENT INFORMATION SYSTEME DIVISION.
READERS NOTE THAT UNTIL FURTEER NOTICE, THIS OFFICE WILL BE
REFERRED TO AS THE ASSISTANT DIRECTOR, INFORMATION SYSTEMS
MANAGEMENT .

Applicability. This directive applies to all persons and *
0SM organizational units invelved in Automatic Data
Processing (ADP} hardware and software, telecommunications
equipment and systems, and other information handling
mediums.

Summary. The attached Information Resources Management
(IRM) Policies and Procedures Manual is a comprehensive,
consclidated document which describes the Information
Systems Management organization, defines the IRM program,
and identifies and explains policies and procedures relative
to ADP, telecommunications, and data administration. T

Policies and Procedures. The five chapters in the IRM
Policies and Procedures Manual prescribes the goals,

responsibilities, pelicies, and procedures for managing
information systems, capabillities, services, and associated
resources.

Reporting Reguiremente, HNone.
Ef on ot Docu s. Supersedes the following:

a. Directive ADP-2, Burean Information Resources Security
program, dated March 8, 1988.

b. Directive aADP-3, System Implementation Standards, dated
September 1, 1386.

c. Directive ADP-~4, Standardization of Mlcrocomputer
Software, dated January 31, 1989.
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d. Directive INF-11, Informaticn Systems Management
Program, dated October 26, 1982,

Re s. Information Resources Management Policies and
Procedures Manual, Appendix B.

Effective Date. Upon issuance.

Coptact. Assistant Director, Infermaticon Systems Management
f202) 208-2916 or FTS 268-2%16.

Keywords. Information Systems, Policy, ADP,
Telecommunhications, Hardware, Software, Computer.

Appendix. Information Resources Management Policies and
Procedures Manual.



OFFICE OF SURFACE MINING

INFORMATION RESOURCES
MANAGEMENT (IRM)
POLICIES AND PROCEDURES MANUAL

Divigion of Management Information Systems
Oflice of Surface Mining
U.8. Department of the Interior

January 1991



OFFICE OF SURFACE MINING

INFORMATION RESOURCES MANAGEMENT POLICIES AND PROCEDURES

I

11,

V.

TABLE OF CONTENTS
Page
MIS ORGANIZATION ........_ ... ... .. .. . . .iceen... I-1
IRM PROGRAM MANAGEMENT .................... II-1
A. Program Definition, Goals, ........ccoviiiiiinnen. II-1
and Responsibilities
B. IRM Policy and Program Coordination ............... I1-5
C. IRMPlanning . ... .00t iiunnsnisononronnoonesans I1-9
D. IEM Asseasment Program . . ................... ... II-15
E, Economic AnalysisinSupportof . .................. 119
IRM Decisionmaking
F. Information Regources Standards Propram ........... II-21
. Information Resources Security Program ,........... II-25
AUTOMATED DATA PROCESSING (ADP) ............ II1-1
A. ADP Acquisition .......... ... i II1-1
B. ADP Cost Accounting, Cost Recovery, . .............. II-15
and Sharing
. Life-Cycle Management of ADP ... ... ............. 11117
Information Systeme
D. ADP Resource Inventories ....................... 10135
E. Automated Information Systems . . ... ov v vi v ins TII-39
Management Accountability
TELECOMMUNICATIONS .............c.c0vvnnunns Iv-1
DATA ADMINISTRATION .............. .. .coco.nn. V-1

ifi

Date
of Last
Update

Jan. 1591

Jan, 1991
Jan. 1991
Jan, 1991

Jan, 1991

Jan. 1591

Jan. 1991

Jan. 1991

Jan, 1991

Jan, 1991

Jan, 1991
Jan. 1891

Jan, 1991






OFFICE OF SURFACE MINING
INFORMATION RESOURCES MANAGEMENT POLICIES AND PROCEDURES

LIST OF APPENDICES
Page
Appendix A Office of Surface Mining ADP Documentation
Content Guidelines ................ ... ... ... . ..., A-1
Appendix B Cumulative List of References .. ........................ B-1
Appendix C Office of Surface Mining Management

Information Systems Division Contacts .. ... .............. c1

iv






OFFICE OF SURFACE MINING

INFORMATION RESOURCES MANAGEMENT POLICIES AND PROCEDURES

Figure
IE-1
-2
I11-1
112
IT1-3

114

I11-5

It1-6

MI-7

I1I-8

LIST OF FIGURES

Degeription Page
Information Resources Management (IRM) Strategic Plan

and Budget Formulation: Major Milestones .................... [1-10
Applicationa Portability Profile (APP) Components . ... ........... 1123
OEM Core Software for Microcomputers and Networks . .......... 1114
DOL/OSM ADP Acquigition Threshold Summary ................ II1-6
Department of the Interior Syatem Life Cycle ................. III-19
Comparison of OSM Minimum Documentation Requirements . .. ... 11124

Summary of Minimum Documentation Requirements
and Reference Numbers for OSM Level 1 ... ... ..o o it 127

Summary of Minimum Documentation Requirements
and Reference Numbera for OSM Level 2 . ... ................. [I1-28

Summary of Minimum Documentation Requirements
and Refercnce Numbers for OSM Level 3 . . . . ... . ... ... ... ..., ImT-29

Summary of Minimum Docymentation Requirements
and Reference Numbers for OSM Level 4 .. ....... ... ...... I1I-31






This page intentionally blank






Chapter 1
MIS ORGANIZATION







MIS ORGANIZATION

1. Purpose
This section describes the arganization of the 1.8, Department of the Interior (DOI)
Office of Surface Mining (OSM) Management Information Systema Division (MIS).
2. Definitions
A Terms
Information Resources Management, Coordination and direction of the planning,
development, acquisition, and use of ADP hardware, software, telecommunications,
and personnel/management functions for the purpose of managing the data and
information reguired to fulfill the mission and goals of OSM.

b. Abbreviations

ATYP Automated Data Processing

DOIL Department of the Interior

GSA General Services Administration

IRM Information Resources Management

MIS Management Information Syatems Division
OSM Office of Surface Mining

3. Policy/Procedures
a. Policy
Coordination and management of OSM information resources is provided by the
MIS Divigion Chief, who reports to the Deputy Director for Administration and
Finance. The MIS organization is deacribed in OSM Directive OPM-11.
b. Procedures
Changes in the responsibilities of the MIS Divigion Chief will be effected through

the OSM directives system and muat be approved by the Director of the Office of
Surface Mining.

¢. Respeongibilities
The MIS Division Chief is respongible for all IRM programs and activities at OSM,

including establishing and maintaining policies and programs in the areas of IRM
Planning, IRM Program Assessment, Economic Analysis and Life-Cycle

L
DMIS Organization I-1 January 1991



Management, Information Standards, and Information Resources Security. Specifie
Program responsibilities are detailed in Chapter IT of thig manugl.
4. Reporting Requirements
The DOT Departmental Manual specifies reporting requirements for various compo-

nents of the OSM IRM program. The MI& Divizion Chief is the Agency IRM Coordina-
tor and, as such, provides the IRM reports required of OSM by DOI, GSA, and cthers,

5. References

Department of the Interior Departmental Manual, Organization of Office of IRM,
110 DM 10,

OSM Directive QPM-11, Information Systeme Management Directorate Organization
and Functional Statements,

8. Effect on Other Documenis

None

7. Effective Date

Upon issuance

8. Contact
MIS Divisions Chief

1
DMIS Organization I-2 January 1991




Chapter II
IRM PROGRAM MANAGEMENT






IRM PROGRAM MANAGEMENT

A. PROGRAM DEFINITION, GOALS, AND RESPONSIBILITIES

1. Purpose

This section defines the Office of Surface Mining (OSM) Information Resourceg
Management (IRM) program and identifieg associated goals and responsibilities.

2. Definitions \
b
a. Terms 1
Information Resnﬁ:rcaa Management. Coordination and direction of the planning,
development, acquisition, and use of ADP hardware, software, telecornmunications,
and personnel/management functions for the purpose of managing the data and
information required to fulfill the mission and goals of O8M,

b. Abbreviations

ADP Automated Data Procegsing

DOI Department of the Interior

IRM Information Resources Management

MIS Management Information Systems Division
O5M Office of Surface Mining

3. Policy/Procedures
a. Poliey
1) The goalg of the OSM IRM program are as followa;

* Provide responsible analytical and systeme support as required to zasist
Program managers in meeting the various OSM missions,

* Coordinate systems within OSM to prevent or minimize duplication of data
and functions and to provide compatibility where feasibis.

* Conserve resources and meet identified support needs through the most
econemical and efficient means available.

* Ensure compliance with regulatory requirementa.

ILA
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ILA

2)

3}

» Aggist the States in sharing technological advances in the field of informa-
tion systems as related to the OSM mission in administering Public Law
95-87, the Surface Mining Control and Reclamation Act of 1977 (SMCRA).

Some IRM responsibilities may be delegated to other OSM asgistant director-
ates. For example, in some ingtances ADP procurement authority has been
delegated to the field, When IRM responsibilities are delegated, the assistant
directorates receiving the IRM control and responsibility will be required to be
aware of and comply with pertinent policies and regunlations promulgated by
OSM, DOI, and/ar other Federal authorities. The MIS Divigion Chief will
provide oversight and guidance as needed.

The MIS Division Chief iz responsible for maintaining a staff with a level of
technical and management IRM skills commensurate with IRM requirements.

Procedures

None

Responsibilities

1

The MIS Divigion Chief is responsible for the following:

a) Esztablishing OSM policies for ADP and program informational activities
consistent with DX and Federal requirementa.

b) Collecting, maintaining, analyzing, and digseminating data, statistics, and
program information in support of the OSM mission.

¢} Developing, in a cost-effective manner, new or enhanced management
information systems and computer technologies to suppert new or continu-
inp OSM missions.

d) Identifying and evaluating emerging ADP technologiea to aupport OSM
administrative, technical, and programmatic needs.

e} Ensuring that existing management information systems and computer
technologies are operated and maintained in an efficient manner in support
of the OSM mission,

f; Where required by OSM mission needs, providing suppoert for the manage-
ment information systems and computer technology requirements of the
State regulatory authorities,

2) When delegated IRM authority, Assistant Directors are responsible for:

a) Within the assistant directorate, ensuring compliance with OSM, DOI, and
Federal IRM policies and regulations.

Program Definition II-2 Janmary 1991



b} Maintaining a level of technical and management skills commensurate
with mission requirements. To this end, Assistant Directors must maintain
an envircnment that fosters staff development. An essential part of this
development is training. Depending upon individual skill levels and
professional requirements, training in the following areas may be
beneficial:

Use of commercial software packages

Application development using a specific package or language
Hardware

Telecommunications

System development life-cycle activities, including training in sysiem
development and project management.

A number of options are available for fraining: vendor-supplied training
courses; training developed in-house; or classroom, self-study, hands-on,
and computer-based training,

4, Reporting Requirements

None

8. References

Department of the Interior Departmental Manual, Part 375 DM 1, IRM Program
Management—Frogram Definition, Goals, Responsibilities.

OSM Directive OPM-11, Information Systems Management Directorate Organization
and Fuactional Statements.,

Office of Management and Budget, OMB Circular A-130, Management of Federal
Information Ressurces,

General Services Administration, Federal Information Resources Management
Regulations.
8. Effect on Other Documents

Supersedes OSM Directive INF-11, Information Systems Management Program,
26 October 1982

7. Effective Date

Upon issnance

I1A .
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8. Contact

MIS Dhvision Chief

LA
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B. IRM POLICY AND PROGRAM COORDINATION

1. Purpose

This section deseribes the development and implementation of Office of Surface
Mining (OSM) Information Resources Management {IRM) policies and procedures. It
aleo describes the program coordination organizations available to facilitate this
development and implementation.

2. Definitions

a. Terms

IRM Coordinator. Individual appointed by an Assistant Director to serve as the
focal point for IRM communication within and across assistant directorates. This
includes planning, developing, implementing, and monitoring IRM activities within
the assistant directorate.

Abbreviations

ADP Auntomated Data Processing

DOL Department of the Interior

GSA General Servicea Adminigtration

IEM Information Resources Management

MIS Management nformation Systems Division
OMB Office of Management and Budget

OSM Office of Burface Mining

3. Policy/Procedures

a. Policy

ILB,

This OSM IRM Policies and Procedures Manual is the authority by which IRM
program policy at OSM is established. The (OSM IRM program is coordinated and
managed by the MIS Division Chief, and all other assistant directorates actively
participate in the program, OSM IRM program policy is isgued through the OSM
directives system. In accordance with the directives system, changes to IRM policy
will be initially issued in draft form, will be available for review by interested
OSM employees, and will be issued in final form after incorporation of comments.
Through the directives system, copies of the directive will be furnizshed to the DOT
Office of Information Resources Management within 30 days of issuance,

To facilitate effective management of information resourcea, IRM policy develop-
ment and implementatior will be coordinated throughout OSM and with other
agencies. To this end, participation in Federal and industry information systems
organizations is encouraged.
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Primary OSM IRM coordination organizations include:
1) Management Information Syetema Field Liaison Program

To facilitate communication throughout OSM, the MIS Field Liaison Program
has been established. Each Field Office Director and each Asaistant Director is
regponsible for appointing one or more IRM Coordinators to participate in this
program. IRM Coordinators will meet at least twice each year to discuss
activities pertinent to ADP and IRM issues across OSM. The MIS Iiivision
Chief oversees the MIS Field Liaison Program.

2) MIS Field Liaison Subcornmittees

Informal ADP-issue-specific subcommittees have been formed to provide input
and comments from a user and field perspective on issnes of interest to IRM
Coordinators throughout OSM. These groups work with the MIS Field Liaison
Program to provide assistance to the MIS Divigion Chief on ADP issues.

3} OSM ADP System User Groups

A user group i8 an organization established to communicate application-apecific
information between the user community and the application developers and/or
maintenance personmel. The information communicated relates to the develop-
ment, use, and planned or potential enhancements of an application system.
Offcial points of contact for OSM user groups formed for major information
systems developed for OSM will be established through the MIS Divigion

Chief.

4) Other Government and Industry Organizations and Associationa

The MI8 Division Chief will ensure that OSM obiains important information
regarding current trends in information management and will disseminate this
information to affected OSM organizations. The MIS Division Chief will also
ensure appropriate OSM participation in departmental and other Government
and indusiry organizations and councils. Examples of these groups are:

Federal and Interdepartmental—

¢ Departmental-Level Working Group on IRM (Policy), chaired by OMB

* Interagency Telecommunications Commitiee (agvisory committes to GSA)
Interagency Committee on Automated Data Processing

Subcommittes: Federal ADP Users Group

Information Resources Council, established by DOI

Integrated Software Federal User Group (ISFUG)

Department-Wide/Inter-Burean—
* Interior Digital Cartographic Coordinating Commities
* Earth Science Data Standards Couneil

IL.B.
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* Information Resources Management Forum (principal internal DO assembly
for program review and advice)

Industry—
* Product-gpecific nser groups {for example, WordPerfect User Support Group).

b. Procedures

1} Any OSM employee may suggest changes to, or comment on, current andfor
potential policies and procedures. In commenting on IRM policy and proce-
dures changes:

a) If the comments relate to a draft OSM directive, provide comments in
accordance with the memorandum transmitting the draft.

b) If comments relate to an IRM policy/procedure currently in effect or a
suggested (new) policy/procedure, send them to the MIS Division Chief.

2) To attend meetings or join IRM organizations and attend meetings/workshops,
contact your local TIRM Coordinator or the MIS Divigion Chief,

¢. Responxibilities

1} The MIS Division Chief is responsible for overall IRM policy and program
coordination, including:

a} Keeping Deputy Directors, Assistant Directors, and Field Office Directors
informed of relevant MIS activities through personal contact, periodic
newsletters, on-gite visits, and chairing ADP user group meetings.

b} Providing a single point of contact and direct hands-on assistance for
expeditious handling of user problems.

¢) Meeting with IRM Coordinators periodically to help plan and review
system development activities.

d) Coordinating field development efforts to share development activities
among the field offices,

e) Evaluating proposed systems to determine if they have value at other field
locations or throughout OSM and assuming responsibility for further
systems development.

fy Working closely with IRM Coordinators to ensure compliance with configu-
ration management processes, documentation standards, security issues,
ete,

I1.B.
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5.

7.

g} Helping to ensure that all personnel receive training on new software
packages, upgrades to core sofiware, ete.

2) Assistant Directors are responsible for appointing and supporting IRM Coordi-
nators.

3) IRM Coordinators are responsible for:
a) Attending IRM Coordinator meetings.
b} Coordinating, assisting, and informing user organizations with respect to
information respurces management.
Reporting Requirements
The MIS Division Chief must be informed when IRM Coordinator appointments are
made or are changed. The coordinator’s name, organization, pogition title, address,
and FTS number should be supplied upon appoiniment.
References

Department of the Interior Departmental Manual, Part 375 DM 2, Information
Systems Management—IRM Policy and Program Coordination.

Paperwork Reduction Act (44 USC 3506(c)}8)).

Effect on Other Documenia

None

Effective Date

Upon issuance

Contact

MIS Division Chief

IL.B.
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C. IRM PLANNING

1. Purpose

Thiz section describes the Information Resources Management {(IRM) planning process
and provides policy and procedural guidance for planning the acquisition and use of
information resources, It identifies the Office of Surface Mining (O8M) organizational
elements involved in planning and sets forth their respective respongibilities.

2. Definitions

a. Terme

IRM Strategic Plan. Decument identifying the long-term direction te be followed
by OSM for cost-effective use of information resources in support of the OSM
misgion and programs.

Abbreviations

ADP Automated Data Processing

DOI Department of the Interior

IEM Information Resources Management

MIS Management Information Sysiems Division
OSM Office of Surface Mining

3. Policy/Procedures

a. Policy

II.C.

1) The MIS Divigion Chief will develop, maintain, and annually update an OSM

2)

3)

IRM Strategic Pian. This plan will be integrated with migsion plans and
budget strategiea and will serve as the basis for developing or acquiring
information reaources. The annual plan will be developed in accordance with
the schedule established by the DOI Office of Information Resources Manage-
ment {(pee Figure II-1).

The IRM Sirategic Plan will identify the OSM IRM goals for the next 5 years,
identify progress against the objectives of the previous annual submission, and
identify initiatives and prajects with budget requirements and timelines for
accomplishing the new or revised atrategic [RM objectivea.

The MIS Division Chief will also develop an anpual ADP and Telecommunica-
tions Acquisition Plan in accordance with OSM Directive PRC—4, Advance
Procurement Planning. The annual ADP and Telecommunications Acquigition
Plan will be incorporated into the TRM Strategic Plan. OSM will use the

IRM Planning II-9 January 1991



Figure 1I-1

INFORMATION RESOURCES MANAGEMENT (IRM) STRATEGIC PLAN
AND BUDGET FORMULATION: MAJOR MILESTONES
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combined plans as the basis for developing statements of work, specifications,
and requisitions for procurement action to acquire information resources.

b. Procedures

1) Field offices and assistant directorates will prepare the following planning
input and provide it to the MIS Division Chief by 31 December of each year:

* Description of deficiencies and problems related to IRM.

» Identification and description of opportunities for using information re-
sources to Improve productivity.

* A Five-Year ADP and Telecommunications Acquisition Plan

s Plans within the activity to acguire or develop information resources
through {at a minimum) the next fiscal year, This should cover all plans for
information collection, application systems modernization and maintenance,
data bases, ADP iechnology, ADP facilities, telecommunications, office
automation, records management, support services, and information dissemi-
nation,

The plans should be consistent with anticipated budgets and should
inciude the following:

Application/Project Name
Funetional Description
Anticipated Software Environment
(for example, operating system required, programming language)
Anticipated Hardware Requirements
(for exarple, CPU required, memory and storage requiretments)
Planned Installation Date
Estimated Level of Effort/Cost
+ Une-Time/Installation Costs:
« OSM Emplovee Effort/Cost
- Contractor Effort/Cost
- Equipment/Software Cost
- Other Cost
* Recurring/Monthly Costa:
- OSM Employee Effort/Cost
- Contractor Effort/Cost
- Equipment/Software Cost
- Other Cost
Anticipated Documentation Level
(see Section IIL.C, Life-Cycle Management of ADP Information Bystemas)
Developer(s)
O8M Technical Project Officer (Name, Pogition, FTS Number)
OSM IRM Project Coordinator (Name, Pogition, FTS Number)

IL.C. '
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2) Each year, the MIS Divigion Chief will revise the OSM IRM Strategic Plan and
develop an ADP and Telecommunications Acquigition Plan in accordance with
guidance set forth in the Departmental Manual (375 DM 4} and OSM Directive
PRC—. This process will include evaluating the prior year’s pexrformance with
respect to attainment of goals; reviewing and uwpdaling the summary of current
problems and deficiencies; and refining short- and long-term ohjectives and
goals based upon OSM-ppecific information needs, available rescurces, and
industry-wide information management and technology trends. The draft IRM
Strategic Plan will be prepared by the IS3M Assistant Direciorate in accordance
with the schedule set forth in 375 DM 4. Upon DOI approval, the OSM IRM
Stratagic Plan will be available for dissemination throughout OSM,

¢. Responsibilities
1} The MIS Division Chief is responsible for:

a} Coordinating the development, maintenance, and updating of the annual
(OSM IRM Strategic Plan.

b) Providing input as required for the DOI IRM Strategic Plan.
¢) Preparing an Advance Procurement Plan, as required.
2) Field Office Directors are responsible for:

a) Obtaining the Assistant Director’s approval for the acquisition and use of
information resources within the field office.

b) Providing field office input to the IRM strategic planning process in accor-
dance with the procedures set forth in section IL.C.8.h sbove,

3) Asaistant Directors are responsible for:

a) Mission-related program planning for programs that may involve ADP
technology.

b} Providing agsiztant directorate input to the IRM strategic planning process
in accordance with the procedures set forth in section ILC.3.b above.
4, Reporting Requirements
Az degcribed in section ILC.3 above:
1) Field Office Directors and Assistant Directors will provids input to the TRM

strategic planning process by 31 December of each year. The input will be provided
to the MIS Division Chief.

II.C.
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2} The MIS Division Chief will prepare and mainiain an IRM Strategic Plan in
accordance with the requirements of 375 DM 4.

8. References

Department of the Interior Departmental Manual, Part 375 DM 4, TRM Program
Management--IRM Strategic Planning.

Federal Manager's Financial Integrity Act.
Federal Information Resources Management Regulation Subpart 201-19, Triennial
Review of Agency Administration and Operation of Information Resources Manage-

ment Activities.

Office of Management and Budget, OMB Circular A-130, Mansgement of Federal
Information Resources, 24 Dec 1885,

Paperwark Reduction Act (44 TUSC 3506{cXB)).
OSM Directive PRC—4, Advance Procurement Planning.

8. Eflect on Other Documents

None

7. Effective Date

Upon issuance

8. Contact

MIS Iiivision Chief

II.C.
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D. IRM ASSESSMENT PROGRAM

1. Purpose

This section describes the Office of Surface Mining (OSM)} Information Resources
Management {IRM) azzesament program, which is required by Federal policies and
procedures.

2. Definitions

a. Terms

Internal Controls. The steps taken to provide reasonable aszurance that obliga-
tions and costs are in compliance with applicable law; funds, property, and other
assets are safeguarded againat waste, loss, unauthorized use, or misappropriation;
and revenues and expenditures applicable to agency operations are properly
recorded and accounted for to permit the preparation of accounts and reliable
finaneial and statistical reports and to maintain accountability over the assets,

IRM Review. Agency review of IRM activities to ensure that these are carried out
in an efficient, effective, and economical manner. Selective reviews of agency TRM
activities are also performed by OMB, together with GSA, at least onee every

3 years to assess their adequacy and efficiency.

Abbreviations

ADP Automated Data Processing

DOl Department of the Interior

GSA General Services Administration

IRM Information Resources Management

MIS Management Information Syatems Division
OMB Office of Management and Budget

O8M Office of Surface Mining

3. Policy/Procedures

a. Policy

ILD

1) OSM will prepere an Annual Review Asgessment Plan for eonducting periodie
reviews of IRM activities such as telecommunications, end-user computing,
sofiware management, information management, and electromic filing,
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2) OSM will periodically assess IRM activities to ensure their adequacy and
efficiency. This assessment will include an evaluation of the ability of systems
to meet internal control chjectives for the following:'

Information Collection

Information collectad is meaningful and useful.
Information collected is reliable.

Information is arranged in an orderly fashion.
Information is maintained on a ¢urrent basis.

Correspondence Handling
¢ Correspondence is channeled to the appropriate parties,
* Replies are made promptly, accurately, and responsively.

Records Maintenance

+ Records are readily available.

= Records are adequately protected.

* Only necessary records are maintained.

ADP

* Proper authorization of transaction inputs, adequate edit checks, and
necegaary safeguards of sensitive input forms ensure accurate, proper,
complete, and timely entry of information.

* Adequate security mesasurea prevent unauthorized system acceas or im-
proper changes to or loss of data.

* Appropriate controla can detect unaunthorized use of the system,

* Outputs are produced accurately, completely, and on time,

b. Procedures

1) The IRM Reviews will be conducted by the operations staff in accordance wath
established guidelines on IRM.

2} The internal control objectives will be evaluated during Federal Manager's
Financial Integrity Act (FMFIA) reviews.

¢. Responsibilities
The MIS Division Chief is regpongible for:
1) Establishing and maintaining an internal TRM assegement program,

2} Eatahlishing and providing reporting mechaniams as required by the DOI
implementation of the Federal IRM Review Program.

! Sgures: Executive Office of the President, Office of Management and Budget, Internal
Control Guidelines, December 1982.

ILD
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4.

.

3) Participating in and providing required information for compliance assesa-
ments conducted by the DOIL Office of Information Resources Management.

4) Providing plane to the Director of the DOI Office of Information Resources
Management for assessmenta to be conducted during a fiscal year as required
by the DOI Office of Information Rezources Management as part of the review
procese mandated by the Paperwork Reduction Act.

5) Responding to and initiating follow-up actions relating to the findings and
recommendations included in internal and IDXOI assessment reports.

Reporting Requirements

Annual schedule of assesaments is submitted to GSA as part of the Federal IRM
Review Program and the triennial IRM review process required by the Paperwork
Reduction Act.

References

Department of the Interior Departmental Manual, Part 375 DM 5, IRM Program
Management—IRM Azsessment Program,

(General Services Administration, Federal Information Resources Management
Regulations (FIRMR) Supplement, Federal IRM Review Handhook, 1985, See also
Appendiz B, Regulatory References.

Paperwork Reduction Act of 1980 (44 USC 3501 et. seq.}

Office of Management and Budget, OMB Circular A-130, Management of Federal
Information Resources, 24 Deq 1985,

Internal Control Guidelines 1882.

Effect on Other Documents

Noue

Effective Date

Upon izgguance

.
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8. Contact

MIS Diivision Chief

1D
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E.

ECONOMIC ANALYSIS IN SUPPORT OF IRM DECISIONMAKING

Purpose

This section provides guidance for use in conducting economic analyses in suppert of
Office of Burface Mining (OSM} Information Resources Management (IRM) decisiona,

Definitions

a.

Terms

Econcmic analysis. An assessment of the economic considerations, both costs and
benefits, for an ADP project; provides information for rational decisionmaking and
eatablishes a common base for making comparisons of alternative methods for
achieving the goal of the project.

Abbreviations

ADP Automated Data Processing

DOL Department of the Interior

IEM Informafion Resources Manggement

MIS Management Information Systems Division
OSM Office of SBurface Mining

Policy/Procedures

a. Policy

II.E
Economie Analysis 1I-19 January 1991

All ADP development projects and procurements for hardware, software, and/or
services will be analyzed to ensure that they are economically feagible and
justifiable.

Procedures

Cost/benefit analyses will be conducted in accordance with Federsl, DOI, and OSM
guidance {see references and also Appendix A, OSM ADP Documentation Require-
ments, outline for Cost/Benefit Analysis).

Responsibilities

1} The MIS Division Chief is responsible for ensuring that OSM ADP investments
are sconomically feasible and justifiable,

2} Subject to delegation of ADP procurement authority from the MIS Division
Chief, Assistant Directors and Field Office Directors are respensible for
ensuring that cost/benefit analyses for ADP development/acquisition projects



under their purview are conducted in accordance with applicable guidance (see
references and Appendix A),
4. Reporting Requirements
Asaigtant Directors shall ensure that appropriate cost/benefit analyses are forwarded
to the MIS Divigion Chief along with other documentation supporting the request for
approval.

5. References

Department of the Interior Departmental Manual, Part 375 DM 7, IRM Program
Management—Economic Analysis in Support of IRM Decision Making.

Department, of the Interior, A Project Manager's Guide to Benefit/Cost Analysis of
Information Techuology Investments, January 1989,

Department of the Navy, Naval Data Automation Command, Publication 15, Economic
Analyzis Procedures for ADP.

Office of Management and Budget, OMB Cireular A—11, Preparation and Submission
of Budget Estimates, Section 43.2.

Federal Information Processing Standard Puoblication 84, Guidelines for Documenta-
tion of Computer Programs and Automated Data Syatema for the Initiation Phaas,
August 1979,

§. Effect on Other Documents

None

7. Effective Date

Upon issusance

8. Contact

MIS Division Chiaf

ILE
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F.

1.

2.

INFORMATION RESOURCES STANDARDS PROGRAM

Purpose

Thiz directive describes the development, application, and maintenance of technical
standards for Office of Surface Miming (OSM) Information Resources Management
{IRM}.

Definitions

8. Terms

American National Standards Inatitute (ANSI}. The principal organization forming
standards in the United States. Formed in 1918, it i a nonprofit, nongovernmen-
tal organization,

Federal Information Processing Standards (FIPS). Standards developed under the
Faderal Government's standardization program and concerned with computer
sciences, telecommunications, and information management,

International Standards Organization (I530), A non-treaty organization founded in
1947 and currently comprized of nearly 90 member natiohs. Each nation assigns
its principal standardization body to the IS0). ANSI represents the United States.

Voluntary standards. Standards that are established generally by private sector
bodies and are available for use by any person or organization, private or govern-
mental. They are commonly referred to as “industry standards” or “consensus
standards” and do not include standards of professional conduet, institutional
codes of ethics, private standards of individual firms, or standards mandated by
law.

. Abbreviations
ADP Automated Data Procesesing
DOI Department of the Interior
IRM Information Resources Management
MIS Management Information Systems Division
0OSM Office of Surface Mining

3. Policy/Procedures

ILF

a. Policy

If cost-eflective and consistent with applicable laws and regulations, standards
used in OSM will be based on existing Federal, DOI, and OSM gtandards—in that
order. Where these standards are not cost-eflective or are nonexistent, the nae of
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voluntary (industry) standards is preferred in lieu of developing in-house stan-
dards.

b. Procedures

1} OSM orgamzations will consider Federal, DOI, and OSM standards when
evaluating and gelecting information resources for use at OSM (see also section
[ILA, ADP Acquigition), Specific Federal or adopled standards important to
improving applications poriability are detailed in Figure 11-2, Should an
organization find that a particular standard is not coat-effective or
is incongistent with applicable laws or regulationa, a request to dizsregard the
standard will be submitted to the MIS Divisior Chief. This request shall
include specific references, cost justifications, and other explanations as

appropriate.
2} (OSM employees with advice regarding proposed standards, the introduction of

new standards, revisiona io existing standards, or requests for waivers should
contact the MIS Division Chief.

3} At least once every 3 years, OBM standards will be reviewed to determine
their continued applicability and economic benefit.

¢. Responsibilities
1) The MIS Divieion Chief is reaponsible for:
a) Implementing and maintaining Federal and DOI IRM standarda.

b) Providing advice on proposed standards, the necessity of new standards,
needed revisions, and requests for waivers.

¢} Developing and implementing an OSM IRM standards program and
standards to supplement Federal and DOT standarda,

d} Ensauring that OSM IBM standards are reviewed at least once every
3 years.

e) Establishing liaison between DT and OSM on matters related to the
development and implementation of IRM standards.

f) Maintaining an inventory of IRM standards and standards groups in which
OSM participates.

2) Asgigtant Directors are responsible for ensuring that information resources
leased or acquired conform with applicable Federal, DOI, and OSM standards.

ILF
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Figure I1-2. APPLICATIONS PORTARILITY PROFILE {APP) COMPONENTS

Function ADP Element Standard
Operating System POSIX FIPS 161-1
xl IEEE P1003.2
Data Base Management SQL FIPS 127
IRDS X3.138 (Proposed FIPS)
Data Interchange:
Business Graphics GKS and CGM FIPS 120, 128
Product Data IGES NBSIR 86-3359
Document Processing SGML IS0 88791986
ODA/ODIF ISO/DIS 8613
Network Services:
Data Communications 0SI FIPS 146 (GOSIP)
File Management NFS IEEE P1003.X
User Interface X Window System X3H3.8 (Proposed FIPS)
Languages CX3J11 draft X3.159
COBOL FIPS 021-2
FORTRAN FIPS 069-1
Ada FIPS 119
Pascal FIPS 105
ACRONYM DEFINITIONS
CGM Computer Graphics Metafile
FIPS Federal Information Processing Standard
GEKS Graphics Kernel System
GOSIP Government Open Systema Intarconnection Profile
IEEE Institute of Electrical and Electronics Enginears
IGES Initial Graphics Exchange Specification
IRDS Information Resource Dicticnary System
30 International Standards Organization
NFS Network File System
ODA/ODIF Office Document Architecture/Office Document Interchange Format
0SI Open Systema Interface

POSIX Portable Operating Syatem Interface for Computer Environments
SGML Standard Generalized Markup Language

SQL Structured Query Language
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4. Reporting Requirements

None

5. References

Bepartment of the Interior Departmental Mannal, Part 375 DM 12, IRM Program
Management—Information Reapurces Standards Program.

DOI Strategic Framework, July 1988,

Federal Information Proceseing Standards (FIPS).

American National Standards Institute {ANSI,

Ingtitute of Electrical and Electronics Engineers (IEEE),

International Organization for Standardization (I03),

Electromic Industries Association (EIA),

National Institute of Standards and Technology {INIST) (develops FIPS.
Federal Telecommunications Standards Committee,

International Telegraphic and Telephone Consultative Committee (CCITT).

6. Effect on her Documents

None

7. Effective Date

Upon issuance

8. Contact

MIS Divigion Chief

ILF
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G. INFORMATION RESOURCES SECURITY PROGRAM

1. Purpose

This section defines policies, assigna responsibilities, and prescribes procedures for
management of the Office of Surface Mining (OSM) Information Rescurces Security
Program, The purpoze of the program is to protect OSM's information resources
against loga, theft, natural disasters such as fire or flood, improper use, unauthorized
access or disclogure, alteration, manipulation, violations of confidentiality, physical
abuse, or unlawful destruction.

2. Definitions

a. Terms

IL.G.

Information. Any communication or reception of knowledge such as facts, data, or
opinions, including numerical, graphic, or narrative forms, whether oral or
maintained on paper or in media such as computerized data bases, microform, or
magnetic tape.

Information Rescurces. The persounel, technology (hardware and software), and
monetary allowance used to create, collect, store, use, and disseminate informa-
tion,

Information Resources Security. The management controls and safeguarda
designed to protect information resources and ensure the continued performance of
governmental activities during emergency situations.

Information Syatem. The organized collection, processing, transmission, and
dizsemination of information in accordance with deficed procedures, whether
automated or manual.

Information Technology Facility. An area containing the technological resources
used to collect, process, store, tranemit, disseminate, and/or retrieve information in
the form or format needed. Technological resources consist of large, medium, and
small data processing systems (including mainframe, mini-, and micro- computers};
peripheral and storage units; office automation equipment such as word processors
and eopiers; telecommunications equipment (for example, switches and networks);
and the associated software for these types of equipment,

Information Technology Installation, One or more information technelogy facilities
within close physical proximity which, from a management viewpoint, are logically
considered a single entity.

Data. A representation of facts, concepts, or instructions in a formalized manner
suitable for communication, interpretation, or processing by human or automated
means.
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Data Base. A collection of data fundamental to a system or an enterprise.

Data Base Adminigtrator, The individual responsible for managing the design and
implementiation of data base structures to maximize efficiency and effectiveneas
with regard to processing time and storage requirements.

Sensitive InformationData. Information or data that requires protection due to
the risk and magnitude of loss or harm that would result from inadvertent or
deliberate disclosure, alteration, or destruction, The term includes information or
data whose improper use or disclosure could adversely affect the ability of an
agency to accomplish its mizzion; proprietary data; records about individuals that
require protection under the Privacy Act; and data not releasable under the
Freedom of Information Act.

Sensitive Computer Application. A computer system that processes sengitive data
or requires a degree of protection due to the magnituds of loss, risk, or harm that
could result from imadvertent or malicious manipulation of the application.

Records, All written, machine-readable, audio-visunal, and other documentary
materiala, regardless of physical form or characteristics, made or received by OSM
in pursuance of Federal laws or in connection with the transaction of public
business and preserved or appropriate for preservation as evidence of the organi-
zation and ita functions, policies, decisions, procedures, operations, or other
activities, or because of the informational value of the recorded data.

System of Records, As defined by the Privacy Act of 1974: *A group of any recordz
under the control of any agency from which information iz retrieved by the name
of an individual or by some identifying number, symbal, or other identifying
particular assigned to the individual.”

Vital Records. Records or information deemed necessary to ensure continuity of
essential governmental activities during national emergency conditions. Records
essential to the protection of the righta and interests of OSM and of the individu-
als for whose righte and interests it has responsibility.

System Owners. Individuals respongible for acquisition or development and/or the
primary user of microcomputer systems, office automation systems, application
systema, data bases, and/or manual information systems.

Risk Analysis. The process used to establish the value of assets, review potential
threats to those assets, and determine the coat of reasonable safeprards to protect
them from damage or loss.

Continuity of Operations Plan. A plan to ensure support to users of informaiion
systems during interruptions, emergencies, and disasters,

I1.G.
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b. Abbreviationa

ADP Automated Data Processing

BIRSA Bureau Information Resources Security Admiristrator
COOP Continwmty of Operations Plan

DOI Department of the Interior

GSA General Services Adminigtration

IIRSO Installation Information Reaources Security Officer
MIS Management Information Systems Divigion

O8M Oihee of Surface Mining

3. Policy/Procedures
a. Policy

The O3M Information Security Program will ensure that adequate measures are
eatablished to provide an appropriate level of protection for the information
resources under OSM's authority. The program complies with all Federal policies,
procedures, and standards governing information resources security, The provi-
sions of this policy shall:

1} Combine all the requirements and responsibilities for manual and antomated
information resources security into one policy and establish responsibilities
and procedures for the development, administration, and maintenance of an
information resources security program for QSM.

2) Apply to all OSM divisions and offices and their employees and to the person-
nel and facilities of contractors providing information resources support to
OSM.

3) Concern information that is not related to national security. (National security
issues are subject to more stringent security policies and procedures.)

4) Pertain to, but are not limited to, the following:

a) Information created, transmitted, stored, processed, or disseminated in any
media or form (for example, magnetic tape, microfilm, paper documents).

b) Information in any form when used as input to or retrieved from an
information system.

¢) Information technology facilities used in the collection, processing, storage,
communication, and retrieval of information.

d) Other technical systems, such as supervisory process control systems
(except those identified in the Department of Defense Authorization Act of
1982).

ILG.
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¢) The processes, procedures, and software involved in any of the above
activities.

b. Procedures

Buccessful implementation of an information resources security program is
depandent upon accurately determining potential risks and instituting safeguards
to minimize them. Every OSM information system and every information technolo-
gy facility operated by or on behalf of OSM must be protected. System owners and
resource managers are responsible for the protection of information aystems and
facilities under their control, The following activities will be performed {6 ensure
that all zystermg are protected.

1) Risk Analysis. Conducting a risk analysis is the first step in establishing a
security plan, Risk analyses must be conducted for all information technology
facilities, all automated application systema, and all manual application
systems covered by the Privacy Act. The extent of the risk analysis performed
should be commensurate with the magnitude and use of the rescurces to be
protected. Guidance for performing a risk analysis can be found in the Nation-
al Bureau of Standards (NBS) Federa! Information Processing Standards
{FIPS), Publications 31 and 65.

a) Information Technology Facilities and Automated Application Systems. A
rigk analysis shall be conducted at least every & years if one has not been
conducted within that timeframe under the following special ¢ircumstancea:
when planning the development of a new system or facility, when signifi-
cant changes are made to the nature or relative sensitivity of data being
processed or to the aystem or facility, and when environmental factors
change in guch a manner as to alter the threats presented. For automated
systems processing sensitive data (such as information covered by the
Privacy Act), a risk analyeis should be conducted when the configuration on
which the information is operated changes so as to create the potential for
either preater or easier access.

b) Manual System of Records. A risk analysis shall be performed when a new
system of records is proposed under the Privacy Act or when a proposed
change to an existing system significantly alters the character of the
aystem by increaging or changing the number or types of individuals on
whom records are maintained; expanda the types or categories of informa-
tion maintained; alters the purposes for which the information is used; or
exempts records maintained on individuals from any provision of the
Privacy Act.

2) Protection. Specific safeguards should be employed to provide a reasonable way
to counteract each threat described in the risk analysis and to detect actual or
poteatial security violations. At a minimum, the following procedures must be
considered:

I1.G.
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a} Physical Security. Appropriate practices and safeguards must be used to
rminimize the following threata to those places where information and
technological resocurces are located: theft, unauthorized or illegal access,
accidental or intentional damage or deatriction, improper use, and improp-
er disclosure of information.

b} Personnel Security. Appropriate Federal and contractor employees shall
receive security clearances commengurate with the sensitivity of the
information or ADF facilities they manage or use. Supervisors are responsi-
ble for determining the sensitivity of positions in their areas. System
owners are responsible for ensuring that Federal parsonnel and contractors
managing or using systems in their areas have appropriate sensitivity
clearances. The criteria for determining sengitivity levels and the proce-
dures for initiating sensitivity clearances are contained in OSM Directive
PER-13, Personnel Security Program, Supervisors are responsible for
ensuring that employees who uge information and technological resources
sign statements acknowledging their rezponsibility for the security of these
resources, These statements shall be retained in the employee's official
peraonnel folder.

¢) Technical Security. Appropriate safeguards (such az passwords, encryption,
and security software} shall be used to prevent unauthorized access to and
use of information, data, and software resident on peripheral devices or
storage media or in the process of communication via technological means,

d) Administrative S8ecurity. Precedures to ensure that all information resoure.
es are properly protected and that infermation technology resources are
used only by authorized personnel and for official use only shall be estab-
lished and disseminated.

3) Automated Application Safeguards. The following specific procedures must be
followed to ensure that appropriate safeguards are incorperated into automat-
ed application systems,

a) Determine appropriate security safeguards prior to system development or
acquisition.

b} Conduct design reviews and aystem teats prior to system implementation to
ensure that the system satisfies the approved security requirements,

¢) Certify before implementation that a new system satisfies applicable
policies, regulations, and standards and that its security safeguards are
adequate.

d} Ewvaluate the adequacy of security safeguards for existing sensitive systems
at least every 3 years.

IL.G.
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4) Continuity of Operations Planning

a) Information Technology Facilities and Automated Application Systema,
Facility managers and system owners are responsible for developing a
Continuity of Operations Plan for each information technology facility and
each antomated application system under their control to ensure that
interruptions of service of whatever iype or duration are kept to a mini-
mum. The COOF shall be evaluated periodically to determine the contin-
ued adequacy of the established procedures. The COOP shall be revised
when indicated by changes in software, eguipment, or other related factors.
At a minimum, the COOP shall address the following:®

* Procedures for backup storage and recovery of data and software

* Processing capabilities and procedurez for transferring operations to an
alternate site

= Consistency between application system COOPs and the COOP of the
information technology facility where the application iz processed

* Annual testing of the COOP at large ADP mainframe installations and
other installationa that provide essential ADP support.

b) Manual Application Systems. A Continuity of Operations Plan must be
developed for each manual application system that contains vital records to
engure its continued protection and te ensure that essential OSM activities
continne during periods of national emergency, These plans shall be
reviewed annually and periodically tested under emergency ¢conditions to
ensure their adequacy.

B) BSecurity Awareness Activities. All OSM employses must be adequately trained
to fulfil their security responeibilitiea. All contractor persennel must be
advised of OSM security requirementa and regulations. The level of gecurity
awareness activities in which employees participate shall depend upon their
specific involvement with information resources. Supervisors are responsible
for ensuring that employees participats in one or more of the following levels of
security awareness activities and that a record of this participation is retained
in official personnel folders:

a) Orientation, which includes an understanding of Federal regulations and
standards and briefings, guides, and/or films designed te acquaint employ-
ees with the nature of risks information resources are subject to and the
use of security measures to counteract them,

‘Federal Information Processing Standards (FIPS) Publication 31 contains guidance
for developing contingency plans.

I1.G.
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II.G.

6)

()

8}

b} Education, which includes classes and seminars designed to provide
managers, o0wners, users, and custodians of information and information
technology resources with a general understanding of how to implement,
security measures and how to determine if security breaches have ooccurred.

¢) Training, which includes more in-depth and formal classes designed to
provide owners and users, especially information technology professionals,
with the ability to perform risk analyses, design protection programs, and
evaluate the effectiveness of existing security programs,

Acquisitions and Procurements. It is essential that appropriate safeguards be
determined before procuring information technology resources, not only to
ensure the wise expenditure of funds, but also to enaure that resources are
protected from the {ime of installation or implementation. Te accompligh this,
all contract specifications for the acquisition of hardware, software, software
development, equipment maintenance, facility management, and related
services shall contain requirements for safeguards that encompass technical,
administrative, personnel, and phyzical ascurity.

Other Applicable Regulationa. Personnel responsible for information resources
security must be knowledgeable of, and all retivities must conform with, the
DOI Departmental Manual, including the parts Listed below.

376 DM, Automated Data Processing

377 DM, Telecommunicationa

381 DM, Origination of Records and Information

382 DM, Records Operations

383 DM, Policies and Procedures for Implementing the Privacy Act of 1974
384 DM, Records Disposition

386 DM, Office Automation Technology

436 DM, Vital Records

441 DM, Clearances and Suitability Investigation Requirementa
442 DM, National Security Information

443 DM, Industrial Security Program

444 DM, Physical Security

Security Incidents. Each employee must report to the OSM officials listed
below at the time of discovery all suspected, actual, or threatened security
incidents involving information resources. The type of incident encountered
will determine to whom it should be reported. The responsible OSM official
will report the incident promptly te the appropriate management authority
and follow up with a written report containing the location, the resourcea
mvolved, and any correciive actions taken. If warranted, investigative action
will be taken by the proper enforcement autherity.

a} Incidents involving physical, persennel, and national security complaints
and violations shall be reported to the OSM Security Officer. This includes
the destruction, physical abuge, or losa of technological reacurces.
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b) Incidents involving records and their unlawful removal, defacing, alter-
ation, or destruction shall be reporied to the Records Management Office
for subsequent notification of the OSM Director and the National Ar-
chives and Records Administration,

¢) Incidente involving Privacy Act viclations shall be reported to the OSM
Privacy Act Officer for coordination of corrective action with the perti-
nent program/system manager.,

d) Incidents involving technelogy reaources resulting in the loss of data,
fraud, or compromise or disclosure of senzitive material shall be reported
at the time of discovery to the Burean Information Resources Security
Administrator (BIRSA),

¢. Responsibilities. All perannnel associated with the transmission, handling, and
dissemination of information or data share responsibility for its protection.

1)  The DOI Office of Information Resources Management is responsible for
conducting periodic reviews and evaluations of OSM information resources
security programs to ensure compliance with Federal and DOI directives.

2)  The Director of the Office of Surface Mining is responsible for promoting an
attitude of concern for security among OSM employees. The Director is
reapongible for establizshing and implementing an effective information
regources security program that conforme to Federal and DOI regulations,

8) The MIS Division Chief is responsible for;

a) Oversight of OBM's compliance with Federal and DOI policies, guide-
lines, and regulations pertaining to information resources security.

b} Appeinting a BIRSA and alternate to coordinate the management of
OSM's information resources security program. Both the BIRSA and
alternate must be knowledgeable in information technology and security
matters and be department employees unless a waiver ias granted by the
DOI Information Resources Security Administrator.

4)  The Assistant Director for Budget and Administration is responsible for
oversight of OBM’s compliance with Federal and DOI policies, guidelines,
and regulations pertaining to physical, personnel, and information security
programs. The OSM Security Officer, Records Management Officer, and
Privacy Act Officer have specific responsibilities for performing these func-
tions,

5)  All Aggistant Directors and Field Office Directors are respongible for appoint-
ing an Installation Information Resources Security Officer (IIRSO) and alter-
nate, and for designating resource managers and owners for facilities and
systems under their jurisdiction. The ITRSO and alternate must be knowl-
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edgeable in information technology and security mattera and musi be
department employees uniees a waiver is granted by the DOI Information
Resonrces Security Admimatrator,

6) The BIRSA is responsible for adminiatration of the information resources
aecurity program, coordinating all O8M activities designed to protect infor-
mation resources, promoting security awareness, and reporting on the effec-
tiveness of these activities to OSM and departmental management. The
BIRSA will consuit with all OSM officials that have security responsibility
(for example, the OSM Security Officer, the Records Management Officer,
and system owners) to engure that information resources are adequately
safeguarded throughout OSM. The responsibility assigned to the BIRSA does
not supersede or replace security responsibilities previously assigned to any
other OSM official.

7)  The IIRS0 is responsible for coordinating all activities related to the man-
agement of an ingtallation’s information resources security program and for
providing technical asaiastance to installation management about security
requirementa,

8}  The OSM Security Officer is responsible for implementing departmental
policies related to physical, personnel, and information/document security for
OSM. This invelves conducting periodic reviews of sites to ensure the ade-
quacy of their physical security, safeguarding national security information,
investigating security incidents, ensuring appropriate sensitivity classifica-
tione for all positions using ADP, and initiating appropriate personnel
background investigations. All plans affecting physical security reguire the
approval of the Security Officer. All ADP enforcement issues will be pro-
cessed through the Security Officer,

8) The Records Management Officer iz responsible for ensuring OSM compli-
ance with regulations issued by the Nationhal Archives and Records Adminis-
tration and GSA poverning the creation, maintenance, and disposal of
records, regardiess of their physical form, This respensibility includes
automated as well as manual records.

10) The Privacy Act Officer i responaible for developing and implementing
programs to manage OSM records covered by the Privacy Act (that is,
records that contain information about individuals and which are retrieved
by the individual's name ¢r other personal identifier) and for conducting
periodic inspections of areas where Privacy Act records are maintained,

11} Supervigors and Managers will ensure that amployee performance standards
contain appropriate references to their security responsibilities and that
employees receive security clearrnces and ADP access certifications appropri-
ate to respective positions. Supervisors and managers will ensure that
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appropriate operational procedures and safeguards are implemented for
acquiring, accessing, using, maintaining, or disposing of information and
technological resources under their control, and that security policies and
procedures are adhered to for those resources they control.

12) System Owners are responsible for implementing safeguards to ensure the
protection and proper use of the information resources in their areas. Thia
responsibility includes automated applications, manual applications, and
associated hardware and aoftware respurces, They are regponsible for
labeling all information and data with appropriate sensitivity labels, must
ensure that adequate gecurity requirements are incorporated inte internal or
contract specifications before conducting risk analyses, and develop COOPa
for systems In their areas.

13) Areas desipnated as information technology facilities {such as computer
centers and word processing centers) require the appointment of a Resource
Manager. The Resource Manager is responsible for the overall management
of an information technology fadlity. Respongibilities include ensuring that
adequate security existz at the facility in conformance with departmental
and gystem owner requirements. The Resource Manager is respongible for
conducting & rigk analysis and for developing a COOP for the facility.

14} Each Data Base Adminiatrator is responsible for implementing and control-
ling access to a data base.

15) Users of information and technological resources are responsible for comply-
ing with all security requirements pertaining to the resources they use and
are accountable for all activity performed under User IDs and passwords
which have been assigned to them for the use of automated systems.

4. Reporting Regquirements

a. Fach IIRSO will conduct an annual review of the installation’s informatiom
Tesources security program to assess its effectiveness and to recertify the adequacy
of the installed security safeguarde. These reviews may utilize existing reports,
such as risk analyses, application system certifications, Privacy Act inspections,
records management evaluations, the Departmental Control Evaluation Program,
and Inspector General audits. The output of this review should serve as the basis
for ensuring the adeguacy of the installation’s automated information aystem
security.

b. Each IIRSO will prepare an annual installation security report. This report will be
incorporated in the BIRSA'’s annual seenrity plan for transmittal to the DOIL
Information Reaources Security Administrator. The annual reviews described
above should serve as the baasis for this report.

¢. Other requirements ag stated herein,
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5.

8.

7.

References

Department of the Interior Departmental Manual, Part 375 DM 19, IRM Program
Management—Information Resources Security Program.

Department of the Interior Departmental Manual, ADP Standarde Handbook,
Part 306 DM 2).

Office of Management and Budget, Cirenlar No, A-130, Management of Federal
Infoomation Resources.

General Services Adminigtration, Federal Information Resources Management
Regulations (FIRMR) on security, privacy, ADP management and scquisition, telecom-
munications management and acquisition, and records management.

National Bureau of Standards Federal Information Processing Btandards Publications
dealing with ascurity.

(Office of Personnel Management, Federal Personnel Manual.
National Archives and Recorde Administration regulations on records management.
National Securiiy Decision Directive 145.

Department of Treasury Directive 81—80, Electronic Funds and Securities Transfer
Policy—Mesaage Authentication.

DOT Information Resources Security Handbook (available from Division of Printing
and Publicationg, Office of Adminigirative Services, Department of the Interior,
Washington, DC 20240).

Computer Security Act of 1987 (Public Law 100-235).

Department of Defense Authorization Act of 1982,

Effect on Other Documents

Incorporates ADP-2, Bureau Information Resources Security Program (8 March 1988}

Effective Date

Upon isgunance
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8. Contact

MI3 D¥ivision Chief or BIRSA
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AUTOMATED DATA PROCESSING

A. ADP ACQUISITION

1. Purpose

This section contains Office of Surface Mining (O8M) policies and procedures for the
acquisition of ADP hardware, software, ADP maintenance services, and ADP support
services, including word-processing equipment and electronic mail/megsage systems,

2. Definitions

a. Terms

IILA

Contracting Officer. Individual with the authority to enter into, administer, and/or
terminate contracts and make related determinations and findings.

Contracting Officer’s Technical Representative. Individual designated by the
Contracting Officer as the representative authorized to perform specific adminis-
trative functions with respect to the contract.

Technical Project Officer, Individual assigned technical responsibility from the
inception of a requirement through its completion. The same individual may serve
as both COTR and TPO.

User, Individual (organization) requesting services through an ADP contract. In
some instances, the TPO and/or the COTR is the user for a particular require-
ment,

Abbreviations

A&F Accounting and Finance Assistant Directorate
ATYP Antomated Data Proceasing

COTR Contracting Officer’s Technical Representative
DOl Department of the Interior

EFO Eastern Field Operations Assistant Directorate
FAR Federal Acquisition Regulations

IRM Information Resources Management

MIS Management Information Systems Division
O8M Office of Surface Mining

TPO Technical Project Officer

WFQ Western Field Operations Assistant Directorate

ATYP Acquisition III-1 January 1991



3. Policy/Procedures
a. Policy
1) Procurement of ADP Equipment and Services — Authority

a) Aspistant Directors are granted the authority to approve requisitions to
procure equipment and ADP services as set forth in the OSM Directive
OPM-1, Delegation of Authority. At present, Assistant Directors may
gpprove purchases up to $10,000, except that new micrecomputer
purchases must be approved by the MIS Division Chief (see Figure II1-2 on
page III-6}). Equipment must conform with OSM, DOI, and Federal stan-
dards. Any procurement exceeding this threshold must be approved by the
MIS Divigion Chief. Requirements shall not be fragmented into individual
procurerments in order to cireumvent acquisition thresholds. ADP require-
ments should be planned for and identified in the input to the annual IRM
Strategic Plan and ADP and Telecommunications Aequisition Plan, These
planned purchages also will be within budgetary requirements. Appropriate
documentation that justifies selection and purchase of all ADP resources
selected shall be developed and mainiained by the originator.

b} Before acquisition, an evaluation of various alternatives for satisfying the
need should be conducted. This evaluation should include the option of
employing existing information resources which may be available cutside of
the organization (that is, sharing resources).

¢) Bervices to be provided by contractors, as well as those performed by OSM
empioyees, shall compty with lifecycle development standards {(pee
section IIL.C, Life-Cycle Management of ADP Eaformation Systems).

d) Maintenance for equipment in Headquarters will be provided by the MIS
Division Chief. Otherwise, maintenance is the responsibitity of each
aegistant directorate. Maintenance contracts, when deemed sconomically
Jjustifiable, may be made with local vendors. Consideration should be given
to uging blanket purchase agreements or other OSM or DOT maintenance
agreements, when available,

2} ADP Contract Administration

All procedures and activities in the administration of ADP contracts will be
consistent with the applicable contracts, Federal Acyuisition Regulations
(FAR), DOT Acquisition Regulations (DIAR), and Federal Information Resoure-
o8 Management Regulations (FIRMR}. All ADP contracts are limited to ADP
support and may not be used for non-ADP activities. The MIS Division Chief iz
responsible for providing management, policy oversight, and direction for all
OSM ADF contracts. The Assistant Directors for EFQ, WFO, and A&F are
responsible for providing administrative and management overgight for ADP

IILA
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contracts within their respective asgistant directorates, including subordinate
offices.

The following policies apply to all OSM ADP contracts:

a) All support requested through a contract will be within the organization
and seope of work covered by that contract. Assistant directorate support is
restricted to the specific assistant directorate and its subordinate offices.
The MIS Division Chief will provide contractor support for Headgquarters
offices; these contracts may aleo be used o provide nationwide aupport.

b) ADP support requirements involving or affecting nationwide OSM pro-
gramg or functions will be provided by the MIS Divigion Chief, unless
otherwise agreed to by the MIS Divigion Chief, Support will be implement-
ed in EFQ, WFO, and A&F through the local assistant directorate’s con-
tractor.

¢} All communications between contractors will be coordinated through the
respective COTRa. Contractors may not communicate with each other
without the coordination of designated OSM staff.

d} Support requirements involving applications developed for a specific
assistant directorate may be transported and used within that assistant
directorate without M18 coordination. Applications will be provided to
offices outside of the assiztant directorate only through the MIS Division
Chief and through the coordination of the COTRs,

e) Bupport for the Selicitor’s office and other departmental crganizations will
be provided, where necessary, by the MIS Divigion Chief. As needed,
implementation for field office solicitora may be provided through field
operations assistant directorate contractors.

f} Support for State regulatory authority programs with nationwide impact,
guch as the Technical Information Proceesing System (TIPS), will be
provided through EFQ and WFO.

g) ADP contracts will not be used to provide continuing data entry or related
clerical support. Data entry is limited to support of zpecific applications
and for a specific period of time.

3} Core Microcomputer Software

To facilitate procurement, training, and interoperability, OSM has identified
categories of software for which “core” packages have been selected (see
Figure III-1). For the software types included in the figure, only core packages
may be purchased. OSM will provide applications assistance, training, and
other support to those who use these software packages, which were selected
after considering OSM-wide and industry-wide nsage and standards.

ITIT.A
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Figure III-1
OSM CORE SOFTWARE FOR MICROCOMPUTERS AND NETWORKS

Software Type Core Package Version
Operating System PC-DOS 3.3

ME-DOS 3.3
Word Processing WoardPerfeet 5.0
Data Base Management FoxBage 2.0

dBage I+ 1.1
Flectronic Spreadsheet Lotus 1-2-3 2.0122
Telscommunications Crosstalk XVI 3.61A

Novell Netware 2,15

II1L.A
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4) ADP Coordination and Review

The MIS Division Chief acts as the OSM IRM Coordinator and as such, ig
respongible for all OSM IRM and ADP activities.

b. Procedures
1} Procurement of ADP Equipment and Services
a) Within Threshold

Assigtant Directors may approve acquisitions of ADP resources without
prior written approval from the MIS Division Chief when the costs will not
exceed the threshold identified in the policy stated above. Appropriate
documentation that justifies selection and purchase of all IRM resources
selected shall be developed and maintained and shall be submitted to the
MIS Division Chief. All requests for procurement of microcomputers,
minicomputers, or mainframe processors must be approved by the MIS
Division Chief,

b) In Excess of Threskold

All ADP resource acquisitions expected to axceed the OSM threshold must
have written approval from the MIS Division Chief before procurement
documents are issued. ADP resource acquisition requests shall:

* Be included in input to the IRM Strategic Plan and ADP and Tslecom-
munications Aequisition Plan. The request shall include the information
specified in section ILC, TRM Planning.

* Be approved by the MIS Division Chief,

All ADP resource acquisitions expected to exceed DOI thresholds (zee
Figure ITI-2) will be handled in accordance with procedures set forth in the
DOI Departmental Manual, Part 376 DM 4. The MIS Division Chief is
responsible for obtaining DOI approval.

2) ADP Contract Administration

Asgistant Directors may contract for ADP service above the authorized thresh-
ald only with the approval of the MIS Division Chief.

All ADP contracts wiil follow the technical and administrative procedures
stated in respective statements of work.

Each ADP contract must include the following contract administration ele-
ments, Additional assistant directorate-specific adminigtrative requirements
should be included when necessary.

IILA
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Figure II1-2

DOYT/OSM ADP ACQUISITION THRESHEOLD SUMMARY

OSM AD T old

Departmental Thresholds
Full and Open Competition

ADP Hardware — Purchase
ADP Hardware — Lease
{including maintensnce costs}
Proprietary Software
Maintenance Service

ATYP Contract SBervice

Other Than Full and Open Competition

ADP Hardware — Purchage

ADP Hardware — Lease
(including maintenance costs)
Proprietary Software
Maintenance Service

ADP Contract Service

8i{a) Firm

ADP Hardware/Software
ADP Contractor Service

ADP Software/Coniractor Servicea from
Other Govermment Source
Hardware Through Reutilization Process

CPU Cost
Leass {(including maintenance costa)

ITLA
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$10,000 per total procurement

$1,000,000 total value
$25.000/month

$300,000 total value

%1,000,000/annum
$500,000/annum

$100,000 total value
$3,000/month

$100,000 total value
$100,000/annum
$100,000/annum

$100,000/atal value
$500,000/annum

$500,000/annum

$50,000 total value
$£3,000/month
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3)

a)

[+

¢}

d)

e}

Muonitoring Contract Performance. The contractor’s technical performance
ia monitored through a technical progress or status report submitted at
intervals designated by the specific contract. The Contracting Officer,
COTR, and TPO (as applicable) review and evaluate contractor progresa
during a specific period of performance. This may also include briefings or
other reporting as included in specific contracts.

Inspection and Acceptance. Inzpection is the examination and teating of
services to determine whether they conform to contract requirementa.
Acceptance ia the action of an authorized representative of OSM by which
the Government approves specifie deliverables or services rendered as
partial or complete performance of the contractor. The COTR and TPO
must inspect and then accept, or reject all deliverables submitted by
contractors.

Invoice Review and Approval, The contractor will submit inveices aa
required by the specific contract. The COTR iz responsible for reviewing
and coordinating invoice reviews with TPOs (as appiicable) to ensure that
all coets the Government pays are appropriate, reasonable for the work
performed and comply with contract requirements and schedules.

Government Property Held by Contractor. If it becomes necessary to
provide the contractor with Government property (software, hardware, or
other materials), the COTR, in coordination with the Contracting Officer,
must ensure that all contractor-held Government property is properly
documented and meets all property manapement requirements. Before
providing Government-furnished equipment or property to a contractor,
specific FAR clauses must be added to the contract and the contractor has
very specific guidelines that he must follow to properly follow to properly
maintain and inventory such property.

Contractor Purchase. If it is necessary for the contractor to purchase
equipment or other goods, the purchased item{s) hecomes the property of
the (rovernment. The C{O'IR, in coordination with the Contracting Cfficer,
ia respongible for ensuring that all contractual requirements are met and
followed.

Core Software

The following procedures should be followed when purchasing microcomputer
or network software.

a)

Obtaining a Copy of Core SBoftware

Request a copy of the software from the MIS Software Inventory Coordi-
nator. If the software is not available from inventory or other OSM or DOI
sources, the MIS Software Inventory Coordinator will recommend the most
effective and efficient way to satisfy the requestor’s requirementa,
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Activities may nof use other software as a substitute for core software.
b} Obtaining a Copy of Other Software

Software for which no core software is designated should be purchased
through the requesting office’s Procurement Agent or Contracting Officer.
The requestor will prepare a requisition in accordance with established
OSM procurement procedures and authorities. In addition, if the non-core
software has a purchase price of $250 or greater, approval of the MIS
Division Chief must be obtained prior to purchase.

¢} Obtaining an Update to Core Software

Newly released versions of core software must not be purchased for routine
use until the MIS Division Chief has approved an OSM-wide upgrade.
However, such packages may be purchaged for special projects or analysis
upon approval of the MIS Division Chief,

d) Requesting Changes to the OSM Core Software
Requests for changes to, additions te, or deletions from the OSM core
software list should be sent to the MIS Division Chief. The requesting
letter should include an explanation of the requested change and the
reasons a change/addition is needed.
¢. Responsibilities
1} The MIS Division Chief is responaible for:

a) Ensuring that major systems comply with life-cycle development standards
and economic analyeis standards.

b) Developing a Five-Year ADP and Telecommunications Acquisition Plan and
ensuring that aequigition requests conform with the plan.

¢) Ensuring that OSM systems are managed in accordance with the authori-
ties cited in the references listed helow.

d) Condueting periodic reviews to ensure the efficiency, effectiveness, and
proper implementation of contract management controls.

e} Coordinating OSM ADP contracting policy and procedures with the Branch
of Contracting.

) Administering and overseeing all ADP delegations of authority from DOI to
OSM.

LA
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g) Providing liaison with and accountability to the DOI Office of Information
Resources Management for ADP procurement activities.

h) Oversight of all ADP contracts supporting information resources.

i} Delegating adminizirative authority to Assistant Directors for ADP con-
tracts supporting the information resources of the particular assistant
directorate, ‘

i} Conducting reviews of assistant directorate ADP contractor efforts io
evaluate compliance with DOI and OSM ADP policies and procedures.

k} Approving all requesta for contractor support.

1) Providing ADP contractor support for the Office of the Solicitor and other
departmental orpanizations.

m) Providing ADP contractor support to OSM field offices and State regulatory
authority programs where there ig nationwide impact.

n) Providing lead coordination for efforts requiring MIS and/or assistant
directorate contractors to work with each other.

2) For the ADP contracts for which they are accountable, Assistant Directors are
respongible for;

a) Ensuring that any system development project is approved by the MIS
Diivision Chief.

b) Ensuring that projecte conform to OSM standards and follow the OSM and
DOI life-cycle development requirements, and maintaining and forwarding
to the MIS Division Chief for review and approval all required life-cyele
documentation, especially documentation relating to ADP acquisition and
project approval decisions,

e} Conducting site/security readineas reviews before system installation.

d) Administering ADP delegations of authority from the MIS Division Chief.

e} Ensuring compliance with all OSM, DOI, and Federal policies and proce-
dures, including enguring that the systems are managed in compliance
with authorities listed in the references below.

f) Establishing and administering supplemental assistant directorate con-
tracting policy and procedures.

g) Administering and overseeing approved assistant directorate contracts
supporting information resourcez.

IILA
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h) Ensuring that all ADP contract support represents the best interests of the
Government.

i) Approving all requesats for contractor support within the respective agsis-
tant directorate.

j) Implementing suppert of nationwide efforta through apsistant directorate
contracts as requested by the MIS Division Chief.

k} Ensuring that assistant directorate coordination is provided for efforts
involving contractors in other asziztant directorates.

1} Approving all requeats for the expenditure of assistant directorate ADP
contract funds.

3) The Contracting Officer, and only the Contracting Officer, is authorized to:

a) Award, agree to, or execute any contract, contract modification, or notice of
intent,

b) Execute or agree to any changes in the specifications, delivery schedule, or
other terms and conditions of the contract.

¢) Order work ingide or cutside the scope of the contract.
4) The COTR ie responsible for:

a) Ensuring that all users and TPQOs adhere to the contractual requirements
for requesting support from the contractor,

k) Assisting the contractor in interpreting technical requirements of the
contract's scope of work,

¢) Coordinating written technical directions, specifications, and procedures
relating to contractual work requirements with the contractor.

d) Issuing technical direction in accordance with the contraet’s technieal
direction contract clause,

e) Coordinating with the MIS COTR and other assistant directorate COTRa,
as needed.

f) Reviewing and commenting on the contractor’s request for Government-
furnished facilities, supplies, materials, and equipment and forwarding the
request to the Contracting Officer for disposition.

I[ILA
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g) Reviewing and commenting on the contractor’s request for consent to
purchase supplies, materials, and equipment and forwarding the request to
the Contracting Officer for dispoaition.

k) Maintaining a complete and open line of communication with the Contract-
ing Officer regarding the contractor's technical performance and progress

and, when requested, providing written assessment of the contractor's
performance for inclusion in the contractor performance file.

i) Emsuring that Government inspection and acceptance for all deliverable
items under the contract is accomplished.

i} Reviewing payment vouchers and concurring with respect to the percent of
technical completion for itema or services delivered and accepted under the
contract,

k) Upon expiration of the contract, providing a written statement attesting to
the contractor’s completion of technical performance under the contract and
of the delivery and acceptance of all goods and services for which inspection
and acceptance are designated.

5} The TPO is responsible for:

a) Providing the contractor with written technieal requirements in coordina-
tion with the contracting officer and user.

b) Ensuring that written requirements are aubmitted to the COTR (where
applicable} for issuance to the contractor.

¢) Scheduling and organizing mesetinga with the user and contractor to
initiate worlk.

d) Ensuring that copies of written requests are submitted to the COTR (as
applicable) and included in COTR files.

¢) Reviewing and recommending COTR approval/disapproval (as applicable} of
contractor proposals, rnanagement plans, and resumes.

) ldentifying and resolving all technical discrepancies and iggues.
g} Ensuring that all dates and deadlines are monitored effectively.
h} Communicating effectively with the user and the contractor.

1) Anticipating and resolving problems as expeditiously as possible.

i) Reviewing, evaluating, and recommending acceptance of deliverablea.

ITEA
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k) Enguring that all documents requiring the user'’s review and sipnature are
forwarded to the user.

1) Documenting all user and technical comments on contractor performance,
deliverables, and the status of work.

m) Communicating with and keeping the COTR informed (as applicable) of
contractor performance, the statue of deliverables, and other metters
involving the terms and conditions of respective contracts.

6) The user is responsible for:
a) Identifying and submitting needs and requirements to the TPQ or COTR.
b} Working with the TPO or COTR to develop written requirements,

¢) Reviewing and evaluating deliverables and providing comments to the TPO
or COTR and recommending acceptance or nenacceptance of deliverables.

d) Monitoring management plan dates and deadlines with the TPO or COTR.
e} Communicating with the TPO or COTR on contractor performance,

) Ensuring that documentis requiring the user’s signature are signed prompt-
ly and forwarded to the TPO or COTR.

7) The MIS Software Inventory Coordinator is responsible for:
a) Maintaining the OSM core software lat.
b} Coordinating acquisition of core sofiware throughout GSM.
¢} Keeping abreast of high-level O5M requirements and technological changes
to ensure that the core software continues to support OSM needs.
4. Reporting Requirements

As required by the references below and other chapters of this OSM IRM Puolicy and
Procedures Manual.

5. References
O8M Directive OPM-1, Delegations of Authority

Department of the Interior Departmental Manual, Part 376 DM 4, Information
Resources Management—ADP Aequisition.
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Office of Management and Budget, OMB Circular A-130, Management of Federal
Information Resources, 24 Dec 19865,

Paperwork Reduction Act {44 USC 3508{c)X8)).

Federal Information Resources Management Regulations (FIRMR), including:
FIRME 201-33.003 {Reuse of ADPE)
FIRMR 201-31 (Sharing ADP resources)
FIRME 201-32.104 (Computer security)
FIEMR 201-23.103 (Threshelds)
FIRMR 2016 (Required contractual clanses for contracted operations)
FIRMR 201-30.007 (Requirements analysis)
FIRMR 201-30.009 {Analysis of alternatives)
FIRMR, 201-30.007(dX9} and 201-34.002
(Pexformance evaluation for eurrent ADP system)
FIRMR 201-30.009-3
(Findings t¢ support the use of compatibility-limited requirements)
FIRMR 201-30.012-1 (Software conversion study)
FIRMR 201-11.002(b) (Certified data to support sole source)
FIRMR 201-11.002-1 (Certified data to support sole make/model)
FIRMR 201-30.012 (Planned actions to foeter competition)

Federal Acquisition Regulations (FAR), including:

gﬁ gilﬂ‘i (Required contractual clauses for contracted operations)
Federal Information Processing Standards (FIPS).

Interior Property Management Regulations (IPMR).

Department of the Interior Acquisition Regulations (DIAR), including:
DIAR 1424.104 (Required contractual clauses for contracted operations).

Privacy Act of 1974, as amended {5 TSC 522a).

6. Effect on Other Documents

Supersedes OSM Directive ADP—4

7. Effective Date

Upon issuance

ITTA
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8. Contact

MIS Division Chief

ITLA
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B. ADP COST ACCOUNTING, COST RECOVERY, AND SHARING

1. Purpose
This section establishes Office of Surface Mining (OSM) policies and procedures for
sharing ADP equipment. As OSM does not provide reimbursable ADP services to
external organizations, no policies have been established for the cost accounting and
cost recovery required when dealing with chargeback systems.

2, Deflinitions
8, Terms

None

b. Abhrewiations

ADP Automated Data Proceasing
MIS Management Information Systems Division
0OSM Office of Surface Mining

3. Policy/Procedures
a. Pobcy

(O2M will share information technology facilities with usera from sther apencies to
the maximum extent feasible,

In selecting information technology facilities to suppart new applications, OSM
will ensure that:

* In the interest of efficiency and economy, alternative facilities are congzidered,
including other Federal agencies and non-Federal facilities and services.

* Policy does not require that priority be given to the use of in-house facilities.
* BSelection decisions are decumented in official records,

b. Procedures
When evaluating information resource requirements for new applications (or

modifications to existing systems), consider the cost and availability of facilities
and services of other Federal agencies and non-Federal organizations.

iILB
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8.

7.

8.

¢. Responsibilities
1} The MIS Divigion Chief is regponsible for promoting OSM-wide ADP resource
sharing and for ensuring that alternative sharing of ADP resources is evaluated
before new procurements are made.
2) Assistant Directors are respongible for promoting ADP resource sharing within
the assistant directorate and for ensuring that alternative sharing of ADP
resources is evaluated before new procurements are made.

Reporting Requirements

None

References

Department of the Interior Departmental Manual, Part 376 DM 6, ADP—ADP Cost
Accounting, Cost Recovery, and Sharing,

Office of Management and Budget, OMB Circular A-130, Management of Federal
Information Resources, 24 Dec 1985,

Effect on Other Doouments

None

Effective Date

Upon issuance

Contact

MIS Division Chief
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C. LIFE-CYCLE MANAGEMENT OF ADP INFORMATION SYSTEMS

1. Purpose

This section provides Office of Surface Mining (OSM) policy and procedural gnidance
to ensure that system development and implementation is efficient and effective. It
does not dictate a apecific development methedology to be used. Instead, it concen-
trates on documentation requirementa over the life cycle to:

Ensure that all OSM ADP systems and applications are consistently documented
in clear, high-quality documenta throughout their life eycles,

Ensure that the proper level of documentation is developed for a proposed ADP
system or application.

Appendix A clearly states format and content for the most common documents
required during the life cycle of a proposed or operating ADP system or application
used or planned for use within OSM.

Z. Definitions

a. Tertns

Life-Cycle Management (LCM). A management approach that provides a struc-
tured process for planning and controlling an information resource from inception
to replacement or termination. LCM provides a common framework that facilitates
control of the process, specifies the contents of deliverables, improves communica-
tions among diverse interest groups, and manages the development and acquisi-
tion of information resources. The effort and level of detail of the activities
conducted by using the LCM management approach are to be commensurate with
the size, complexity, and importance of the resource.

Documentation.® All information that describes the development, operation, uge,
and maintenance of computer software. This information is in a form that can be
reproduced, distributed, updated, and referred to when it is needed.

Abbreviations

ADP Automated Data Processing

DOI Department of the Interior

IRM Information Resources Management

MIS Management Information Syetems Division
O8SM Office of Surface Mining

TPO Technical Praject Officer

! Source: Federal Information Processing Standards, Publication 105, 6 June 1984.

IIL.C
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3. Policy/Procedure
a. Policy

In general, software documentation fulfills the following important functions
throughout the life cyele of a system or application:

* Agsistance in defining mission needs and requirements.

¢ Communieation to keep management apprised of requirements, progress,
problems, and expectations while the system or application is under develop-
ment. '

* Communication to keep those who are performing various development, opera-
tion, and maintenance tasks aware of what other groups are doing or have done
while the system or application is under development,

* Instruction and reference for those using the zystem or application.,
* Information for maintenance, quality assurance, and auditing personnel,

* Historical reference for future development efforts and to assist in transferring
the system or application 16 hew environments.

A system’s life cycle consists of well-defined activities that begin when a need is
identified and continue until the resulting system or application is no longer of
use. Figure II1-3 showa the three phases and nine stages of this life cycle as
defined by DOL The three phases of the application system life cycle are initiation,
development, and operation and maintenance. These phases are divided into eight
siages, and the documentation required over the life cycle falls into thase stages.

Initiation Phage. The documentation prepared during the initiation phase organiz-
es and justifies the subsequent development effort. Mission analysis stage docu-
mentation concentrates on the general need for a system and preliminary organi-
zational activities. Concept development stage documentation:

* Identifies alternatives and the costs and benefits of those aliernatives.

* Delineates responsibilities for the production team,

* Defines achedules and milestones for the development project.

* Records the higtory of the development effort so that the rationate for the
system’s structure is available for later use.

Development Phase. Documentation prepared during the system analysis and
Aystem design stages of the development phase records details of discussions about
system requirements.,
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Figure IM-3
DEPATMENT OF THE INTERIOR SYSTEM LIFE CYCLE
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Documentation prepared during the system construction and acguisition and user
acceptance stages of the develepment phase describes the results of the analysis
and degign effort. It provides the information needed for effective system design
and testing as well as the use, operation, maintenance, and conversion and/or
transfer of the resulting system or application. If the product is to be used by
people other than the developers, this documentation will prevent any number of
problems that may cause the product to fail. For example:

* System developers and programmers use information that describes what a
system or application is supposed to do, when it should do it, and how it should
be tested.

» System adminigtrators, operators, and maintenance programmers use informa-
tion that tells how to operate, support, and maintain the syatem or application.

* Users employ training and reference materials that enable them to quickly
learn how to use the system or application and find ansawers to specific ques-
tions.

¢+ Management uses information in the deeumentation to inform other managers
and potential system ussers about the system’s existence and capabilities.

All ADF development projects, whether the development of a new system or the
modernization or modification of an existing system, involve all phases of the life
cycle: initiation, development, and operation and maintenance. The davelopment or
enhancement process will follow a systematic, structured approach that will be
documented as set forth herein, The specific development methodology used may
vary from project to project. When cost effective, state-of-the-art development
approaches such as prototyping, computer-assisted software engineering (CASE),
and reverse engineering {(prototyped systems) for mandatory documentation should
be used; however, the fundamental consideratione will not change. These consider-
ations are established in the procedures described below,

The degree of documentation required ia determined by comparing the acope of the
ADP development project to the five levels of documentation as described in the
procedures below. This decision should be made in the early planning stages and
should be reported in field office and assistant directorate input to the IRM
Strategic Plan.

To reiterate, all ADP development efforts involve all stages of the system life cycle,
even if formal documentation is not required. For example, even a system devel-
oped by one individual for his or her own use will involve the following system life-
eyele activities:

* Determining a need, conceptualizing the system, and determining if benefits
outweigh the costs of development (project initiation).

* Analyzing specific functional and data requirements (system analysis).
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« Designing the software and data base {system design).

» (oding the programs, establishing the data base structure, converting or keying
the data, testing the system, and determining acceptance (pystem comgiruction
and acquusition, user acceptance).

* TJsing and maintaining the system {operation and maintenance),

Adhering to a structured approach of development and maintenance reduces the
potential for overlooked requirements and inefficient or ineffective designs. The
larger and more complex the system, the more expensive changes become in the
later stages of the life cycle. For this reason, more stringent documentation
requirements are established and must be followed for these systems.

b. Procedure

Asg the scope of projects varies, so do the requirements for documentation. The
following paragraphs define five levels of documentation and provide guidance on
how to choose the appropriate level for an ADP development effort,

Level O No documentation is reguired for microcomputar programes developed
by an OSM staff member for individual use. However, if the pro-
grams are found to be useful to other individuals within the office—
or would B¢ used by a succeseor in the position—Level 1 documenta-
tion is required at A mindmuom,

Lavel 1 Required for systems used within a single office (that is, one Head-
guarters divigion or one field office division).

Level 2 Required for systems used throughout one OSM location (that is, in
all Headquarters divisions or in all divisions of a field office).

Level 3 Required for systems used by more than one OSM crganizational
level or more than one field office (for example, ayatems that commu-
nicate information from a field office to a Headguarters office or
among field offices),

Level 4 The maximum level of documentation will be prepared for major,
service-wide aystems that require oversight by the DOI Office of
Information Resources Management,
¢. Responsibilities
1) The MIS Division Chief is rezponsible for;

&) Maintaining up-to-date documentation standards and policies and commu-
nicating those standards and policies to the responsible organizational units,

ITL.C
Life-Cycle Management JII-21 January 1991



bh) Ensuring that MIS TPOs follow the appropriate palicy and procedures in
deveioping plans for application life-cycle documentation requirements,

2) Assistant Directors are responsible for:
a} Maintaining np-to-date documentation standards in their files.

b) Ensuring that TPOs on their staffs follow the policies and procedures with
regard to preparing documentation plans for application systemz developed
by their offices.

3} TPOs are responzible for:

a) Managing projects in accordance with DOI and OSM guidance to ensure
efficient development and implementation of an effective system,

b) Preparing project management pians for ADP development and maintenance
projects. Documentation plans, which will indicate the level of and schedule
for planned documentation, will be included therein. These plans will be
included in each system proposal.

4} Documentation Specialists (contractors and OSM) are responsible for following
the detailed requirements for content and format found either in Appendix A to
this directive or in the DOI Project Manager's Guide to Application Systems
Life-Cycle Management (see references), as determined by the level of docu-
mentation required.

4. Reporting Requirements

At the onget of any ADP development effort, OSM project officers are responsible for
using this guide to prepare a list of required documentation. All phases of the system
life eyele {initiation, development, and operation and maintenance) should be conaid-
ered whep preparing this list, The decision as to the documentation required should
be made early in system planning efforts and ehould be reported in field office and
asegistant directorate input to the IRM Strategic Plan.

Figure ITl-4 is a matrix that shows documeniation requirements for all phases and
gtages of the four levels of required documentation as defined in the policy above.
Figures ITII-5 through ITI-8 provide detailed listings for each documentation level and
each life-cycle phase and stage. Content summaries and annotated outlines for
documentation required in phases 1 through 3 can be found in Appendiz A to this
directive. Details on phase 4 documentation can be found in the DOI Project Man.
ager’s Guide to Application Systems Life-Cycle Management (see references).

The requirements discussed in this section should serve as a general guide to deter-
mining the extent of documentation required, and they are intended fo be flexible.
Developers may feel that more documentation 18 required, less documentation is
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required, or that some documents can be combined. Factors such as the size of the
application aystem, the development methodology used, the projected number of uzerz,
and the size of the development team will influence the documentation desired. For
exarnple, while all systems require analysis and design before they are implemented,
the level of detail and formality of development documentation will vary according to
factors such as those listed above.

While the policy for documentation o be prepared is flexible, the detailed require-
ments for content and format found in Appendix A and in the DOI Project Manager’s
Guide to Life-Cycle Management must be followed where they apply.

Copies of documentation for systems which may have applicability throughout QSM
should be forwarded to the MIS Division Chief for review and consideration for further
promulgation. Requirements and final products should alzo be discussed at the semi-
annual IRM Coordinator meetings.
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Figure 1114

e e Al —

COMPARISON OF MINIMUM DOCUMENTATION REQUIEEMENTS

Life-Cycle Phasw/BlagwDocument Levsl 4 Lavel 3 Level 2 Level 1
1 INITIATION PHASE
1.4 Mission Analysis Stage
11,1 Project Reguast Requirsd
11.2 Mission Analysis Methodology Requirsd
11.3 Cost/Banefit Analysis RAsquired
1.1.4 Projsct Chariar Raquinsd
1.1.5 Organtrational Modal Regquinad
1.1.8 Mission Procaasaa Modal Reguired
11.7 Irformation Maodal Required
11.8 Misalon Nead Statement Requirsd
12 Concept Devalopmant Stage
1.21 System Objectives Qpdonal
14.2 Application System Architeciune Optional
123 Data Archkecture Optional
1.2.4 Data Communlcations Archiiectura Optional
125 Feasibility Study Reequirsd Required
128 Syalem Lite-Cycle Siratagy Raquirad
127 System LHe-Cycie Diales Requirgd
128 System Lits-Cycls Hasaurcea Estimate | Requinesd
1.2.9 Project Managsmeant Flan Required Requred
1.2.10 Cualty Assuranca Plan Regquired Rexquired'
1.2.11 Cost/Banaftt Analysls Hequired Ragquired Requirad
1.2.142 Revisad Mission Nesd Stelement Required
1.2.13 Syatem Daclgion Papear 1 RAsquired ]
'Incorporated in Project Managemani Plan,
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Figure II1-4 {Continued)
COMPARISON OF MINIMUM DOCUMENTATION REQUIREMENTS

LHe-Cycia Phana/Stage/Documant Lavael 4 Lovel 3 Laval 2 Lavel 1
2 DEVELOPMENT PHASE
21 Sysism Analysiz Stage
2141 Gurrent System Dascription Dylonal Favuirad® Required Gptianal
212 Detailed Functiona! Raquiramants Oplional Raeqguired Hequired Optional
213 Dala Requiremantsa Haquired Requlred Raquired Optional
2.2 Syatamn Doesiyn Stage
2.21 Deslgn Proposal Required
2.22 Detailed Cost/Hanafit Analysis Requirad
2.23 Revised Lia-Cycla Strategy Required
224 System Decision Papear 2 Required
23 Systam Conatruction snd Acguisition Stage
231 Tast Plans:
23141 Unit Test Plan Raquirad
2312 Intagration Tast Plan Raquirad
2313 System Test Plan Required Required
2314 Acceptanca Test Plan ReqLired
232 ADPE Spaciications Crotianal Requlred®
233 Application Software Documentation;
2.2.3.1 System/Subsystem Specitication Optianal Required
233.2 Dsta Basa Specification Ogptional Raquired Required Opticnal
2333 Detalled Process Crasign Optional
2334 FProgram Specification Optional Required
2335 Test Data Design Optional
2336 Datz Dicticnary Optional Raequired Hequirad Optional
234 Control, Backup, and Security Study Requirad Ratulred* Raquirad® Rieguirad!
235 Contingency Flan Requlred Hequirad

Yncamparatad in Detaiked Functional Requlrements.
Hncorparated in Systam/Subsystem Specication.
|ncarporated in User's Manual, Operations Manual, and Data Basa Administration Procedures Manual,
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Figure TII4 (Continued)

COMPARISON OF MINIMUM DOCUMENTATION REQUIREMENTS

Lie-Cycls Phasa/Siage/Document Laval 4 Level 3 Lavel 2 Laval 1
24 Uses Acceplance Stage
241 Current System Description Ragquirad
242 Mizsion Analysis Methodalogy Regiired Required®
2.4.2 Cast/'Banefit Analysis Optional Required
244 Ugar Tralning Plan Cptional Raquirad RAequired “
245 Past-Implementation Review Plan Required
2.4.6 Program Maintenance Manual Awsquired Requirad Required Optional
247 Dala Procassing Manual Opllonal
248 User's Manual Opllonal Required Required Requirad
249 Cparationa Manual Optianal Required Requlred Requirad
2419 Data Basa Administration
Procedures Manual Requirad Required Requirad
241 Systemn Decision Paper 3 RAequired
k| OPERATION AND MAINTEMAMNCE PHASE
31 Implemantation Stags
3.1 Applicalion Stawardah|p Document Requirad
3z Malrtanance Stage
2.4 Fost-Implementation Review Report Required
a2z Syatem Decision Paper 4 Reguired
e —— L =
*Incorporated (n Conversion Plan.
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Figure III-5
SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMBERS FOR OSM LEVEL 1

INITIATION PHASE
Mission Analysis Stage None Required
Concept Devalopment Stage None Required
DEVELOPMENT PHASE

System Analysir Stage Current Syetemn Description’ .. ... . ... . .00 iieronnn, 211
Detailed Functional Requiremsnts* ..................... 212
Data Requirementa® .. ......000utieiinnnnnrnnsirannn. 2.1.3

Syatem Design Stage None Raquired

Byvstem Construction and Data Base Speclfication® . .........c.0t it nnnsnrnas 2.3.4.2
Data Dictonery™® ... i et e 2.3.3.6
Control, Backup, and SBecurity Plan® .................... 234

User Accaptance Stage Program Maintenance Mataal® . ..., ... ................ 248
User's Manual ..........viiiieiirnnnnnrnnenneroine. 248
Operatione Marnual .. ... ... int i i vvrernrarnnenne, 249
Data Base Administration Procedures Manus! ............. 2.4.10

OPERATION AND MATNTENANCE PHASE

Implementation Stagae None Required
Maintenance Stage None Required
*Optional

“Inecrporated in Detailed Functional Requirements.
*Incorporated in User's Manua!, Operations Manzal, and Duta Base Administration Procedures Manual.
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Figure I[I1-8

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMEERS FOR OSM LEVEL 2

Missjon Analyaia Stage

Concept Dovelopment Stage

Byetern Analyeie Stage

System Design Btage
System Conatruction and

Usar Acceptance Stags

INITIATION PHASE

None Roguired

Fonmbiliby SEUAF .o v v vn e e e aeee e cae e 1.2.5
Project Managerment Plan .., .............. .o, 129
Quality Assurance Plan! ... ... .. it iy 1.2.10
Coat/Benefit Analysis ....... ... 00ieiieiiniaien .., 1.2.11

DEVELOPMENT PHASE

Current System Deseription® . .............000ivivan... 211
Detailed Functional Regulraments ... ... 0nun e nnn.. 212
Data Requirements ... ... ....ccuirivirvrinrnrnnnenns 213
None Required

Data Base Speciflcation . .................... ... ..., 2432
Data Dictionary ... ... ittt ir i ie e iearnrnas 23348
Cuntrol, Backup, and SBecurity Plan® . ................... 234
Conbngeney Plan . ... ottt it e 235
User Training Plan ...t i inio it vt e 244
Program Maintenance Manual ... ....... 0 inrnnnnnnran 24.6
Ueer's Manual ........c.. i iiiinriinmnanennnss 248
Operations Manual . ..........cniiiriinrinninennenn. 249
Data Base Administration Procedures Manual ............. 2410

OPERATION AND MAINTENANCE PHASE

Implementation Stage

Maintenance Stage

None Bequired
None Required

Incorporated in Pruject Menagement Plan.
fIncorporated in Detailed Functional Reguirements.
Incorporated in User’s Manual, Operatione Manual, and Data Basa Administration Procedures Manual.
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Figure II1-7

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMEERS FOR OSM LEVEL 3

INTTTATION PHASE

Mission Analysia Stage None Required

Cmcept Devalopment Stage Framibility Study .......0 ittt 125
Projert Management PIan ... .ooiviivireieinrannnnas 129
Quality Aspurance Plan .. ... . ... L i e 1210
Cont/Bernefit Analyeie . ....... .00t iiiiniini i anen.s 1211

DEVELOPMENT PHASE

Byatem Anaelysis Stage Clurrent Sywtem Deseription! ... .ovnvvuiinesrriinsienan. 211
Detailed Functional Requirementa . ......... .00t vattn 212
Data Requirements . ......0c0iiieininnannnnnnnn 213

Bystem Degign Stage None Roguired

Bystem Conetruction and nitTest Plan ... ......ccociirt i iiaimecaneaans 24.1.1

Acquisition Btage Integration Test Plan ... ... .o iiirinsriny 2412
Syatem Temt Plan ... ... o0t iiinsirsiiianennnnn 2.3.1.3
Acceptance Test Plan .. ...... . c0viiiveivainnnnnnnn.n. 2314
ADPE Specifleation® . ... ... .. i e 2.3.2
Sysiem/Subsyatern Specification® ....... ... 0000 e el 2431
Data Base Specification .........c0nt et iniicnnnraneas 2342
Program Specification . ... ...... .0t iit i ity 23434
Data DHCHOMATY . oo i vt irirnnnnnnnnsiasennnnnarnana 23.436
Control, Backup, and Security Plan® . ................... 284
Contingency Plan . ...... ...t iiir i ransenn 235

Uset Accoptance Stage Implementation Flan® . .. .. ... ... e 2432
Conversion Plan .. ... ..o iiiiii it trnrsisansinrnnns 2423
User Training Plan  .......... .00 vimeriiiannn... 244
Program Maintenance Manual .. ....................... 244
Users Mannal ... ...........ciimiioiiriei i 24.8
Operations Manual .. ... ... . . i 249
Data Bape Administration Procedures Manual ............. 2.4.10

Tncorporated in Detadled Functional Requirements,
Tncorporated in System/Subeystem Specification.

Inecrporated in User's Manual, Operationa Manual, and Data Base Administration Procedures Manual.

‘Incorporated in Convergion Plan.
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Figure III-7 (Continued)
SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMBERS FOR OSM LEVEL 3

OPERATION AND MAINTENANCE PHASE
Implementation Stage Nene Required

Maintenance Stage None Required
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Figure I1I-8

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMBERS FOR OSM LEVEL 4

Mismion Analysia Stoage

Concept Development Stage

Byatermn Anslyeie Stage

System Design Stage

System Construction and
Acquigition Stage

*(Optional

HIC
Life-Cycle Management

INITIATION PHASE
Project Request . . ... ...uititt it e e 111
Misgion Analyes Mathodology .. ............cc0veruneas 1.12
Cost/Benefit ANBIYEIE . .. ......\v'r'invnernnne e, 1138
Project Charber .. ... . it ire i te et mn s sanannes 1Li4
Organizational Model ., ... .. ..ottt iersianens 1.1.5
Miswion Process Model . ............c.coiiiiniinnnn.. 1.1.8
Informetion Model .......... ... ... .. it ririnnnnnn. 1.1.7
Migsion Need Statament .. ... ... trire o enrernsreass 1.1.8
System Objectives® . ... . .. i aa s 1.2.1
Application Syetem Architecture® ...................... 1.2.2
Data Architecture® ... ... ...... .. ioninnniinnennnn 1.2.3
Data Communications Architecture® . .............. 0.u.. 12.4
Syatem Life-Cycle BEBMOEY ... ot im i s n e nsaroranrns 1286
Byatern Iife-Cyrle Dates . .......... ..., . veivuunn... 1.2.7
Syatem Life-Cyvle Rescurces Estimate ... ................ 128
Cost/Benefit Analysds .. ...........cverrenrannarennnn. 1211
Revised Misslon Need Statement ... .....ovuinirrnrnnnn. 1212
Bystem Decidon Paper 1 .......... 00 iiiinnnee e 1.213
DEVELOPMENT PHASE
Current Systermn Description® . ......... 00000 ineernnn... 211
Detailed Functiona! Requirements® . ........000vvnvnnn.. 212
Data Requirementa ... ........cc.00iuiinninneernnn. 2,13
Denign Propogal ... .. ... ... ruiriiunnnrnnrnrraenne, 221
Detailed Cost/Benefit Analysis . ... ..................., 2522
Rovised Life-Cyele Btrategy ... .. ........0viinrinnennnn 223
Syaterm Dacigion Paper & .. ..ottt rien e 224
Bystem Toet Plan .. ... ...t in ittt it ttaee e enns 2313
ADPE Specificatione® ., . ....... ... it 232
Bystem/Subsyetem Specification* .. ......... ... ... 2431
Data Base Specification™® .. ... ... ... iiintinnnnenenn. 24432
Detailed Process Degign® . . ... .....ciiiiinnainacennn. 2343
Program Specifieation® ... ... .. .. . . i 23394
Test Data Deaign™ ..ot it in i ine i irinnnne s 23455
Diata Dickomary™ ... ie e it st arnenceennnns 2.3.3.8
Control, Backop, and Security Plan . .........00o0n e, 234
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Figure III-8 (Continued)

MINIMUM DOCUMENTATION REQUIREMENTS FOR OSM LEVEL 4

User Acceptance Stage

Systern Acceptance Report .. . ........... . iiiiiee... 241
Implementation Plan . ............cccniiruirrrnnnnnnn 242
Conversien Flan® . ... ... .. v ittt ica e 243
Uber Training PIan® ... .v.ovnnrnneneer s rarseneans 2.4.4
Post-Implementation Review Plan ...................... 245
Program Maintenapce Manuwal ..................c00us 2446
Date Processing Manual® ... ... ... ... ... i irinann 24.7
Usar's Manmunal® ... i i it 2.4.8
Operstions Manmal* .. .. .. ... . i i, 249
Systemn Decigion Papar 3 ... . . ... .. ... i 2,411

OPERATION AND MAINTENANCE PHASE

Implementation Stage

Muintenance Stage

II1.C
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Applicetion Btewardship Document ...t vune.. 311
Popt-Implementation Review Repart .. ..........c.00vnn.. 3.2.1
Systemn Decigion Paper4 .. ........c.coviiisinnnnnnannas 3.22
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3. References

U.S. Department of the Interior, A Project Manager's Guide to Application Systems
Life-Cycle Management {376 DM 10), August 1985.

U1.8. Department of the Interior, A Project Manager’s Guide to Benefit/Cost Analysis
of Information Technology Investments, January 1989.

Guidelines for Software Documentation Management, 6 June 1984, Federal Informa-
tion Processing Standards Publication 105, National Bureau of Standards.

Guidelines for Documentation of Computer Programs and Automated Data Systems,
30 June 1974, Federal Information Processing Standard Publication 38, National
Bureau of Standards.
Guidelines for Decumentation of Computer Programe and Automated Data Systems
for the Initiation Phase, 1 August 1979, Federal Information Processing Standard
Publication 64, National Bureau of Standarde.

8. Effect on Other Documents
This documentation standard supersedes OSM Directive ADP-3, Systems Implemen-
tation Standards.

7. Effective Date

Upon issuance

8. Contact

MIS Divigion Chief
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b. Procedures

1) When commercial ADP equipment or software is purchased, the hardware/
software package inventory will be updated. The inventory will be maintained
by each field office and assistant directorate and will include, at a minimum:

Item Purchased (including Version or Release Number)
Description of Item Purchased
Type of Purchase (indicate one of the following: Computer, Add-in Board,
Peripheral, Software, Accessory, Other)
Manufacturer
¥endor
Serial Number
Purchase Order Number
Purchase Date
Receipt Date
Quantity
Price
Personis} who approved purchase
Distribution Information:
To whom equipment/software ia assigned
{including Name, Title, Telephone Number)
Location of equipment/software

The hardware and software inventory will be supplied to the MIS Division
Chief.

2) Each organization will maintain an inventory of custom-developed software
applications. When a software development effort is approved, completed, or
terminated, the application inventory will be updated. This inventory will
include:

Application Name
Functional Description
Software Environment
{for example, operating system required, programming language)
Hardware Requirements
{for example, CPU required, memory requirements, storage requirements)
Development Start Date
Installation Date
Installation Date Projected/Actual Indicator
Use Termination Date
System Developer(s)
System Owner(s) {Name, Posgition, Telephone Number)
System Manager(s) {(Name, Pogition, Telephone Number)
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¢. Respongibilities
1) The MIS Divigion Chiefl is responsible for compiling and maintaining an ADP
resource inventory and providing necessary inventory data to the DOI Office of
Information Resources Management. The necessary data will be accurate and
provided on a timely basia,
2) Asgistant Directors and Field Office Directors are responsible for ensuring that
ADP resource inveniories are maintained,
4. Reporting Requirements
Updates to the hardware, software, and application inventories will be provided to the
MIS Divigion Chief gemiannually (at the end of the second and fourth quarters) in the
electronic format specified by the MIS Division Chief.
5. References

Department of the Interior Departmental Manual, Part 376 DM 11, Information
Resources Management—ADP Resource Inventories.

Paperwork Reduction Act of 1980 (44 TUSC 3501).

General Services Administration, Federal Information Resources Menagement
Regulations {FIRMR).

. Effect on Other Documents

None

Y. Effective Date

Upon issuance

8. Contact

MIS Divigion Chief

L.
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E. AUTOMATED INFORMATION SYSTEMS MANAGEMENT ACCOUNTABILITY

1. Purpose

Thig gection provides Office of Surface Mining (OSM) policies and responsibilities
concerning management accountahility for automated information systemns.

2. Definitions
a. Terms

Automated Information System {AIS). An organized combination of human
regources, ADP equipment, software, and established methoda and procedurea
designed to collect, process, and/or communicate data or information for the
purpases of supporting specific administrative, mission, or program requirements.

Major ATS. An AIS that requires special, continuing management attention
because of its importance to the support of a mission; its high development,
operation, or maintenance costs; or ite significant impact on the administration of
programs, finances, property, or other resources, An AIS is determined to be major
when it meets any one of the following criteria:

* The system directly affects the ability of DOI or OSM to perform a mission
designated by the President, the Congress, the Office of Management and
Budget, or the Secretary as being of importance.

* The system involves a significant investment, including personnel costs,
relating to development, operation, and/or maintenanes. In this context,
gignificant investment has occurred if {(a) the cost of initial development from
conception to implementation exceeds $1 million, (b} the coat of operating and
maintaining the system in any one yvear exceeds $0.5 million, or {¢) the fotal
life-cycle cost exceeds $5 million,

* The system affects national security or the security and safety of people,
substantial financial resources, or other valuable assets.

+ The system is used throughout DOIL
* The system supports a funetion that is multi-bureau in scope.

¢ The system directly affects DOD’s ability to meet a eritical departmental,
national, or international mission.

System Owner/Steward. The program official whose program is supported by the
AIS and is the primary uger of the AIS, who initiated development of the AIS, or
who exercises functional oversight of the AIS. The system owner is responsible and
accountable for the products of the syatem. In some cases, system ownership may
be shared.
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System Manager/Custodian, The individual who protects, operates, and/or main-
tains an AIS in accordance with a service agreement with the system owner, In
some instances, system management responsibilities may be shared.

b. Abbreviations

ADP Auntomated Data Processing

ATS Automated Information System

DOI Department of the Interior

MIS Management Information Systems Divisiom
OSM Office of Surface Mining

3. Policy/Procedures

a. Policy

Each OSM application ehall be assigned a system owner and system manager. In
the cagse of major information system applications {as defined by DOT), the system
owner and manager shall not be the same individual.

b. Procedures

Upon initiation of new application development or acquisition, system owners and

managers shall be appeinted and reported in accordance with policies and proce-

dures found in aection II1.D, IRM Resource Inventories, and section I1.C, IRM

Planning.

¢. Responsibilities

1} The MIS Division Chief is responsible for enguring that system owners and
managers are assigned responsibility for and are held properly accountable for
the efficiency and effectiveness of their application systems.

2) Assistant Directors are responsible for:

a) Ensuring that system oewners and managers are appointed for each applica-
tion.

b} Ensuring that system owners and managers are aware of their responsibili-
ties and are held accountable for meeting those responsibilities.

¢) Ensuring that system owners and managers are reported in accordance
with section IIL.D, IRM Resource Inventoriea,

3) The System Owner ja responsible and accountable for the products of the AIS,
The responsibilities of the System QOwmner include:
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a) Defining the system’s functional requirements.

I} Providing functional oversight,

¢) Conducting a periodic review of syatem requirements in order to determine
whether the requirements continue to exist and the system continues to

meet, in an efficient and coet-effective manner, the purposes for which it
was developed.

d) Securing required information systems support for the AIS,
e) Emnsuring that a Continuity of Operations Plan ia developed for the AIS.

f) Establishing formal, written astandards for program changes (both sched-
uled and emergency) and authorizing all scheduled program changen,

g) Ensuring that internal controls and eperating policies that address the
functionality of the AIS are implemented as required.

h) Certifying the AIB to ensure that it aatisfies ite defined functional and
gquality requirements,

4} The System Manager is responsible for:
a} Asgisting the system owner in defining system requirements.

b} Coordinating with OSM records managers regarding retention periode and
dispoaal atandards applicable to the various types of data and storage
media.

c) Ensuring that internal control revisws, as outlined in the DOI Automated
Application System Control Evaluation Guideline, are conducted as re-
quired,

d} Coordinating with the MIS Information Resources Security Administrator
to determine appropriate security requiramenta before the AIS is acquired
or developed and certifying before implementation that the AIS satisfies
applicable security regulations, policies, and standards and that its security
safepuards are adequate.

e) Providing operations and/or maintenanece support.

f) Ensuring that all program changes meet formal, written standards and
notifying the system owner when emergency program changes are made.

g} Forecasting development, implementation, and operational costa of the AIS.
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4. Reporting Requirements
Updates {0 the hardware, software, and application inventories will be provided to the

MIS Division Chief semiannually {at the end of the second and fourth gquarters} in the
electronic format specified by the MIS Divigion Chief.

8. Referencea

Department of the Interior Departmental Manual, Part 376 DM 13, ADP—Automated
Infermation Systems Management Accountability,

Deparimernt of the Interior Departmental Manual, Part 375 DM 4, IRM Strategic
Planning.

Department, of the Interior Departmental Manual, Part 375 DM 7, Economic Analysis
in Support of IRM Decision Making.

Department of the Interior Departmental Manual, Part 375 DM 19, Information
Resources Security Program,

Department of the Interior Departmental Manual, Part 376 DM 10, Life-Cycle
Management of ALS.

Department of the Interior Departmental Manual, Part 382 DM 11, Managing Records
in Electronic Form.

Department of the Interior Departmental Manual, Part 383 DM 1-12, Management
and SBafeguarding of Privacy Act Records.

Department of the Interior, Project Manager's Guide to Applications Systems Life-
Cycle Management,

Automated Application System Internal Control Guideline.

Office of Management and Budget, OMB Circular No. A-123, Internal Control
Systems.

Office of Management and Budget, OMB Circular No. A-130, Management of Federal
Information Resources.

Office of Management and Budget, OMB Circular No. A-127, Financial Management
Systems,

Federal Managers Financial Integrity Act.
Paperwork Reduction Act of 1980 (Public Law 96-511).
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Paperwork Reduction Reauthorization Act of 1988 (Public Law 99-300)
Computer Security Act of 1987 (Public Law 100-235),
Federal Information Processing Standards (FIPS).

8. EiMect on Other Documents

None

7. Effective Date

Upon issuance

8. Contact
MIS Division Chief
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Chapter IV
TELECOMMUNICATIONS






TELECOMMUNICATIONS

1. Purpose
This section explaing Office of Surface Mining policies and procedures for identification
and use of {elecommunications systems.
2. Definitions
a. Terms
Telecommunications Facilities. Equipment used for telephone, telepraph, teletype,
data, facsimile, telephotograph, video, and audio transmissions, and such corcllary
items as distribution systems and communications security facilities.
Telecommunieations Service. The transmiseion, emission, or reception of gignala,
signs, writing, images, sounds, or intelligence of any nature, by wire, radio, visual,
or other electrical, electromagnetic, or acoustically coupled means,

b. Abbreviations

ADP Automated Data Processing

DOI Department of the Interior

FTS Federal Telephone System

MIS Manggement Information Systems Division
OSM Office of Burface Mining

3. Policy/Procedures
a. Policy

OSM telecommunications decisions will be made in accordance with Federal and DOT
standards and guidance.

b. Procedures

1) Acquisition of telecommunications facilities and serviees should be made in
accordance with the policies outlined in section III.A, ADP Acquisition,

2} OSM will participate in the FTS 2000 Data Communications Coordination
Council, which serves as a forum for the exchange of information on FT8 2000
matters. The counci] is involved in gemeral planning for DOTs use of FTS 2000
data services and ensuring that those services are used efficiently and cost-
effectively., The council also coordinates activities related to implementation of

IV.
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FTS 2000 data communications services and identifiezs opportunities for the
bureaus to share technical expertise, resources, and access to FTS 2000 services.

3) Telecommunications requirements should be satisfied through equipment and
aoftware that meets Federal, DI, and OSM standards.

Detailed information regarding specific telecommunicationa topics may be found in
DOI telecommunmnications handbooks (see references),

c. Responsibilities
1) The MIS Division Chief is responsible for:
a) Ensuring OSM-wide compliance with Federal, DOI, and O8M standards.

b) Providing guidance to Asgsistant Directors and other OS8M organizations
regarding telecommunications iaaues.

¢}  Appointing an OSM primary and alternate reprisentative for the FTS 2000
Data Communicaticmg Coordination Council.

2) Assistant Directors are responsible for ensuring compliance with Federal, DOI,
and OSM giandards within the assistant directorate.

3) OBM3a FTS 2000 Data Communicatione Coordination Council Representative iz
respongible for attending council meetings, presenting OSM concerns and isaues,
assisting in council analyses and evaluations, and keeping other OSM individuals
informed with regard to progress and issuea.

. Reporting Requirements

None

B. References

Department of the Interior Departmental Manual, Past 377 DM 2,
Telecommunications.

General BServices Administration, Federal Information Resources Management
Regulation,

General Services Administration, Glossary of Telecommunications Terms,
FED STD 103%7A.

IV.
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Department of the Interior Telecommunications Handbooks:
Radio Communications Handbook
Telecommunications Terminology Handbook
Telephone Syatems Handbook
Local Area Network Guide

DO Mainframe Strategy, May 1988

g, Effect on Diher Documents

None

7. Effactive Date

Upon issuance

8. Contact

MIS Division Chief

IV.
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Chapter V
DATA ADMINISTRATION






The Office of Surface Mining Division of Management Information Systems
will promulgate data administration policies at a later dute.
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Appendix A
OFFICE OF SURFACE MINING
ADP DOCUMENTATION CONTENT GUIDELINES

This appendix contains content guidelinea for the ADP application documentation referenced
in section II.C, Life Cycle Management of ADP Information Systems. Detailed explanatioms
of the material that each document should contain are also provided.

Figure A-1 shows all Office of Surface Mining (OSM) documentation reguirements as sat
forth in section II.C. The guidelines in this appendix arg limited to Levels 1, 2, and 3 of that
ligt, which encompass all syatem or application development projects excepd those involving
magjor, service-wide efforts. These major development projects, which fall into Level 4 of the
OSM documentation guidelines, require oversight by the 17,5, Department of Interior Office
of Information Resources Management. Accordingly, content guidance for Level 4 docomenta-
tion is found in the DOI Project Managers Guide to Application Syaterns Life Cycle
Management. Figures A-2, A-3, A4, and A-5 show the requirements for each documenta-
tion level. The following documentation iz included in this appendix:

Reference Numbher from OSM

Document Title Documentation Requirements
Feagibility Study . .......... 0 i iiiaiiiiia 125
Project Management Plan ... ... ... ... .. i 12.9
Quality Assurance Plan . ... ...... ... . ... . e, 1.2.10
Cost/Benefit Anglysis ......... 0ttt rnronrranirinnnnen. 12.11
Detailed Functional Requirementz ... .......... ... e 212
Data Requirements . ........ ... ... e 21.3
Unit Test Plan .. ... . 0t iii it iira e eeeennnn 2311
Integration Test Plan . .. ..., . .. v i it iannas 2312
Systerm Test PIAN .. .. oo vttt i e e e it e re e e e 2,313
Acceptance Test Plan . ... .. ... i it innann, 2314
System/Subsystem Specification ........... ... ... ... . . ..., 28481
Data Base Specification . ...... .. iiiiiiiiiieirarennnn. 2332
Program Specification . ... ... ... 0 i i i 2,3.34
Data D on T .o r i i et e e e 2.3.3.6
Contingeney Plan ... ...... .. vuriirirrineiroarionurnnnn 2.3.5
Conversion Plan ... ... ... . . . i i it e 243
UserTralning Plan . ..... ... .. . . i, 24.4
Program Maintenance Manual ............. .. oot 248
Users Manual .. ... .. i ittt ittt i iiaraonaan 2.4.8
Operations Manual .. ....... .. ittt iericanrnnsa 24.9
Data Base Administration Procedurezs Manual ................ 24,10

The documentation is presented in the order that it is found in the OSM documentation
requirements. Each document is paginated by iis title and reference number from the
documentation requirements izt (Figure A1) for easier reference and update. Gaps in the
number scheme are the result of Level 4 documentation, which is discussed in DOI
documentation guidance.
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Figure A~1
COMPARISON OF MINIMUM DOCUMENTATION REQUIREMENTS

!l LHe-Cycls Phase/Staga/Documant Leval 4 Level 3 Laval 2 Laval 1

1 INMMATION PHASE

1.1 Mission Analyele S1Rge

1.11 Profect Request Reagqulrad

112 Mission Analysls Mathodology Raquirad

1.1.3 Cost/Banofit Analysis Requlrad

1.1.4 Project Charter Reqqulred

1.1.5 Organizational Medal Regulred

i.1.6 Mission Processes hMods Regutred

1.1.7 Information Model Required

1.1.B Mission Need Statemant Required

1.2 Concépt Developmant Stage

1.21 Systam Objectivas Optional

1.2.2 Application System Architaciure Optlenal

1.23 Diata Architecture Optlonal

1.24 Data Gommunkcatlons Architectura Cpllenal

1.2.5 Faasbilty Study Reguired Required
1.2.6 Systam LHe-Cycla Strategy Required

1.27 Systam |Ha-Cycle Datas Raquired

1.28 Bystam Life-Cycle Resources Estimate | Regulred

1.2.9 Project Management Plan Raquirad Required
1.2.10 Cuality Assurance Plan Raquirad Required’
1.2.11 Cost'Bensfit Analysis Required Faquired Raquirad
1.2.142 Revisad Mission Need Statement Required

1.2.13 System Decislon Paper 1 _ _Flaquirad {

1Incarporated in Project Management Plan.
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Figure A-1 (Continued)
COMPARISON OF MINIMUM DOCUMENTATION REQUIREMENTS

Life-Cycle PhasaStage/Docomaent Lavel 4 Level 3 Levet 2 Levat 1
2 DEVELOPMENT PHASE
2.1 Systern Analysls Stage
2,11 Curvent System Description Cptienal Reguired® Raquirad® Optional®
212 Ciatailad Functional Requirements Optional Raquired Haqulrad Optional
213 Crata Peguirements Reguirad Requirad Raquirad Dptlons
2.2 Systam Deslgn Staga
221 Design Proposal Required
222 Datailed Cost/Bansfit Analysia Raguired
223 Revizad ! fa-Cycla Stratagy Raquired
2.24 Systam Decislen Paper 2 Raquired
2.3 Sysham Construction and Acqulalftion Stage
231 Test Plans:
2311 Lnit Test Flan Requirad
2312 Integration Tast Plan Required
2313 Systemn Test Plan Raquired Required
2314 Accaplance Test Plan Requlred
232 ADPE Specifications Optional Regulred®
233 Appiication Software Documentaticon:
2.3.3.1 System/Subaystem Specillcation Cptional Raquirad
2.3.3.2 Data Base Specification Optional Raquired Required Optional
2333 Datailed Procass Dasign Optional
2334 Program Specification Cptional Required
2335 Taeet Data Design Optional
2335 Data Dictionary Optianal Reqltired Required COptional
2.3.4 Cantrol, Backup, and Security Study Required Requlrad! Requirad* Raguirad
235 Contingancy Plan Required FHequired

Uncomparatad in Detailed Functional Requltaments.
Hncarporatad in System/Subsystam Specification.
Yncarporated in User's Manual, Opsrations Manual, and Data Basa Administration Procedures Manual.
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Figure A-1 (Continued)

COMPARISON OF MINIMUM DOCUMENTATION REQUIREMENTS

Lifs-Cycla Phase/StagaDocument Laval 4 Laval 3 Level 2 Leval 1 H
2.4 Usar Acceptanca Stege |[
241 Curren! Systam Desctiption Requirad
242 Mission Analysis Methodology Raquirad Reguired®
243 Ceost/Baneflt Analysis Optienal Required
244 Usar Training Plan Cptional Required Raqulrad
245 Post-Implemeniation Review Plan Requirad
2486 Program Maintenance Manual Requirad Hequired Requirad Optional
247 Cata Procassing Manual Optional
248 User's Manual Optional Raquirad Fesyurasd Ragquired
249 Cparations Menual Optional Required Reguired Aaquired
2.4.10 Dsta Base Adminkstration
Procaduras Manual Required Required Required
2411 Systemn Decigion Paper 3 Faquired
3 OPERATION AND MAINTENANCE PHASE
| 31 Implemantation Stage
3.1.1 Appllcation Stewardship Documant Raquired ||
3.2 Malntanance Stage
3.2 Post-Implementation Review Report Raquirad
3.22 Systemn Decision Paper 4 Haqulrad
Ynemrporated in Conversion Plan.
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Figure A-2
SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND BEFERENCE NUMBERS FOR OSM LEVEL 1

INTTIATION PHASE
Misgion Analyriz Stage None Required
Concept Development Stage None Required
DEVELOPMENT PHASE

Bystemn Anslysis Stage Clurrent Sywtern Deseription® . ... ... ... ... . .o, 211
Deatailed Functional Reguirements®™ .. ... 0o iviiiiasvnss 212
Data Bagniroments™ ... viviiiararraisarsisessnnss N

SBystem Design Stage None Bequired

Systemn Conetruction and Data Base Specification™® ... .0 isivisruriisarrantoss 2332
Date DNctonBIy™ o ov i s i irinst it astcaaransnsenn 2348
Control, Backup, and Security Plan® .. .................. 234

Usor Acceptance Stage Program Maintenance Manual® ... ... ... ... i irn.. 248
Users Manual . ........ .o iiiimimemnemnans 248
Operatlons Manual ... ... o i i i i 2458
Deta Basa Administretion Procedures Manuel .. ... 000000 24.1¢

OPERATION AND MAINTENANCE PHASE

Iwplamentation Stage None Reguired
Maintenance Stage Naone Required
*Cptional

Hneorporated in Detailed Functional Requirementa,
rcorporated in User's Manusl, Operations Manual, end Data Base Administration Procedures Manual.
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Figure A-3

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS

AND REFERENCE NUMEBERS FOR OSM LEVEL 2

INTTIATION PHASE

Misxion Anaelysis Stage None Raquired

Concept Development Stage Fopgibility Btady .. ...co it e i imeinrennns
Project Management Plan .....................
Quality Assurance Plan® ... ......ciiiniinnnn.
CoptPenefit Analysis ... ... cvviiiiian.

Systera Analyeis Stage Current System Deseriptlen® ... ... ... ... ...
Detafied Functional Requitementa . ... ...........
Diate Requirement®s ................ccccvinnnn

Sywtera Design Stage
Syatemn Construction

User Acoeptance Stage User Training Plazi .........ciciiniiriiernn s
Program Maintenance Manoa! .. ................
UeermManual ........ ... .. e
Operations Manual ... ... i iniieeiesan

DEVELOPMENT PHASE

Nene Required

and Date Base Bpecification ...... 0. cieveiininanens
Dote DictHOMATY .o iaivsrvsisimerarnmnnnnnssns
Contrel, Backup, and Security Plan™ .............
Contingency Plan ......... ..o innaanns,

OPERATION AND MAINTENANCE PHASE

Implementation Stage None Required

Maintenance Stage

None Required

MIncorparated in Project Menagement Plen.
Incorporated in Detsiled Functional Reguirements.
Incorporated in User's Manual, Operationa Manual, ené Data Base Administration Procedures Manual.
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Figure A4

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMBERS FOR OSM LEVEL 3

Mismion Analysin Stage
Coneept Development Stage

Systom Analymia Stage

System Design Btage

Systom Construction and
Apquirition Stage

Usar Acceptance Stage

INITIATION PHASE

Nonme Reguired

Feamibility Bhady . .0 cvnvvnsnraosarracrrrarerrsarsas 1.2.5
Project Management Flan ... .iviieiciisinsnnnennennnn 1.2.9
Quality Ansurance Plan .. ... ins it siaa s 1.2.20
Cogt/Honofit ARalyEia ... ... .00 vuivrrinnirnnreneennns 1.2.11

DEVELOPMENT PHASE

Current System Description’ ... .0 iviriinninnennenn. 2.1.1
Datajled Functional Requirements . ..................... 212
Dhate Requirementa .. ... ... visuissrrsirternreennnnns 213
None Required

Unit Test Plan . ... .. o i i i s e tn st anrann 23112
Integratton Test Plan ... ... .ot ity iunrearanstenann 24812
Bystem Temt Plan . ... ... it ittt tentennns 2313
Accoptance Test Plan . ..., ... .00 iiiirriinnnrnneennns 2314
ADPE 8pecifieation® . . ... .. . i 232
Systerm/MBubaystem Specification® ... ... . ... ... ... ..., 2331
Data Baze Specification ... ... .. .. it 2.3.4.2
Program Specifleation . ... .. it it 2334
Data Dictiomary . ov it ianaeaeeiaeiar e inracnennranns 2.3.3.6
Control, Backup, and Security Plan® ... ... ............. 284
LTty o - X 245
Impiementation Plant ... ..ot reiin it et e e neaea 242
Convergicn Plan .. ... ... ... . e tnnen st aranras 243
User Training Plan .. ... .ot it sttt sttt etnenns 244
Program Maintenence Menuel .. ... ..., . 0. .n.. 244
User's Manual ... ... .. i it trsanstiranaan 24.8
Operations Marual .. ..., . . it iiiieinina.. 249
Data Base Administretion Procedures Manual ............. 2.4.10

Incorporated in Detailed Functicnal Raguirements.

Mncorporated in Systemn/Subsystem Specification.
*Incorporated in User's Manuai, Operations Manual, and Data Base Administration Procedures Manual.

‘Incorporated in Conversion Plan.
Appendix A
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Figure A—4 (Continued)
SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
ANy REFERENCE NUMEERS FOR OSM LEVEL 3

OPERATION AND} MAINTENANCE PHASE

Implementation Stage None Required
Madntenance Stags MNuane Ragquired
Appendix A
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Figure A-5

SUMMARY OF MINIMUM DOCUMENTATION REQUIREMENTS
AND REFERENCE NUMEERS FOR OSM LEVEL 4

Mission Analysis Staga

Concept Development Stage

Bystem Analysis Staga

Syustern Deaign Stage

Bystam Construction and
Acquigition Btage

“Optional

Appendix A

INTTTATION PHARE
Project Request . ... ... .. it ittt iiainr e nns 1.1.1
Misgion Analysis Methodology .. ... .. . i innnnnn 11%
Cost/Beneflt Analvein . .. ... ., . i i rnnne. 113
Project Chartar ... ..., .. ittt i i it i neaeras Ll4
Organizational Model .. ... ...... 0. o, 1L.L5
Miesion Proeees Modal ... ... 0 i ie i ie i et L16
Information Model . ........ ...t i 117
Misgion Need Statement ........... . ... viienrninnnn 1.1.8
Cymtem OhjentiveBs® .. ... i it ettt 1.2.1
Application System Architecture* ....................,. 122
Data Architerture® ., ... ... 0.0 et ieia e e, 123
Date Communications Architecture® .. ... ............... 1.2.4
Bystem Life-Cyele Btrategy . ..... 00 iviniiniiainnnns 1.2.6
Bystem Life-Cyele Dabag ., ... ... .ooiootoniannannys, 1.2.7
Syotem Life-Cyele Resourcea Estimate . .................. 1.2.8
Cost/Benefit Analygis .. ... .....o0tiii it it iirine ey 1211
Revieed Misgion Need Statement .. ... ... ... . . ovsnn.. 1.2.12
System Decigion Paper I .. ... . ottt iriinninenn. 1213
DEVELOPMENT PHASE
Currant System Description® ... ...... .. . vvivrnernnn. 2.1.1
Detajled Functional Hequizrements® . .................... 212
DataRequirements ...........cooceiivinrnrsrnnnnnns 2.1.3
Deaign Proposal ... .. ...oonr i iiitrnnrirnrnrnnennes 221
Datailad Cost/Benefit ANAIYES . .........o0reunrnunenn.. 222
Revised Life-Cyele Stratagy ... ... 0ivnninninennennn. 223
System Dectsion Paper @ .. ... .0 it ernnrnrernannns 224
Bystem Teat Plan ... .. .. it e et seeas 2.3.1.8
ADPE Bpecifications* ... .. 0 iiini oo e e i, 292
Systern/Bubsystem Specification® ....... ... ... ... .. ... 2.3.5.1
Data Baee Specification™ . ... ... .. . . e 2.3.3.2
Detadled Process Degign® ... ... ... .. i iiiinin. 2333
Program Spacification® . ... ... .0 c'iurcnnarnarrareena 23354
Teat Dlata Design® . ... .00 ir i ia i e e nanraas 2385
Date Dickionary™ . ... o i i e it i iiaae i, 2325
Contral, Backup, and Secarty Plan ... ... .. ..c0v0onrvnn.. 254
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Figure A-5 (Continued)

MINIMUM DOCUMENTATION REGUIREMENTS FOR OSM LEVEL 4

User Acceptance Stage

Implementation Stage Application Stewardship Docoment ............

Maintenance Btage Foat-Implemantation Review Report ...........
System Declgion Paper 4 ... . 0 iiiviinin.

Appendix A

Documentation Content Guidelines A-12

Syatern Acceptanece Repert ... ... ... .. ...,

Implementation Plan .. ............... ... .,
Converslon Plan® ... .. ... ... i,
User Training Plan* .......c. .o eno ...
Pogt-Iraplementation Review Flen ......... .. ..
Program Maintenance Manual .. ... 0vvvu...
Data Proceesing Manusl* ... .....cccvnrinnnn.
Users Manual* ....... ... ... ... . ...
Oporations Manual® ... ...... .. . . 0uiusinns
Systemn Decieion Paper 8 . ... ... 0 iy

OPERATION AND» MAINTENANCE PHASE

January 1591



Purpoae

Content

FEASIBILITY STUDY

(1.2.5 on OSM Documentation Recquirements List)

OSM managers and the information gystems siaff use the information in the
Feagibility Study to ensure that:

A number of alternatives for developing a new gystem or an enhancement
to an existing system are considered

Requirements for the selecied alternative are clearly underatood and
thoroughly developed

Continued development of the system or enhancement is warranted and
cat be justified in terms of cost and benefits.

The Feasbility Study presents a conceptual design for a new system or an
enhancement to an existing system. The recommmended design should he the
best of a number of alternatives, each of which should be discussed in the
study. Considerations involved in making the recommendation include:

A degeription of what the propesed system or enhancement will be
required to do and how it will meet those requirements

An angalysis of the existing system or process and formulation of
alternative systems or enhancements which improve that system or
process

Quartitative and qualitative evaluation criteria that lead to selection of
the best alternative.

Figure A—6 summarizes the information required in the Feasibility Study by presenting the
document’s table of contents. Detailed explanations of the material that each section should
contain are then found in the pages that follow.

The Cost/Benefit Analysis can be included as an appendix io the Feasibility Study or
documented separately. Requirements for this document are discussed later in this appendix,
and its table of contents ig shown in Figure A-9,

January 1991
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Figure A-8
TABLE OF CONTENTS FOR FEASIBILITY STUDY
{1.2.5 on OSM Documentation Requirements List)

1. Intreduction

1.1 Background
1.2 Scope
1.3 Raferences

2, Meanapement Summary

2.1 Requirements

2.2 Obhjectives

2.3 Assumptions and Constraints
24 Methodology

2.5 Evaluation Criteria

26 Recommendation

2.7 Other Alternatives Considered

3. System Requirements and Objectives
3.1 Requirements

3.1.1 Quiput

3.1.2 Input

3.1.3 Daia Base and Files

3.1.4 Validation

3.1.6 Processing and Data Flow

3.1.6 Security

3.1.7 Information Storage and Retrieval
3.1.8 Interface

3.2 Objectives

4. Analysis of the Existing System
4.1 Processing and Data Flow
4,2 Workload

4.3 Costs
4.4 Personnel

4,5 Equipment
4.6 Limitationa
6. Proposed System

5.1 Description of Proposed System
5.2 Improvements

January 1991 1.2,5--Feazgibility Study 8



Figure A-8 {Continued)
TABLE OF CONTENTS FOR FEASIBILITY STUDY
{1.2.B on O8M Documentation Requirements Ligt)

5.3 Impacts

0.3.1 Equipment Impacts
5.3.2 Software Impacts

5.8.3 Orpganizational Impacts
5.3.4 Operational Impacts
£.3.5 Developmental Impacts
5.3.6 Bite and Facility Impacta
5.3.7 Cost Impacts

6. Alternative Systems
6.1 Alternative System 1

6.1.1 Description
68.1.2 Improvements
6.1.2 Impacts

6.1.3.1 Equipment Impacts
6.1.3.2 Software Impacts
6.1.3.3 Orpganizational Impacts
6.1.3.4 Operational Impacts
6.1.3.5 Developmental Impacts
6.1.3.8 Bite/Facility Impacta
6.1.3.7 Cost Impacts

6.n Alternative System n
7. Rationale for Recommendation

{Optional)
Appendix A-Cost/Benefit Analysis
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Feagibility Study

Section Title

Content

1 Introduction
1.1 Background
1.2 Seope

13 References
January 1991

Provide appropriste background and summary
information,

Provide a brief overview of the project and why it ia
being conducted.

Explain why the Feasibility Study is nesded, provide a
brief overview of its organization, and indicate system-
related topics that have been included in the document
or excluded from consideration,

List pertinent standards, guidance, documentation, and
any other materials used to prepare the Feasibility
Btudy. Include vendor-supplied materials; project
documentation; other in-house documentation; and
Fedsral, departmental, agency, and industry standards
and guidelines,

1.2.6—Feasibility Study 5



Feasibility Study

Section Title

Content

2 Management
Summary

2.1 Requirements

2.2 Objectives

2.3 Agsumptions and
Constraints

§ Feasibility Study—1.2.5

Summarize material presented in the study. Present
evidence that the proposed system or enhancement
meets requirements,

Summarize the requirements that the new system or
enhancement will fulfill, Possibilities include:

* New services

* Increased capacity

* Legislative/policy improvements
* Privacy and security

* Audit controls.

Show that the new system or enhancement can be
available by the estimated target/completion date.

Summarize the major performance sbhjectives for the
new syatem or enhancement. Possibilities include:

+ Reduced costs

* Increased productivity

* Increased processing speed

* Improved management services
* Tmnproved controla

¢ Compliance with reguiations,

Describe any factora that affect the conclusiona of the
study. Possibilities include:

* Operational Life of the propozed system

* Period of time allowed for comparison of
alternatives

* Interaction of the new system or enhancement
with other systems and organizations

* Input, processing, and ortput requirements

* Financial constraints

* Legislative/policy constraints

* Changing hardware, software, or operating
environment

* Availability of information and resources.

January 1991



Feasibility Study

Content

Section Title

2.4 Methodology

2.5 Evaluation Criteria

26 Recommendation

27 Other Alternatives
Considered

January 1991

Provide a detailed description of how the study was
conducted and how the current system or method, the
proposed gystem or enhancement, and the aliernativea
were evaluated and compared. Summarize the method
or sirategy used (for example, survey, weighting,
modsling, benchmarking, prototyping, or simulation),

Identify the factors that were used to arrive at the
recommendations made in the study, Poasibilities
include coat, priority, development time, and ease of
il

Present the results of the atudy. Include the
consequences of not taking action and whether delays
can be tolerated.

Describe each of the alternatives and explain why it
was not selected.

1,25 Feagibility Study 7



Feasibility Study

Section Title Content
3 System Requirements Provide a high-level description of what the new systera
and Objectives or enhancement will be reguired to do and how it will
meet those objectives. Identify the items that are
mandatory.

8.1 Requirementa Describe what the new system or enhancement will be
required to do.

311 Cutput Describe what the system will produce. Possibilifies
include reports, documents, and data. For each item,
include characteristica such as how it will be used, how
often it will be required, how it will relate to other
products, and how it will be distributed.

3.1.2 Input Describe the data that the new system or enhancement
will use to generate the output. Include the source of
the data; the type, volume, and organization of the
data; and how often the data will be submitted.

3.1.3 Data Base Describe the files that the new system or enhancement

and Files will use. Include the content of each file, its purpose,
how it will be used in the new system or enhancement,
and how offen it will need to be updated.

3.1.4 Validation Describe the criteria that will be used to validate data
in the new system or enhancement.

3.1.5 Processing and Explain how the new system or enhancement processes

Data Flow data. Provide a flow chart that shows major functions,
processes, and activities and describe each in the text.

3.16 Security Provide detailed requirements for secuzity, privacy, and

8 Feasibility Study—1.25 -

control of the new eystem or enhancement.
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Feasibility Study

Content

Section Title

3.1.7 Information Storage
and Retrieval

3.1.8 Interface

3.2 Objectives

January 1891

Explain where and how the new syastem or
gnhancement will atore data and how and for what
purposes the data will be retrieved. Describe any
additionai or special requirements for information
storage and retrieval.

Identify any other systems with which the new systam
or enhancement shares information or other data
procesaing activities. Explain how the interaction ia
accomplished and any possible effects on either system.

Explain the major performance objectivea for the new
gystem or enhancement in terms of the requirements
stated in the previous section.

1.2.5—Feagibility Study @



Feasihility Study

Section

Title

Content

4.1

42

4.3

44

4.5

4.6

Analysis of the
Existing System

Processing and

Data Flow

Workload

Costa

Personnel

Equipment

Limitations

10 Feasihility Study—1.2.5

Provide an objective description of the system that is to
be replaced or enhanced. Thig will provide a starting
puint for determining the economic and managerial
advantages of the new system or enhancement.

Explain how the existing system processes data.
Provide a flow char{ that shows major functions,
processes, and activities and describe each in the text,

Describe the volume of work handled by the existing
gystem and explain how the volume of work affects the
system’s performance.

Provide an itemized liat that shows how muech it costs
to operate the existing systam. Include manpower,
equipment, space, support services, materials, and
overhead. Detailed information ¢an be included in the
Cost/Benefit Analysis. If so0, summariza the
information here and refer the reader to the
Cost/Benefit Analysis.

Describe the akill categories and numbers of people who
operate and maintain the existing system. Include both
government and contractar employees.

Describe the equipment the existing aystem uses.
Inelude system hardware, peripheral devices, and
accessories,

Explain the existing system’s deficiencies. Possibilities
include inadequate information or lack of timely
information (as related to decision makera and others
who use the information), inefficient use of resources,
technical problems, and organmizational or policy
considerations.

January 1391



Feasibility Study

Section

Title

Content

5.1

5.2

5.3

§.3.1

5.3.2

9.3.3

Propased System

Deacripticn of the
Proposed System

Improvements

Impacts

Equipment Impacts

Software Impacts

Organizational
Impacta

January 1991

Describe how the requirements and objectives discussed
in Section 3 will be met. Limit the discusgiom to the
recommended system or enhancement only. Include
any information that will enable concerned parties to
determine how the system or enhancement will affect
other systems.

Explain the concept of the new system or enhancement
in terms of how it will meet the requirements discussed
in Section 3. Describe how the comcept was developed,
including any software engineering tools or
methodologiea that were used, also in terms of the
Tequirements.

Explain how the new system or enhancement will
improve functiong, processes, and activitiea in terms of
the cbjectives discussed in Section 3.

Explain how the new system or enhancament will affect
existicg systems and operations. Include potential
conversion problems.

Describe any new equipment or changes to existing
equipment that will be required to implement the new
system or enhancement.

Describe any additions or modifications that will be
required to adapt existing applications or support
software to the new sysiem or enhancement, If &
software conversion effort is required, the rationale for
the effort and the proposed conversion methodology
should be discussed in a separate section.

Describe any changes that will be required in the
organization, the personnel in the organization, or the
gkills of the personnel.

1.2.5—Feasibility Study 11



Feazibility Study

Section Title

Content

5.3.4 Operational Tmpacts

5.3.5 Developmental
Impacts

536 Site and Facility
Impacts

B.3.7 Cost Impacts

12 Feasibility Study—1.2.5

Describe how the new system or enhancement will
affect the operations of the organization. Possihilities
include automation of manual procedures, improved
access data, and a0 forth,

Describe how the development of the new system or
enhancement will affect the organization, Include
specific activities to be perfurmed and by whom,
resources that will be required in developmental phasea
and in testing the syetem or enhancement, and security
and privacy considerations,

Describe any modifications to existing work areas that
the new eystem or enhancement will require,

Describe cost or budpet considerations that could affect
the development, implementation, or operation of the
new system or enhancement,
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Feasibility Study

Section Title

Content

8 Alternative Systems

January 1991

Describe each of the alternative systems or
enhancements that were comsidered before selecting the
final recommendation. If no alternatives were
considered, explain why.

Include a separate subsection for each alternative, and
follow the cutline in Bection 5. For example:

6.1 Alternative System 1

6.1.1 Description
6.1.2 Improvements
6.1.3 Impacts

6.1.3.1 Equipment Impacts
6.1.3.2 Software Impacts
6.1.3.3 Organizational Impacts
6.1.3.4 Operational Impacts
6.1.3.5 Developmental Impsacts
6.1.3.6 Site/Facility Impacts
6.1.3.7 Cost Impacta

€.n Alternative S8ystem n

1.2.5Feagibility Study 13



Feasibility Study

Section Title

Content

i Ratiomale for
Recommendation

14 Feasihility Study—1.2.5

Provide the reaeone that support development of the
new aystem or enhgncement over the alternatives,
Exzplain the decision in terms of quantifiable and
nonquantifiable benefits, requirements and objectives,
resources reguired to develop and operate the new
system or enhancement, possible effects of delay, and
consequences of not taking action.

Guantifiable benefits ars those which ean be described
in terms of measures such as dollars, time, and speed.
Nonguantifiable benefits are those which cannot hbe
measured, such as improved service and morale,
greater efficiency, and enhanced image.

January 1951



Content

PROJECT MANAGEMENT PLAN
{1.2,9 on OSM Documentaeticn Requirements List)

The Praject Management Plan identifies what needs to be done to implement
a new system or an enhancement to an existing system, when it needs to be
done, and what it will take to doit. It identifies the approach to managing the
project, all tasks to be performed, the schedule for completing the tasks, and
the resources required to complete the tasks.

The Project Management Plan is intended fo be a dynamic document and
should evolve as the various milestones in the project’s lifs eyele are completed.
Each update should provide greater detail to the current and near-term tasks,
as well as any changes in prgject direction.

The Project Management Plan defines each task in terms of its purpose,
dependencies, activities, staff responsibilities, and anticipated results, Where
applicable, results are defined in terms of deliverable preducts with a formal
review and approval process. Resource requirements are defined in terms of
equipment and staff (both development and operations). At the project and
task level, schedules are based on manpower loading and other dependencies.
Cost estimates should be included for staff and operations throughout the life
of the proposed new systam or enhancement.

Figure A-7 summarizes the information required in the Project Management Plan hy
presenting the document’s table of contents. Detailed explanations of the material that each
gection should contain are then found in the pages that follow.

January 1591
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Figure A-7
TABLE OF CONTENTS FOR PROJECT MANAGEMENT PLAN
{1.2.9 on OSM Documentation Requirements List)

1. Introduction
1.1 Background
1.2 Scope

1.3 Assumpiions and Constraints
1.4 Summary of the Project Management Plan

14.1 Milestomes
1.5 References
2. Project Organization and Management
2.1 Organization
2.2 Reporiing Relationships
2.3 Unit/Staff Responsibilitics
3. Resources
3.1 Personnel
3.1.1 Skl Mix
3.1.2 Manpower Loading
3.1.3 In-House/Contractor Support
3.2 ADP Eguipment
3.3 Facilities
3.4 Other Resources
4. Project Execution (by Phase)
4.1 Task Descyiptions
4.2 Task Dependencies
4.3 Products To Be Delivered
5. Proect Costs (by Phase)
5.1 Equipment
52 In-House Staff

5.3 Contractor Staff
5.4 Operaticns

January 1991 1.2.9—Project Management Plan 3



Figure A-7 (Continued}
TABLE OF CONTENTS FOR PROJECT MANAGEMENT PLAN
(1.2.9 on OSM Documentation Regquirements List)

6. Project Execution Feedback
6.1 Evaluating Project Execution

6.2 Enhancement Evaluation Plan
8.3 Configuration Management Tranaition Plan

4 Prgject Management Plan—1.2.9 January 1991



Project Management Plan

Content

Section Title

1 Introduction

il Background

1.2 Secope

1.3 Agpumptions and
Conatraints

14 Summary of the
Project Management
Flan

14.1 Milestones

1.5 References

January 1991

Provide appropriate background and summary
information.

Provide a brief overview of the project and why it is
being conducted.

Explain why the Project Management Plan iz needed,
provide a brief overview of its eorganization, and
indicate system-related topics that have been included
in the document or excluded from congideration.

Deseribe any factors that may affect the project's
organization, schedule, and resource requirements as
described in the Project Management Plan,

Provide a brief summary of the most important
information in the Project Management Plan.

List the major milestones in the Project Management
Plan. Present thiz information in a Gantt chart
supplemented by text.

List pertinent standards, gnidance, documentation, and
any other materials used to prepare the Project
Management Plan. Include vendor-supplied materials;
project documentation; other in-house doacnmentation;
and Federal, deparimental, agency, and industry
standards and guidelines.

1.2.9Project Management Plan 5§



Project Management Plan

Section Title

Content

2 Project Organization
and Manapgement

21 Organization

2.2 Reporting
Relationships

2.3 Unit/Staff
Respongibilities

6 Project Management Plan—1.2.9

Describe the project’s structure,

Provide a detailed description of the project's
organization and the management approach that will
be used. Explain why sach was selected.

Define procedures for reporiing, monitoring, and
control.

Define responsibilities for all key positiona.

January 1991



Project Management Plan

Section Title

Content

3 Resources

January 1591

For each of the categories in the subsections listed
below, identify angd describe in detail all resources
required to complete the project. Indicate sources,
timing reguirements, and any anticipated shortfalls.

3.1 Personnsl

3.1.1 Skill Mix
3.1.2 Manpower Loading :
3.1.3 In-House/Contractor Support

3.2 ADP Equipment

3.3 Facilitiea
3.4 Other Resources

1.2.9—Project Management Plan 7



Project Management Plan

Content

Section Title

4 Project Execution
{(by FPhage)

4,1 Task Descriptions

4.2 Task Dependencies

43 Products To Be
Delivered

8 Project Management Plan—1,2.9

Describe the key milestones for the project. Include a
detailed Gantt chart or similar graphic deseription of
the entire project.

Provide a detailed work breakdown for each task, If
automated systems are being used to manage the
project, system output such as charts and task liats
may be used if they are detailed enough to be self-
explanatory. Otherwise they should be supplemented
by additional text.

Explain how the tasks relate to one another. Explain
which tasks can be performed concurrently and these
that cannot begin until another task is completed.
Explain the effects of delays in completing tasks.

Based on approved items from the configuration
identification process, describe the producta that will
result from each task

January 1591



Project Management Plan

Section Title Content
5 Project Costs For each of the categories in the subsections listed
{by Phase) below, provide a summary of costs by project phase.
5.1 Equipment

5.2 In-House Staff
5.3 Contractor Staff
5.4 Operations

January 1991 1.2.9—Project Manapgement Plan 9



Project Management Plan

Section Title

Content

6 Project Execution
Feadback

6.1 Evaluating Project
Ezxecution

6.2 Eohancement
Evaluation Plan

6.3 Configuration

Management
Trangition Plan

Provide information about activities to take place after
the new system or enhancement ia operational,

Describe methods and procedures for evaluating how
well the plan accomplishes its goals. Congider
adherence to schedules, effectiveness and availability of
resources, and user feedback (with respect to the
quality of products or aecomplishmentis and the
effectiveness of project direction.

Describe methods and procedures for evaluating
requested enhancements. Include procedures for
requests, evaluation, and approval,

Describe the procedures for updating the Project
Management Plan based upon changes to project scope
or schedule. Include procedures for ongoing plan
maintenance and procedures for changes resulting from
significant project enhancements. Include
approvalfevaluation procedures and identify associated
individuals and respongibilities, as appropriaie.

10 Project Management Plan—1.2,9 January 1991



Purpose

Content

QUALITY ASSURANCE PLAN
(1.2.10 onn OSM Documentaiion Requirements List}

The Quality Assurance Plan provides the standards against which a new
system or an enhancement to an existing system will be evaluated, It also
details how these atandards are to be implemented and applied both in the
system’s development phagse and when the system becomes operational.
Btandards are determined through analysis of requirements and applicable
directiveg, puidelines, and policy.

Contractors assisting in development activities must be aware that some
quality assurance activities (for example, reviews of deliverables) are the sole
responsibility of the government while others {(such as design reviews and
walkthroughs) are joint activities. Thus the Quslity Assurance Plan needs to
be prepared in conjunction with the OSM QA staff assigned to the project, and
it must be approved and incorporated into OSM management activities.

A preliminary Quality Assurance Plan and schedule of activities is prepared
during the project initiation phase. Itis updated in succeeding phases as more
imformation becomes available.

The Quality Assurance Plan outlines specific quality assurance activities that
will verify the integrily of software products during each phase of the life cycle
of a new sysiem or an enhancement {0 an existing system. Specific quality
assurance review activities to be accomplished during the mission analywis,
system design, system construction and acquisition, and user acceptance stages
of the project are outlined. These include preliminary design reviews, software
design walkthroughg, final design reviews, and system plan reviews, Review
of documentation is also incorporated into the plan,

The plan also identifies the Quality Assurance Coordinator for the praject, as
well as the ad hoc quality sssurance team. The QA team is responsible for
ensuring that the quality agsurance activities are accomplighed.

Fipure A-8 summarizes the information required in the Quality Assurance Plan by
presenting the document’s table of contents. Detailed explanations of the material that each
gection should contain are then found in the pages that follow.

January 1991
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Figure A-8B
TABLE OF CONTENTS FOR QUALITY ASSURANCE PLAN
(12,10 on OSM Documentation Requirements List)

1. Introdaction

1.1 Background
1.2 Scope

1.3 Assumptions and Constrainis
14 Summary of the Quality Assurance Plan
1.6 Refarences
2. Quality Asgurance Reviews
2.1 Deliverables

2.1.1 Deliverable 1
2.1n Deliverghle n

2.2 Milestones

221 Milestone 1
2.2.n Milestone n

2.3 Structured Walkthroughs

2.3.1 Structured Walkthrough 1
230 Structured Walkthrough n

2.4 Testing
24.1 Unit Tests
24.2 System Tests

24.3 Integration Tests
244 Acceptance Teata

2.5 Inspections

2.0.1 Inspection I
2.60.n Inspection n

3. Quality Assurance Review Schedule

4, Summary of Results

January 1991 1.2.10—Quality Assurance Plan 3



Quality Assurance Plan

Section Titla

Content

1 Introduction

11 Background

1.2 Scope

1.3 Assumptions and
Consiraints

14 Summary of
the Quality
Asgurance Plan

1.5 Referencea

January 1991

Provide appropriate background and summary
information,

Provide a brief overview of the system development
praject and why it 38 being conductad.

Explain why the Quality Assurance Plan is needed,
provide a brief overview of its organization, and
indicate system-related topics that have heen included
in the document or excluded from consideration.

Deseribe any factors that may affect the activities and
schedulez described in the Quality Assurance Plan.

Provide a brief summary of the most important
information in the Quality Assurance Plan.

List pertinent project documentation and any other
materials used to prepare the Quality Assurance Plan.

12,10 Quality Agsurance Plan 5



Quality Assurance Plan

Section Title

Content

2 Quality Assurance
Reviews

21 Deliverables

2.2 Milestones

2.3 Structured
Walktbhroughs

6 Quality Assurance Plan—1.2.10

Describe the various quality assurance activities that
will take place throughout the life cycle of the new
system or enhancement.

Describe the stepes to be taken to transmit, review,
comment on, and revise all project documentation in a
separate subsection for each deliverable. For example:

2.1.1 Deliverable 1
2.1,n Deliverable n

Include the material to be reviewed, the person(g)
respongible, the anticipated schedule, and evalnation
criteria.

Describe the steps to be taken o prepare for, conduct,
and respond to all milestone reviews in a separate
subsection for each milestone. For example:

2.2.1 Milestone 1
2.2n Milestone n

Include the persom(s) responsible for econducting the
review, attendees, materials to be reviewed, material
that should be read prior to the review, the anticipated
achedule, and evaluation criteria,

Describe the steps to be taken to prepare for, conduct,
and respond to all structured walkthroughs in a
separate subsection for each walkthrough, For
example:

2.3.1 Siructered Walkthrough 1
2.3.n Structured Walkthroizgh n

Include the persom(s) responsible for conducting the
review, attendees, materials to be reviewed, material
that should be read prior to the review, the anticipated
schedule, and evaluation criteria.

January 1991



Quality Assurance Plan

Section Titie

Content

2.4 Testing
2.5 Inspections
January 1991

Because detailed information on testing activities ie
provided in other documentation, the Quality
Asasurance Plan needs only to identify the tests and the
anticipated achedules. Imclude a separate subsection
for each test. For example:

241 Unit Tests

24.2 System Tests
2.4.3 Integration Tests
2.4.4 Acceptance Tests

Identify all the steps involved in conducting and
responding to quality assurance inspections in a
separate subsection for each inspection. For example:

2.6.1 Inspection 1
2.5n Inspection n

Include the person(a) responsible for the ingpection, the
anticipated achedule, and evaluation criteria.

1.2,10~Quality Assurance Plan 7



Quality Assurance Plan

Section Title Content
3 Quality Assurance Provide a complete echadule of all quality assurance
Review Schedule activities,

8 Quality Assurance Plan—1.2.10 January 1991



Quality Assurance Plan

Section Title Content

4 Summary of Results  Aaeach quality assurance activity is completed, provide
a summary of the results of the test and responsibilities
for any required actions.

January 1991 1.2.10—Quality Aspurance Plan 9



Content

COST/BENEFIT ANALYSIS
(1.2.11 on OSM Documentation Requirements List)

OSM managers and the information systems staff uge the Cost/Benefit
Analysis to analyze and evaluate alternative approaches to developing and
implementing a new sysiem or an enhancement to an existing system. In
conjunction with the Feasibility Study, it provides information needed to
ensure that the proper altsrnative has been selected and that continued
development of the new system or enhancement is warranted.

The Cost/Benefit Analysis can be included as an appendix to the Feasibility
Study or documented separately. It details the costs required to develop and
operate each aelternative as well as the costs of continued operation of the
existing system. It summarizes the benefits, both quantifiable and
nonguantifisble, of each alternative. A comparison of the costs and benefits
and an analysis of their sensitivity to key factors lead o a recommendation.,

Figure A-8 summarizes the information required in the Coat/Benefit Analysis by presenting
the document’s table of contents. Detailed explanations of the material that each section
should contain are then found in the pages that follow.

January 1991
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Cost/Benefit Analysis

Section

Title

Content

11

12

1.3

1.4

1.5

16

Introduction

Backgroung

Scope

Performance and
Characteristics

Agsumptions and
Constraints

Methodology

Evaluation Criteria

January 1991

Provide appropriate background and summary
information.

Provide a brief overview of the project and why it is
being conducted.

Explain why the analysis was conducted and provide a
summary of the document’s organization. Inelude a
brief deseription of the alternatives that were evaluated
the mgjor cost factors that were considered, as well a
system-related topics that were excluded from
consideration,

Briefly describe the requirements and chjectives for the
new system or enhancement. Include operational
requirements, system life expectancy, and workload,

Describe any factors that affect the conclusions of the
analysis. Possibilities include;

* Operational life of the proposed system
* Period of time allowed for comparison
of alternatives
* Financial constraints
+ Legislative/policy constraints
* Availahility of information and resources.

Provide a detailed description of how the analysia was
conducted. Include the techniques uged to estimate and
compute costs,

Identify the factors that were used to evaluate the
alternatives.  Possibilities include organizational
objectives, operational efficiency, and reduced operating
costa,

1.2.11—Cost/Benefit Analysis 5



Cost/Benefit Analyais

Section Title Content
1.7 Summary of Summarize the results of the analysis, including the
Recommendations recommended alternative. The summary can be

supplemented by a table as shown in Figure A-10.

1.8 References List pertinent standards, puidance, decumentation, and
any other materials used to prepare the Cost/Benefit
Analysis. Include vendor-supplied materials; project
documentation; other in-house dosumentation; and
Federal, departmental, agency, and industry standards
and guidelinea,

6 Cost/Berefit Analysis—1.2.11 January 1891



Figure A-10

COMPARATIVE COST/BENEFIT ANALYSIS SUMMARY
(Alternatives 1 Through n)

Comparative Cost/Benefit Analysisx Summary

Alternetive 1

Alternative 2

Altarniative n

Byatem Life Cost

Fresent Value Cost

Rasidual Value

Discountad Reaidual
Valua

Adjusted Cost

Syptem Lifs Benefit

Present Value Benefit

Net Present Valua

Benefit/Cort Ratio

Payback Parind

Notee:

January 1991
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Coat/Benefit Analysis

Content

Section Title
2 Description of
Alternatives

8 Cost/Benefit Analysis—1.2.11

Provide a brief description of the technical and
operaticnul characteristics of the proposed new system
or enhancement, the alternatives that were considered,
and the existing system. If no glternatives were
congidered, explain why.

The section sghould be organized with a subsection for
each alternative. For exampla:

2.1 Existing System

2.2 Proposed Syatem
2.3 Alternative Syatem 1

2n Alternative System n

January 1591



Cost/Benefit Analysis

Section Title Content

3 Costs Detail the costs of developing and operating each of the
alternatives. Include the costs of operating the existing
system. Where applicable, compare the costs of a
system developed, operated, or muintained in-house
with those developed, operated, or maintained by
contraciors.

Formats for a cost analysis and a cost analysis
worksheet are shown in Figures A-11 and A-12,

3.1 Nonrecurring Coata Present the nonrecurring costs for each alternative over
the life of the system, broken down into capital
investment and other nonrecurring costs.

3.1.1 Capital Investment Capital investment includes acquisition, development,
and installation costs for any of the following:

* Site and facility
* Data processing
* Data communicationa
* Environmental conditioning
* Security and privacy
* Software
* Data base.
3.1.2 Other Nonrecurring ~ Examples of other nenrecurring costs include
Costs

January 1991

* Requiremenis and design studies

* Procurement activities

* Data base preparation

* Software conversion

* Reviews and {esting

* Technical/management overhead

* Personuel {training and travel, but not salary
and benefits)

* Involuntary retirement, severance, relocation, ete,

* Contractual, interagency, or other direct
support services

* Inecremental or additional overhead costs.

1.2, 13—Cost/Benefil Analysis 9



Figure A-11
COST ANALYSIS (Alternative x)

Cost Anzlysir for Alternativa

Year 0

Year 1

Year 2

Year 3 Year d

Year &

Nenrecurring Coata:
Capital;

Bite/Facility Equipment

ADPE

Telecommutications

Other
Boftware
Other-
Btudies
Procurement
Conversion/Parallel
Orparations
Training/ Travel

Bubtotal

Recinring Coste:
Equipment
Softwars
Data Communications
Persormel
Support Services
Travel and Training
Space Cocupancy
Supplies and Ttilities
Security and Privacy
Servicer
Ovaerhead

Subtotal

Total Conts

Systom Life Cost

Pregent Value Cost

10 Cost/Benefit Analysis—1.2,11

Total
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Cost/Benefit Analysiz

Section Title

Content

3.2 Recurring Costs

12 Cost/Benefit Analysis—1.2,11

Present the monthly and/or quarterly recurring costs of
operating and maintaining each alternative over the
life of the system, Include the following:

* Equipment lease, rental, and in-honse maintenance

* Software laase, rental, and in-house maintenance

+ Data communications lease, rental, and in-house
maintenance

* Parsonnel salaries and benefits

* Direct support services {intra-agency services)

* Travel and training

* Bpace occupancy

* Supplies and utilities

* Security and privacy

* Contractual and interagency services (for example,
ADF services, data communications, software,
technical aupport, other support)

+ Overhead that represents additional or incremental
expenses attributable to the alternative.

January 1991



Cost/Benrefit Analysis

Section Title

Content

4 Benefits

4.1 Nonrscurring
Benefita

4.1.1 Cost Reduciion

412 Value Exhancement

413 Other Nonrecurring
Benefits

January 1991

Describe the benefits thai can be attained by
developing and implementing sach alternative, in terms
of gquantifiable (recurring and nonrecurring) and
nonquantifiable benefits that relate to organizational
objectives, goals, missions, functions, and operating
envirenments,

Formats for a benefitz analysis and g benefits analysia
worksheet are shown in Figures A-13 and
A-14,

Present the nonrecurring benefits in terms of data
procesgsing, usera, adminjstration, and support, broken
dowr inte three categories.

Include cost reductione that are a result of improved
system operations, Possibilities include:

* Reduced resource requirements

* Improved operating efficiency

* Improved entry, storage, and retrieval of data
* System performance monitoring

* Software conversien or optimization

* Data compression techniques

* Centralized or decentralized processing,

Include benefits that enhance the valne of the system.
Possibilities include:

* Improved use of resources

* More effective operations and administration

* Fewsr errors

Include any additional benefits. Possibilities inelude:
* Offsetting receipts

* Coats avoided
* Value of excess equipment,

1.2.11--Cost/Benefit Analysis 13



Figure A-13

BENEFIT ANALYSIS (Alternative x)

" Benefit Analyain for Alternative E

Yeer O

Year 1

Year 2

Year 3

Yeor 4

Yaar & Tatal

Norracurring Benefite:
Offacis:

Coet Heduction
|| Value Enhancement

Ohaer
{Including Cost Avaidance)

Bubtotal

Recurring Berafita:
Coot Reduckion:
Equipment
Softwars
Data Communications
Perecninel
|| Support Services
Travel and Trajning
Space Oceupancy
Supplies and Tiilitien
Security and Privacy
Bervices
Cverhsad

“ Cther
(Including Cost Avoidonoe)

Subtotal

Tota] Coata

8ystern Life Coat

Present Value Coat

14 Cost/Benefit Analysis—1.2.11
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Cost/Benefit Analysis

Section Fitle

Content

42 Recurring Benefits

4.3 Nonquantifighble
Benefits

16 Cost/Benefit Analysis—1.2.11

Present the monthly and/or quarterty recurring benefits
of operating and maintaining each aliernative over the
life of the systemn. Include the following:

* Equipment lease, rental, and in-house maintenance

* Software lease, rental, and in-house maintenance

* Data communications lease, rental, and in-house
maintenance

" » Personnel salaries and benefits

* Direct support services (intra-agency services)

* Travel and training

+ Space occupancy

* Supplies and utilifies

* Becurity and privacy

* Contractual and interagency services (for example,
ADP services, data communications, software,
technical support, other support

* Overhead that represents additional or incremental
expenses aftributable to the alternative

* Coste avoided through improvements in operational
flexibility, information handling, and responae to
requirements.

Describe benefits which cannot be quantified in terms
of direct dollar values. Possibilities include;

* Improved service

* Reduced risk of error

* Improved information handling
* Enhanced organizational image,

Intangible benefits can zometimes be assipned values
in terms of estimates and tradeoffs. If pessible, include
boundary (best case and worst case) estimates to justify
the alternative or cite tradeoffs where intangible
benefits are gained at the expense of reduced potential
for tangible benefits.
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Cost/Benefit Analysis

Content

Section Title

5 Comparative
Cost/Benefit
Summary

5.1 Sensitivity
Considerations

January 1991

Based on the data presemted in Sections 3 and 4,
compare the costs and benefits of each alternative.
Provide supporting documentation as required for
validation and management review.

A format and instructions for preparing a cost/benefit
sgummary can be foungd in Figure A-15,

Sensitivity analysis is a tool used to assess the extent
to which costs and benefits can be affected by factors
such as

* Length of system life, either shorter or longer

* Variations in the estimated velume, mix, or pattern
of workload

¢ Changes in requirements resulting from either
legislative mandate or changes in functional or
organizational structure

* Changes in the configuration of hardware, software,
data communications, or other facilities

* Changes in ohjectives, requirements, or operations

* Changes in inflation rate or residual value of
equipment, facilities, and software

* Delays in complstion of the project.

Conducted on different configurations of the
alternatives, the sensitivity analysis provides a range
of costs and benefits that are lkely to be a better guide
than a single estimate,

Explain the approach used to conduct the sensitivity
analysis and explain the factors used and how they
were selected. Present the results in a table as shown
in Figure A-186, then conclude with a summmary of key
points and an evaluation of the wvalidity and
implieations of the analysis.
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Figure A-18
COST/BENEFIT ANALYSIS OVER SYSTEM LIFE (Alternative x)

Total Costs

Sywtem Life Coat

Present Value Coat
Regidual Value!

Prasent Value Factar
Diacounted Hexidual ¥alue
Adjustad Copt®

Total Tangible Benefita
Syetem life Benefit
Preasnt Value Benafita
Net Presant Valus
Benefit/Cost Ratio
Cumulative Benefite
Cumulative Costs
Payback {difference)
Payhack Peried®

'Remaining scancads value of ownorship of ADP rescurces in the last month of ayatem lifs,
Diffarense hatween present value mat and disccunted resldual valoe in the last megth of eyatern Hie.
*Point et which total benefits excoeed total coate, sxcluding presmt walues.
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Figure A-18
SENSITIVITY ANALYSIS
{Alternatives 1 Through n, Factors 1 Through n)

e — T ——
Comparative Cost/Benefit Summary i

Factor 2,
Factor 1, Volume Factor n,
Ugefal Lifa of Work (naine}
Ranga: Range: Range:
3,5 TYearn | 3,5, T Yeare (renge)
Alternative 1
(nzne)
Alternative 2
{name)
Alternative 3
{neune)
Alternative n ||
{name)
= —_—— ————ssrbe—

January 1991 1.2.11—Coat/Benefit Analysis 19



Cost/Benefit Analysis

Section Title Content

6 Recommendation Sslect the most desirable alternative in terms of costs
and benefits and justify the selection.
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Purpoze

Content

DETAILED FUNCTIONAL REQUIREMENTS
{2.1.2 on OSM Documentation Regquirementa List)

The Detailed Functicnal Requirements document provides a bagis of
understanding aa to the function(s) to be performed by a new system or an
enhancement to an existing system; specific hardware/sofiware and
performanece requirements for the new system or enhancement; and additional
considerations related to the operating environment of the new system or
enhancement {interfaces, facilities, personnel, security, ete.). It is usually
developed after an analysis of existing procedures and the needs of prespective
users.

The Detailed Funetional Requirements document deseribes the existing system
and the deficiencies and limitations that led to the request for a new system
or enhancement. Ii explainsg what the users require of the new system or
enhancement from their perspective; thus it containe quantitative processing
requirements in terms of work and data flow and deadlines and constraints.
Interfaces with other systems, security and privacy, and sudits and controls
are alac described.

Figure A-17 summarizes the information required in the Detailed Functicnal Requirements
by presenting the document’s table of contents. Detailed explanations of the material that
each section should contain are then presented in the pages that follow.
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Figure A-17
TARLE OF CONTENTS FOR DETAILED FUNCTIONAL REQUIREMENTS
(2.1.2 on OSM Documentation Requirements List)

1. Introduction

1.1 Background
1.2 Scope

1.3 Methodology

1.4 Assumptions and Constrainta

1.5 Summary of the Detailed Functional Requirements
1.6 References

2. Overview of Exigting Methods and Procedures

2.1 Organization/Personnel

2.2 Equipment

2.3 Inputs and Outputs

24 Deficiencies and Limitationa
2.6 Pertinent Cost Considerations

3. Requirements
3.1 Overview of Functions
3.2 Relationships Among Functions
3.3 Functional Reguirements

3.3.1 Function 1
3.3.n Function n

4, External Congiderations

4.1 Organization/Personnel
4.2 Design Standards and Constraints

4,21 Fagilities
4.2.2 Hardware
4 2.3 Software
4.3 Interface Requirements

4.5.1 Internal
4.5.2 External

4.4 Audits and Controls

4.5 Security and Privacy
4.6 Cost
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Figure A-17 (Continued)
TABLE OF CONTENTS FOR DETAILED FUNCTIONAL REQUIREMENTS
(2.1.2 on OSM Documentation Requirements List)

5. Improvements and Impacts

5.1 Improvementa
5.2 Impacts

4 Detailed Functional Requirements—2.1.2 January 1991
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Detailed Functional Requirements

Section Title Content

1 Introduction Provide appropriate background and summary
information. .

1.1 Background Provide a brief overview of the system development

project and why it is being conducted.

1.2 Seope Explain why the Functional Requirements document is
needed, provide a brief overview of its organization, and
indicate system-related topics that have been ncluded
in the document or excluded from consideration.

1.3 Methodology Provide a detailed description of how the funclional
requirements analysis was conducted.

14 Assumptions and Describe any factors that may affect the requirements
Constraints digcussed in the document.

1.5 Summary of the Provide a brief summary of the moat important
Detailed Functional information in the document.
Requirements

1.8 References List pertinent standards, guidance, documentation, and

any other materiaiz used to prepare the document,
Include wvendor-gupplied materials; project
documentation; other in-house documentation; and
Federal, departmental, agency, and industry standards
and guidelines.
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Detailed Functional Requirements

Section Title Content
2 Overview of Describe the system that iz {0 be replaced or enhanced.
Existing Methods Ilustrate the data flow from data acquisition through
and Procedures processing and cutput and include interfaces with other
systema. Explain how users perform operational
functions.
2.1 Qrganization/ Describe the organization and responsibilities of the
Personnel people who work with the existing gystem.
2.2 Equipment Describe all hardware used with the existing system.
2.3 Inputs and Explain the type of data used ae input to and the data
Cutputs output from the exigting system. Include the media

(diskette, tape, etc.), format, range of values, accuracy,
volume and frequency, and other pertinent information.
Describe and show examples of any hard-copy reporis

or graphics.
24 Deficiencies Explain the deficienciea and limitations that have led
and Limitations to the proposed new syestemn or enhancement.
2.5 Pertanent Cost Provide an overview of the cost of operating the
Considerations existing system.
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Detailed Functional Requirements

Section Titla

Content

3 Requirements

31 Overview of
Functions

32 Relationghips
Among Functions

3.3 Functional
Requirements

January 1981

Deacribe the requirements for the new system or
enhancement,

Describe the new system or enhancement, including an
overview of the information processing requirements,
performance requirements, inputs, and outputs of each
major function. Identify techriques and procedures
that will be incorporated from other systems or
applications.

Describe the structure of the new aystem or
enhancement and the relationships between each major
function, This section should combine hierarchy charts
with text,

Describe in detail the functional and performance
requirements for each major function to be supported
by the new system or enhancement.

Include a geparate subsection for each mejor funetion.
For example:

3.3.1 Function 1
3.3n Function n

Describe functions in quantitative and gualitative
terms.  Describe how they satisfy performance
objectives.

Describe performance requirements in terms of the
following criteria:

» Accuracy — Deseribe data accuracy, including
mathematical, logical, legal, and transmission
requirements.,

* Validation — Describe data validation requirements,

* Timing — Describe timing requiremenis for system

response, update processing, data transfer and
transmission, and throughput.

2.1.2—Detailed Functional Requirements 7



Detailed Functional Requirements

Section Title Content

* Flexibility — Describe the new zystem or
enhancement’s capability for adapting to changes in
requirements such as modea of operation, operating
environment, interfaces with other systems and
applications, accuracy and validation timing, and
planned changes or improvements.

Describa and show sxamples of data input. Specify the
madia, format, range of values, accuracy, etc.

Describe and show examples of data output.

Describe the characteristics of individual and compogite
data elements.

Driscuss size and scheduling considerations.

Bpecify possible failures, the consequences, and actions
that can minimize impact. Include backup, fallback,
and recovery capabilities.

Use wisual representations of data flow where
appropriate.
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Detailed Functional Requirements

Section Title

Content

4 External
Considerations

4.1 Organization/
Personmel

4.2 Design Standards
and Constraints

421 Facilitiea

422 Hardware

4.2.3 Software

January 1891

Deseribe the operating enviromment of the new system
or enhancement. Include any constraints imposed by
the operating environment.

Describe the organization and respomgibilitiea of the
people who will work with the new saystem or
enhancement,

Describe facility, equipment, and support software
regquirements. Include constrainte that any of these
may impose.

Describe the facilities required for the new system ar
enhancement. Include any new facilities required and
relate them to specific functions or requirements.

Identify the aquipment required for the new system or
enhancement. Include any new equipment required
and relata it to specific functions or requirementa. At
a minimum, the following should be discussed:

* Processor and size of internal storage

* Online and offline storage, including media, format,
and devices

* Input and output devices, online and offline

* Data communicatione and transmission devices.

Identify the support software and describe any test or
commercial software that will be used with the new
system or enhancement. If the operation of the
software depends on changes to existing support
software, identify the nature of these changes and when
they will take effect, and relate the changes to specific
funetions or requirements,
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Detailed Functional Requirements

Section Title Content
4.3 Interface Describe interfaces with other systems and software.
Requirements Include a separate subsection for internal and external
interfaces:

4.3.1 Internal — Interfaces hetween fumctions
4.8.2 External — Interfaces between systems

4.4 Audits and Describe operational audits and controls imposed on the
Controls new system or enhancement, Identify the sources of
these conirols,
4.5 Security and Describe the overall security and privacy requirements
Privacy for the new system or enhancement.
416  Cost Provide an overview of the cost of operating the new

aystem or enbancement,
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Detailed Functional Requirements

Content

Section Title

5 Improvements
and Impacts

5.1 Improvements

5.2 Impacts

January 1591

Summarize the improvements to be obtained and the
anticipated impact of the new system or enhancement.

Describe new capabilities, upgraded capabilities,
deficiencies eliminated, improved response time and
processing time, and capabilities eliminated or reduced.

Describe impacta as they relate to the following:

+ BEquipment — Changes to current equipment, new
equipment, building requirements

s Software — Additions or medifications required for
exigting applications or support software

* Organization — Reorganization of funetions and
respongibilities, increase or decrease in staff lavel,
upgrade or downgrade of staff skills

* Operations

—- Staff and operations procedures

— Relationship between operations center and
users

— Operations center procedures

—- Data sources and media; volume and tima
congiderations

— Data retention and retrieval procedures

— Reporting methods

— Congequences of system failure; recovery
procedures

— Computer processing time requirements

* Development

— Specific activities o be conducted by users in
support of the development activity

- Respurces required to develop the data base

-~ Computer processing resources required to
develop and test the new system or
enhancement.
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DATA REQUIREMENTS
{2.1.3 on OSM Documentation Requirements Ligt)

Purpose The Data Requirements document provides a description of and technical
information about the data base used by a new aystem or an enhancement to
an existing system. [Ii is used during the analysis stage of a software
development praject as a starling peint in determining how the data base
should be structured and how it will be used.

Content The Data Requirements document contains detailed information about data
relationships, the system envirenment, security, data volume considerations,
and expected usage patierns. .

Figure A-18 summarizes the information required in the Data Requirements by presenting

the document’s table of contents. Detailed explanations of the material that each section
should contain are then found in the pages that follow.
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Figure A-18
TABLE OF CONTENTS FOR DATA REQUIREMENTS
{2.1.3 on OSM Documentaiion Requirements Liat)

1, Introduction
1.1 Background
1.2 Scope
1.3 Agsumptions and Constraints
1.4 Summary of the Data Regquirements
1.5 References
2. Logical Data Model

2.1 Entity Relationships
2.2 Data Definitione

2.2.1 Entity Relaticnships
9.2.2 Entity Attribute Lists
2.2.3 Attribute Descriptions
2.2.4 Other Definitions

3. Enavironment

4. Data Security Requirements

5. Data Volume and Usage Patterns
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Data Requirements

Content

Section Title

1 Introduction

1.1 Background

1.2 Seope

13 Aggumptions and
Constraints

1.4 Summary of the
Data Requirements
Document

1.5 References

January 1991

Provide appropriate background information,

Provide a brief overview of the new syatem or
enhancement and why it is being implemented.

Explain why the Data Reguirements document is
needed, provide a brief overview of ifs organization, and
indicate syatem-related topics that have been included
in the document or excluded from consideration.

Describe factors which may impact the accuracy or
applicability of the Data Requirements document.

Summarize the moat significant information included in
the Data Requirementa document.

List pertinent standards, guidance, documentation, and
any other materials used to prepare the Data
Requirements document. Include vendor-supplied
materials; project documentation: other in-house
documentation; and Federal, deparimental, agency, and
induatry standards and guidance.
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Data Requirements

Section Title Content
2 Logical Data Model Provide a detailed description of the logical data madel.
2.1 Entity Relationships  Include diagrams and/or descriptions which identify
logical data groups (entities) and the relationships
among the proups (that is, entity-relationship
diagramas}.
2.2 Data Definitions Provide a detailed description of the data. Include, o
provide reference to, the Data Dictionary.
221 Entity Definitions Define and describe the logical data groups.
2.2.2 Entity Attribute List the attributes {data elementa) associated with each
Ligts entity or logical data group. For each entity, identify
candidate keya and the relationship of the attribute to
the entity (for example, each Permit entity has one and
only one Permit Number; each Violation entity has zero
or one Abatement-Date attribute),
223 Attribute Deacribe each attribute and identify characteristics
Descriptions {type, length, allowable range, critical values, acale of
measurement, conversion factors).
224 Other Definitions Depending upon the methodology wused, other

6 DIlata Requirements—2.1.3

definitions may be reguired; for example, data flow
definitions, report definitions, input document
definitions, data store definitions, and busginess
function/entily relationships.
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Data Requirements

Section Title Content

3 Environment Describe the operating environment of data base, if
known. Include any pertinent information that may
affect the operating enviromment; for example,
hardware, software, data collection procedures, timing
for required reports, backup requirements, ete.
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Data Requirements

Section Title Content
4 Data Security Identify security and privacy requirements. Highlight
Requirements any vulnerabilities or other congiderations and identify

particularly sensitive information and required Privacy
Act precautions,
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Data Requirements

Section Title Content
5 Data Volume and Provide data volume estimates and associated backup
Usage Patterns volume extimates (both azsumptions and calculations).
Identify transaction frequencies and data update
authorities.
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Content

January 1991

UNIT TEST PLAN
{2.3.1.1 on O5M Documentation Requirements Ligt)

Unit, or module, testing s the process of testing the individual subroutines,
routines, or procedures that make up a larger program. It ia aimed at the
amallest component of the aoftware product so that a *building block” approach
can be used in developing a new system or an enhancement to an existing
gystam.

Becauee it occurs firat in the overall process of testing, unit testing is critical
in terms of detecting errors, When designing test cases for a unit teat, the
specification for the module, which deacribes its input and output parameters
and its processing logic, must be taken into consideration. It is also necessary
to have the source code.

Unit testing is centered on techniques that will uncover errors in the program’s
logic. This testing quickly becomes more difficult as the size of the test
increases; therefore, unit teating provides the best opportunity to focus on the
program’s internal validity and efficiency.

The Unit Test Plan must be reviewed and approved before the actual testing
can begin.

Because the development of each system is unique, the outline of the Unit Test
Flan should be customized to reflect the components of the specific entities
being tested. It should contain detailed testing procedures for each unit or
module, as well ag a proposed schedule for each test. Each test plan should
contain as Section 1 an overview that provides background information, the
scope of the plan, any assumptions or constraints thaf affected test plan
development, a brief summary of the proposed testing, and applicable
references.

2.3.1.1—0Unit Test Plan 1



Content

January 1991

' INTEGRATION TEST PLAN
(2.3.1.2 on OSM Documentation Reguirements Lisf)

The purpose of integration testing is to ansure that all related unita or modules
in a new system or an enhancement to an existing aystem work together aa
specified in development plans. Testing in this area is aimed at data
compatibility, module interface problems, and functional performance
requirements. Its scope includes all programs that comprise a discrete function
within the new system or enhancemeni. Normally, integration testing is
conducted in an incremented manner.

The Integration Test Plan expands upon the Unit Test Plan in defining testing
procedures for the system. Because the development of each system is unique,
ite outline should be customized to reflect the componenis of the specific
entities being tested. It should contain deisiled testing procedures for each
unit or module, as well as a proposed achedule for each test. Each test plan
should contain as Section 1 an overview that provides background information,
the scope of the plan, any assumptions or constraints that affected tesi plan
development, an explanation of how the integration testing builds on the unit
testing, a brief summary of the proposed testing, and applicable references.
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Furpose

Content

SYSTEM TEST PLAN
{2.3.1.3 on OSM Documentation Requirements List)

The System Test iz actually a final integration test, ensuring that a new
system or an enhancement to an existing system meets the requirements
stated at the beginning of the development process. It will prove that all of the
components of the new system or enhancement work together and work
properly, and it provides a way to evaluate system performance and
documentation and to ensure that both are up to standard.

The System Test Plan deseribes a methodology for ensuring that the system
ip incrementally tested and that the tests to be conducted will completely
exercise all system functions against all stated requirements. It alerts
managers to the test schedule as well as staff time and other regources the test
will require, provides detailed descriptions and procedures for each test,
provides evaluation criteria, and describes how results will be recorded. When
the plan is implemented, the recorded results should be documented in
working papers.

Figure A-19 summarizes the information required in the System Tezt Plan by presenting the
document’s table of contents. Detailed explanations of the matenal that each section should
contain are then found in the pages that follow.

Jenuary 1941
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Figure A-1%
TABLE OF CONTENTS FOR SYSTEM TEST PLAN
{2.3.1.2 on OSM Documentation Requirements List)

1. Introduction

1.1 Background
1.2 Scope

1.3 Assumptions and Constraints
1.4 Summary of the System Test Plan
1.5 References

2. System Test Reguirements

2.1 Schedule
2.2 Personnel
2.3 Training
2.4 Computer Rescurces
2.5 Test Materigla
2.6 Farilitios
3. System Test Specifications
3.1 Scope of Testing
3.2 Performanee Requirements
3.3 Tests To Be Conducted
3.4 Methodology
3.6 Constraints
4. Bystem Tesi Descriptions
4.1 Test Package 1
41,1 Objectives
4.1.2 Description
4.1.3 Cantrols
4.n Test Package n

5. System Test Procedures

5.1 Test Package 1
6.n Test Packagen

&. Ewaluation Criteria
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System Test Plan

Content

Section Title

1 Intreduction

1.1 Background

1.2 Acope

1.3 Assumptions and
Constraints

14 Summary of
the System
Test Plan

1.5 References

January 1991

Provide appropriate background and summary
information.

Pravide a brief overview of the system development
project and why it is keing conducted.

Explain why the System Test Plan is needed, provide
a brief overview of its organization, and indicate
syatem-related topics that have been included in the
document or excluded from consideration.

Deseribe any factors that may affect the test
requirements, specifications, and plang deascribed in the
System Test Plan.

Provide a brief summary of the most important
information in the System Test Plan.

List pertinent standards, guidance, documentation, and
any other materials used to prepare the System Test
Plan. Include vendor-supplied materials; project
documentation; other in-house documentation; and
Federsl, departmental, agency, and industry standards
and guidance.
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System Test Plan

Section

Title

Content

2.1

2.2

2.3

2.4

2.5

2.6

System Test
Requirements

Schedule

Pearsonnel

Computer
Resoirces

Test Materials

Facilities

6 System Test Plan—2.3.1.3

Provide systern teat logistics information and
requirementsa.

Describe each system test milestone. Include the
location(s), participating organization(s), and a
tentative schedule that includes time to become
familiar with the system and for training, test setup,
distribution. of materials, ang so forth.

Identify staff requirements for the system test. Include
names or functions And amount of time needed.
Describe reapensibilities of government and contractor
personnel, and those of developer and user personnel,
Include special requirements such as roultishili
operation and key personnel.

Degeribe the type of training that will be required
before the system test can be conducted. Imclude
personnel and computer or other resources required as
well as the names or functions of the training staff and
the personnel to be trained.

Deacribe the computer resources that will be needed for
the system feat. Include terminals, modems, felephone
linea, software, and so forth.

List materiala needed for the test; for example,
documentation, software {and on what media}, test
inputs and sample output, test control software, and
worksheets.

Describe the location of the system test and any
materials (furmiture, audiovisual equipment, office
supplies, and so forth) needed at that site.
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System Test Plan

Section

Title

Content

3.1

3.2

33

3.4

System Test
Specfications

Scope of Testing

Performance
Requirementa

Tests To Be
Conductad

Methodology

January 1991

Provide general information about the system test.

Explain the ohjectives of the test. List the functional
requirements. Describe the software modules and
hardware, detailed application functions, system and
support software, manual processes, and any other
components of the system to be tested.

Describe the expected results of the system test as
related to each item to be tested (described in the
previous subsection}.

Identify the different kinds of tesia that will be used;
for example, functionality, workload performance, stress
performance, and support materials (training,
documentation). Othar types or different groupings of
{esta may be appropriate for a specific aystem.

Describe the general order in which the teste will be
conducted, the progression from one test to another,
which tests depend upon the sueceasful outcome of prior
tests, and the procedures for re-testing in the event a
teat faila.

Describe the general method or strategy of the testing.
Describe how development of test packages will be
controlled. Describe the methodology for developing the
test packages, associated input data, and (if used} the
test data base. Specify the type of input to be nased
{live or test) az well as its volume and frequency.
Indicate the extent of the testing and include the
rationale for partial testing. Discuss the method to be
used for recording test results and other information
about the testing, for effecting appropriate system
changes determined {0 be necessary as a result of the
testing, and for determining that test results are
satisfactory.
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Swvstem Test Plan

Secticn Title Content

3.5 Congtrainta Indicate any anticipated limitations on the test that
may result from conditions such as interfaces,
equipment, personnel, and data.
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System Test Plan

Section Title

Content

4 Syatem Test
Descriptions
41.1 Objectives
412 Description
4.1.3 Controle

January 1991

Provide a detailed explanation of the individual teats
involved in the systam test. Include a separate
subsection for each test. For example;

4.1 Test Package 1
4.n Test Package n

Include the following information for each test.

Deacribe the objective(a) of the test and its relationship
to apecific system funetions.

Describe {he test.  Include preparation, input,
processing, output, and recording of results.

Deaeribe the test control {for example, manual, semi-
automatic, or antomatic).
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System Test Plan

Section Title

Content

5 Syatem Test
Procedures

10 System Test Plan—2.3.1.3

Provide step-by-step procedures for conducting each
test. Include a separate subsection for each test. For
example:

b.1 Test Package 1
b Test Package n
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System Test Flan

Section Fitle

Content

6 Evaluation
Criteria
January 1991

Describe the ¢riteria to be used to evaluate the results
of the system teat. Include information on pass, fail,
and restart thresholda,

Describe the methods te be used to summarize the
results (summary statistics, graphs, charts, and so
forth).

Describe the procedures that will be used to record the
progress and results of the test, to report failure, and to
prepare a fingal test report.

Identify the perason(s) responsible and the procedurea to
be followed for approving the test results.
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Purpose

Content

ACCEPTANCE TEST PLAN
(2.8.1.4 on OSM Documentation Requirementa List)

The Acceptance Test determines whether a new system or an enhancement to
an existing system is ready for operational use. It iz the fina} measure of
whether the new system or enhancement performs according to the
requirements and specifications stated at the beginning of the development
process.

The Acceptance Test Plan establishes criteria to use in determining whether
the new system or enhancement will be accepted by the user. It defines the
nature and scope of the testing activity, identifies the testing methodology,
outlines organizational requirements and responsibilities for conducting the
test, and addresses recording and evalnation of test results. When the plan is
implemented, results should be documented in working papers.

The test methodology identifies specific functions and processes that need to
be tested and describes the specific test cases that will be used to thoroughly
verify and validate those functions and processes. Depending on the situation,
multiple test cases may be required to verify a single function or process, or &
single test case can verify multiple functions and processes. To expedite
acceplance testing, the test cases are grouped into packages. Each package
should contain forms that summarize the test steps and provide space to record
results.

Before acceptance testing can be completed, the test results should be
compared with predetermined or “expected” results. The expected resulis for
each test case should be determined when the test data is encoded.

Figure A-20 summarizes the information required in the Acceptance Test Plan by presenting
the document’s table of contents. Detailed explanations of the material that each section
should contain are then found in the pages that follow.

January 1991
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Figure A=20
TABLE OF CONTENTS FOR ACCEPTANCE TEST PLAN
(2.3.1.4 on OSM Documentation Requirements List)

1. Imiroduction

1.1 Baeckground

1.2 Seope

1.3 Assumptions and Constraints

1.4 SBummary of the Acceptance Test Plan
1.5 References

2. Acceptance Test Overview

2.1 System Inputs, Processing, and Outputs
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Figure A-20 (Continued)
TABLE OF CONTENTS FOR ACCEPTANCE TEST PLAN
(2.3.1.4 on OSM Documentation Requirements List)
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Acceptance Test Plan

Section Titie Coantent

1 Introduction Provide appropriate background and summary
information,

11 Background Provide a brief overview of the system development
project and why it is being conducted.

1.2 Scope Explain why the Acceptance Test Plan is needed,
provide a brief overview of its organization, and
indicate system-related topics that have been included
it the document or excluded from consideration.

1.3 Assumptions and Describe any factors that may affect the test

Congtraints requirements, specifications, and plans deseribed in the
Acceptance Test Plan,
14 Summary of Provide a brief summary of the most important
the Acceptance information in the Acceptance Test Plan.
Test Plan
1.5 References List pertinent standards, guidance, documentation, and

January 1591

any other materiale used to prepare the Acceptance
Test Plan. Include vendor-supplied materials; project
documentation; other in-house documentation; and
Federal, departmental, agency, and indugtry standards
and guidance.
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Arceptance Test Plan

Section Title Content

2 Acceptance Test Provide acceptance test background information and
Overview requirements.

21 System Inpuis, Provide a narrative description of the new system or
Processing, enhancement to be tested. Include details of
and Qutputs information processing, inputs, and outputs.

2.2 Schedale Describe each acceptance test milestone. Include the
location(s}, participating organization(s), and =a
tentative schedule that includes time to become
familiar with the system and for training, test setup,
distribution of materials, and so forth.

2.3 Requirements Provide acceptance test logistices information and
requirements,

2.3.1 Personnel Identify staff requirements for the acceptance test.
Inciude names or functions and amount of time needed.
Describe responsibilities of government and contractor
peraonnel, and those of developer and user personnel,
Include special requirements such as multishift
operation and key personnel.

2.3.2 Training Describe the type of training that will be required
before the acceptance test can be conducted. Include
personnel and computer or other resources required as
well as the names or functions of the training staff and
the personnel to be trained,

2.3.3 Computer Describe the computer resources that will be needed for

Resources the acceptance test. Include terminals, modems,
telephone lines, software, and so forth.

284 Test Materials List materials needed for the test; for example,

68 Acceptance Test Plan-—2.3.1.4

documentation, software (and on what media), test
inputs and sample output, test control software, and
worksheets,
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Acceptance Test Plan

Section Title Content

2.3.6 Facilities Deacribe the location of the acceptance test and any
materials (furniture, andiovisual equipment, office
supplies, and a0 forth) needed at that site.
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Acceptance Teet Plan

Section Title Content

3 Acceptance Test Provide general information about the system test.
Specifications,
Methodotogy, and
Evaluation

3.1 Test Provide information about the functions, processea, and
Bpecifications software to be tested.

3.1.1 Functions Provide a brief description of the application functions
To Be Tested that will be tested and the performance requirements

for thoae functions.
312 Software Provide a brief description of the system and/or support
To Be Teated software that will be tested.
3.1.3 Manual Processes Provide a brief description of any manual processes
To Be Tested that will be tested.
3.14 Teats To Be Identify the different Xinds of tests that will be used;
Conducted for example, funetionality, workload performance, stress
performance, and support materials (training,
documentation). Other types or different groupings of
{ests may be appropriate for a specific system.
3.15 Relationship of Explain how the tests to be conducted will demonstrate
Tests to Functions system functions and processes and prove that
requirements have been satisfied.

3.1.8 Teat Progression Describe the general order in which the teats will be
conducted, the progression from one test to another,
which teats depend upon the succeasful outcome of prior
teats, and the procadures for retesting in the event a
test fails.

3.2 Teat Methodology Describe the general method or strategy of the testing.

8 Acceptance Test Plan—2.3.1.4
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Acceptance Test Plan

Section Title Content

321 System Control Degeribe how development of test packages will be
Methods controiled.

322 Test Data Base Describe how the data base for the test will be
Development developed.

323 Test Data Describe how the data used in the test will be
Development developed. Specify the type of input to be used (live or

test) and its volume and frequency.

3.24 Test Execution Describe the strategy for conducting the test.

3.2.5 Test Conditions Describe the conditions under which the teat will be
conducted, and explain how these conditions relate to
the actual operating environment of the new eystem or
enhancement,

3.2.6 Constraints Indicate any anticipated limitations on the test that
may resull from conditions such as interfaces,
equipment, personnel, and data.

3.3 Test Evaluation Describe how test results will be recordsd and
evaluated.

3.3.1 Criteria for Deacribe the criteria to be used to evaluate the results

Evaluation of the acceptance test. Include information on pass,
fail, and restart thresholds.

332 Data Reduetion Describe the mathods to be used to summarize the
results (summary statistics, graphs, charts, and so
forth).

3.3.3 Recording and Describe the procedures that will be used to record the

Reporting progress and results of the test, to report failure, and to

January 1991

prepare a final test report,
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Acceptance Test Plan

Section Title Content
3.34 Final Release Identify the person(s) responsible and the procedures to
Authority be followed for approving the test results and

authorizing final release.
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Acceptance Test Plan

Section Title Content
4 Acceptance Test Provide a detailed explanation of the individual tests
Deacriptions involved in the acceptance test. Include a separate

subsection for each test and relate that test to a specific
function. ¥or example:
4,1 Test 1 (Function)
4n Test n (Function}
Include the following information for each test.

41.1 Ohjectives Describe the objective{s) of the test (that is, what it
should accomplish) and its relatiomship to specific
syatem functions,

41.2 Input and List the input data, parameters, and test data base

Parameters records to be used in the test.
413 Expected Results Describe the expectad results of the test.
414 Procedures for Describe the test and the responsibilities of the
Ezecution and personnel invelved.  Discuss preparation, input,
Evgluation processing, and ontput, ag well as recording of results,
pasa/fail eriteria, retesting procedures, and how any
system changes determined to be necessary ag a result
of the testing will be effected. Include forms that
summarize the test steps and provide space to record
results,
4.1.5 Controls Describe the tast control methods (for example, manual,

January 199]

semi-automatic, or auntomatic),
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SYSTEM/SUBSYSTEM SPECIFICATION
(2.3.3.1 on 0SM Documentation Requirements List)

Purpose The Hystem/Subsystem Specification provides analysts and programmers with
information needed to develop application sofiware for 8 new system or an
enhancement to an existing system.

Content The System/Subsystern Specification describes requirements for software
(system, applicaticn, and sapecial purpose); the system's operating environment;
design considerations such as program logic, users, and facilities; and, if
available, specific functions to be satizfied by the program.

Figure A-21 summarizes the information required in the System/Subsystem Specification by

presenting the document's table of contents. Detailed explanations of the material that each
section should contain are then found in the papges that follow.
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Figure A-2]
TABLE OF CONTENTS FOR SYSTEM/SUBSYSTEM SPECIFICATION
(2.3.3.1 on OSM Documentation Requirements List)

1. Introduction

1.1 Background

1.2 Beope

1.3 Assumptions and Constraints

14 Bummary of the System/Subsystem Specification
1.6 References

2. Requirements

2,1 Bystem Overview
2.2 Funetions
2.3 Performance

2.3.1 Accuracy
2.3.2 Validation
2.3.3 Timing

2.3.4 Flexibility

3. Operating Envirenment
3.1 Equipment
3.2 Bupport Software
3.3 Interfaces
3.4 Security and Privacy
3.5 Controls

4, Design Characterisiics

4.1 QOperations
4.2 Logic

5. Program Specifications

5.1 Program 1
Sn Program n
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System/Subsystem Specification

Section Title Content

1 Introduction Provide appropriate bhackground and summary
information.

11 Background Provide a brief overview of the system development

project and why it is being conducted.

1.2 Scope Ezplain why the System/Subsystem Specification is
needed, provide a brief overview of it organization, and
indicate system-related topics that have been included
in the document or excluded from consideration.

1.3 Aspumptions and Describe any factors that may affect the test
Constraints requirements and specifications described in the
System/Subsystem Specification.

14 Summary of the Provide a brief pummary of the most important
Systerm/Subsystem information in the System/Subsystem Specification.
Specification

15 References List pertinent standards, guidance, documentation, and

any other materials used %o prepare the
System/Subsystem Specification. Include vendor-
supplied materials; project documentation; other in-
house documentation; and Federal, departmental,
agency, and industry standards and guidance,
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System/Subsystam Specification

Section Title

Content

2 Requirements
21 System Overview
2.2 Functiona

2.3 Performance

Describe the system, its funetions, and performance
requirements.

Provide a peneral deseription of the system or
subsysiem to establish a frame of reference for the
remainder of the document:

* Summarize the functional requirements the system
will satisfy, Emphasize any unique requirements,

* Show the general interrelationship of the systam’s
components and provide a general description of their
gize.

* Briefly summarize the system concept of operations,
automated procedures, manual procedures, and
staffing requirements.

Describe system functions in both quantitative and
qualitative terms. Explain how the functions satiafy
the functional reguirements and explain the
relationship between functions and apgplications.

List performance requirements in the following
subsections:

2.3.1 Accuracy
2.2.2 Validation
2.3.3 Timing

2.3.4 Flexibility

Accuracy — Describe mathematical, logieal, legal, and
transmission requirements,

Validation — Describe data validation requirements

Timing — Describe timing requirements under various
conditions. Include response time, update processing
time, data transfer and transmission time, and
throughput time.

6 System/Subsystem Specification—2.3.3.1 January 1991



Syatem/Subsystem Specification

Section Title

Content

January 1991

Fiexibility — Describe the capahility for adapting the
system to changes in requirements; for example,
changes in modes of operation, operating environment,
interfaces with other software, accuracy and validation
timing, and planned changes or improvements.
Ideniify the system/subsystem components that are
specifically designed {0 provide this flexibility.
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System/Subsystem Specification

Section Title Content
3 Operating Describe the planned logical and physical configuration
Environment of equipment, support software, and interfaces, Discuss

security and privacy and operational controls.

31 Equipment Identify the equipment required for operation of the
system. Point out new equpment and relate it to
speafic functional requirements. Include information
such as:

* Processer and size of internal storage

* Online and offline storage {media, form, and
devices)

* Unline and offline input/ontput devices

* Data transmission devices

* Miscellaneous equipment

3.2 Support Software Identify the support software (operating system,
software utilities, etc.) and any test software. If the
operation of the aystem depends on changes to support
software, identify the nature of these changes and the
propoged implementation schedule,

3.3 Interfaces Describe interfaces with other software and/or aystems.

34 Security and Describe the overall security and privacy requirements
Privacy imposed on the system.

3.5 Controls Describe the operational controls imposed on the

system. Identify the sources of these controls.

8 Bystem/Bubsystem Bpecification—2.3.3.1 January 1961



System/Subsyastern Specification

Section Title

Coatent

4 Design
Characteristics

4,1 Operations

4.2 Logic

January 1991

Describe the system’s logic and operating
characteristics.

Describe the operating characteristicsa of the user
workstations and computer operations centers where
the system will be operational.

Describe the logical flow of the entire system. Include
a flow chart supplemented by text. The flow should
provide an integrated presentation of the system’s
dynamics, of entrances and exits, computer programs,
support software, controla, and data flow.

2.3.3,1—System/Subsgystem Specification 9



System/Subsystem Specification

Section Title Content
] Program Describe the system functions to be satisfied by
Specifications computer programs. Include a separate subsection for

each program. For example:

5.1 Program 1 (WName)
6n Program n {Name)

Include descriptions of requirements that the program
must meet, the program’s operating environment, and
the program’s design characteristics (inputs, program
logic, outputs, and data base).
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DATA BASE SPECIFICATION
(2.3.3.2 on OSM Documentation Reguirements List)

Purpoese The Data Base Specification provides the detailed design approach for the data
base that supports a new system or an enhancement to an existing system. It
identifies and defines relationships among file in the data base and, if it has
not already been established, identifies the proposed data base support
software.

Content The Data Base Bpecification contains a detailed description of the data base
and its file structure. The format of this information will depend on the
language of the data base management system being used,

Figure A-22 summarizes the information required in the Data Base Specification by

presenting the document's table of contents. Detailed explanations of the material that each
section should contain are then found in the pages that follow,
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Figure A-22
TABLE OF CONTENTS FOR DATA BASE BPECIFICATION
{2.8.3.2 on OSM Documentation Requirements List)

1. Imtroduction

1.1 Background

1.2 Scope

1.3 Assumptions and Constraints

14 Summary of the Data Base Specification
1.5 References

2. Data Base Description
2.1 Identification
2.2 Using Software
2.3 Conventions
2.4 Special Instructions
2.5 Bupport Software
3. Data Base Logical Organization
4. Data Base Physzical Organization
4.1 Storage

4.2 Access
4.3 Design Considerations
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Data Base Specification

Section Title Content

1 Introduction Provide appropriate background and summary
information.

1.1 Background Provide a brief overview of the system development
project and why it is being conducted.

12 Scope Explain why the Data Base Specification is needed,
provide a brief overview of its organization, and
indicate system-related topics that have been included
in the document or excluded from consideration.

1.3 Assumptions and Describe any factors that may affect the program

Constrainta characteristics described in the Data Base Specification,
14 Summary of Provide a brief summary of the most important
the Data Base information in the Data Base Specification.
Specification
1.5 References List pertinent standards, guidance, documentation, and

January 1991

any other materials used to prepare the Data Base
Specification. Inmclude vendor-supplied materials:
project documentation; other in-house documentation:
and Federal, departmental, agency, and industry
standards and guidance.
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Data Bage Specification

Section

Title

Contant

21

22

23

24

2,5

6 Data Base Specification—2.3.3.2

Data Base
Description

Identification

Using Software

Conventions

Special
Inatructiona

Support Software

Provide basic information about the data base and itg
operating environment.

Specify the code name, tag, or label along with any
other identification. Identify data bases designated for
experimental, test, or temporary use and provide the
timeframes in which they will be used.

Identify all software that will use or access the data
base. Provide the software name, code name, and any
release or version number. :

Describe all labeling or tagging conventions that data
base develepers may need in order to use the data base

specification.

Provide any apecial instructions thai data base
developers or those testing or uaing the data base may
need; for example, criteria, procedures, and formats for
submitting data for eniry into the data base,
identification of data control organization, and entering
data into the data base. Where these instructions are
extensive, reference appropriate sections of other
documents,

Provide brief descriptions of all support software
directly related to the data base (for example, data base
management, storage allocation, data base loading, file
procesging, and other generating, modifying, or
updating software). Descriptions skould include name,
function, major operating characteristics, and machine
run instructions, Reference all applicable support
goftware documentation,

January 1991



Data Base Specification

Saction Title

Content

3 Data Base Logical
Organization
January 1991

Present the detailed specifications for the data base,

Include diagrams and the Data Dictionary {or reference
the Data Dictionary) describing the physical structure
of the data. This should include definitions,
characteristics, relationships, keys, access methods, and
security.

The precise information included will depend on the
data base management system and daia definition
language used. For example:

* Hierarchica} — Schemas will describe fields,
segmenta, data base records, and data bases

* Network — BSchemas will describe data itema,
records, sets, and subschemas (nser views)

* Relational — Schemas will describe attributes,
domains, relations, and views.

Depending on the data base management system, a
number of facilities or utilities may be used to define
data organization, access, and conirol. Supporting
decumentation ragarding the use and contents of these
utilities should also be included.

2.3.3.2—Data Base Specification 7



Data Base Specification

Section Title

Content

4 Physical
Characteriatics

4.1 Storage

4.2 Access

4.3 Design
Considerations

8 Data Base Specification—2.3.3.2

Describe the physical design of the data base.

Specify storage requirements for the data base. Include
the following:

Internal — Describe and illzatrate areas saet agide for
data, including indexing and working areas. Include
equipment constraints and deaign considerations that
affect the use of intarnal storage.

Device -— List by device type all peripheral storage
required for the data base. Include any constraints
imposed on storage requirements by each storage
device, as well as requirements for permanent data
storage and temporary data storage (including
overlays).

Offline — Describe the form, media, and storage
requirements for alt offline data storape.

Describe the access method and specify the physical
relationships of access (index, device, area). Dascribe
all physical access security mechanisme (eneryption, for
example).

List design considerations as they relate to handling
this data base (for example, blocking factors).
Emphasize those physical relationships important to
efficient use of the data base.
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Purpaose

Content

PROGRAM SPECIFICATION
(2.3.3.4 on OSM Documentation Requirements List)

The Program Specification provides programmers with basic information
needed to develop a new system or an enhancement to an existing system. It
describes the programs that must be developed, as well as the software
producta that have been or will be acquired, in pufficient detail 1o allow the
development of code to begin.

The Program Specification explains the requirements, operational envirgnment,
and design characteristics for each program in the new system or
enhancermnent. It provides details en data flow, interfaces, input, processing,
and output.

Documentation for software products that have been acquired must be at a
level that allows system testing and use in an operational environment. While
it i8 not possible to define an exact format for such documentation, these
minimum standards must be observed.

Figure A-23 summarizes the information required in the Program Specification by presenting
the document’s table of contents. Detailed explanations of the material that each section
should contain are then found in the pages that follow.

January 1991
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Figure A-23
TABLE OF CONTENTS FOR PROGRAM SPECIFICATION
(2.3.3.4 on OSM Documentation Requirements List)

1. Introduction

1.1 Background

1.2 Scope

1.2 Assumpiions and Constraints

1.4 Summary of the Program Specification
1.5 References

2.  Application Overview

2.1 Description
2.2 Operating Environment

2.2.1 Equipment

22,2 Bupport Software
2.2.3 External Interfaces
2.2.4 Storage

2.2.5 Security and Privacy
2.2.6 Controla

2.3 Flow
2.4 List of Programs
2.5 Program Interfaces
3. Program Characteristics
3.1 Program 1
3.1.1 Overview
3.1.1.1 Description
3.1.12 Flow
3.1.1.3 Modules

3.1.1.4 Interfaces
3.1.1.5 Special Requirements

3.1.2 Detailed Specification
3.1.2.1 Program Module Detail
3.1.2.2 Inputs/Cutputs
3.1.2.3 Performance Requirements

3.n Programn
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Program Specification

Section Title Content

1 Introduction Provide appropriate background and summary
information.

1.1 Background Provide a brief overview of the system development
praject and why it is being conducted.

1.2 Scope Explain why the Program Specification is needed,
provide a brief overview of its organization, and
indicate system-related topics that have been included
in the document or excluded from consideration.

1.3 Assumptions and Describe any factors that may affect the program

Constraints characteristics described in the Program Specification.
14 Summary of Provide a brief summary of the most important
the Program information in the Program Specification.
Specification
1.5 References List pertinent standards, puidance, documentation, and

Jannary 1991

any other materials unsed to prepare the Program
Specification.  Include vendor-supplied materials;
project documentation; other in-houge documentation;
and Federal, departmental, agency, and indusiry
standards and guidance.
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Program Specification

Section

Title

Content

21

22

2.2.1

22.2

2.2.3

6 Program Specification—2.3.5.4

Application
Overview

Desacription

Operating
Environment

Equipment

Support Software

External Interfaces

Describe the new system or enhancement. This section
provides a frame of reference for the remainder of the
document.

Explain the purpose of the new aystem or
enhancement. Include a summary deseription of the
system/gsubsystem functions it has been designed to
perform, or show its relationship to other programs
that satisfy apecific functions.

Provide brief descriptions of the various components of
the operating environment of the new system or
echancement.

Identify the equipmen{ required to operate the
program. Include at a minimum the following:

* Processor and amount of internal storage

* Omline and offtine storage, including media, format,
and devices

* Online and offline input and output devices,
ineluding capacities

* Data transmission devices.

Identify the suppori software and describe any test
programs. If the operation of the program depends on
changes to the support software, identify the nature of
these changes and when they will be implemented,

Describe all interactions with other aystems or
software, including sequence or procedure relationships
and data interfaces.
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Program Specification

Contant

Section Title

224 Storapge

2.2.5 Security and Privacy
226 Controla

2.3 Flow

24 List of Programs

2.5 Program Interfaces
January 1991

Identify storape requirements, constraints, and
conditions. Describe internal storage, including
indexing and working areas; device storage (all
peripheral storage, permaneni and temporary,
including overlays); and offline storage, incuding
format and media,

Deseribe security and privacy congiderations for the
program, including input, output, and data bases.

Describe program controls such as record counts,
accumulated counts, and batch controls. Identify the
sources of these controls.

Provide a brief summary of the logical flow of
information in the new system or enhancement.
Include flow charts as appropriate.

Identify all of the programs used in the new system or
enhancement and provide a brief description of their

purposa,

Provide a brief deacription of how the programs interact
with one another and with other systema and
programs,

2.3.3.4—Program Specification 7



Program Specification

Section

Titla

Coatent

311

3.1.1.1

3.1.12

31.13

3.1.1.4

3.1.1.5

3.1.2

Program
Characteriatics

Deseription

Flow

Modules

Interfaces

HApecial Requirementa

Detailed
Specification

8§ Propram Specification—2.3.3.4

Provide detailed information about each program in the
new system or enhancement. Include a peparate
sizbsection for each program. For example:

3.1 Program 1
da Program n

Include at a minimum the following information for
each program.

Provide a high-level overview of the program and its
functional components (that is, modulea). Include the
Tollowing information.

Describe in detail the processing activities to be
accomplished by the program as well as operating
procedurea. Describe loading, start, stop, recovery, and
restart. Inciude any special program functions or
regquirements needed for implementation.

Provide a detailed program flow chart depiciing the
program flow and precessing logic. Supplement the
flow chart with text.

Use a table, chart, or list to ehow each program module
hy namse.

Describe any interfaces between this program and other
internal or external programs,

Deseribe any additional considerations related to the
program,

Provide detailed specifications for the program and its
functional components {modules). Include the following
information.
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Program Specification

Section Title

Content

4.1.2.1 Program Module
Detail

3.1.22 Inputs/Outputs

January 1991

Identify the complete set of components of the program
and their relationships, Use tables and diagrams as
appropriate. Include a separate subsection for each
module. For example:

{a) Module 1
{n} Module n

The description of each component should include the
following details:

* Desacription

* Logic Flow

* Function(s)

* Data Requirements

* Interfaces

* Bpecial Requirements

Provide information sbout the characteristics of the
data input to the program. Possibilities include:

+ Title and tag

* Relational date view

* Format specifications such as a report format

* Validation criteria

* Volume and frequency

* Means of entry

* Source document or specific interface source and
ita disposition

* Access procedures and security mechanisms

* Index, device, and area access

+ Security and privacy considerationa,

2.3.3.4—Program Specification 9



Program Specification

Section Title

Content

3.1.2.3 Performance
Requirements

10 Program Specification—2.3.3.4

Provide information about program output.
Posgibilities include:

* Title and tag

* Format specifications such as a report format

* Belection criteria for display, output, or transfer

* Volume and frequency

* Qutput media

* Description of graphic displays and symbols

* Security and privacy considerations

* Disposition of products

* Description of the sequence of displays, display
cantents, fixed and variable formats, and display
of error conditions.

Specify performance requirements, Include the
following:

* Accuracy requirements — mathematical, logical,
legal, and transmission

* Validation requirements

* Timing requirements — response time, update
processing time, data transfer and transmission
time, and throughput and internal processing
time

* Flexibility — the program’s eapability to adapt to
changes in mode of operation; operating
envirgnment; interfaces; accuracy, validation, and
timing requirements; and planned changes or
improvements.
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Purpose

Content

DATA DICTIONARY
(2.3.3.6 on OSM Documentation Requirements List)

The Data Dicticnary provides a central repository of information about the key
components of applications. It is used by analysts, designers, programmers,
and users to ensure a common understanding and use of application
components, and also facilitates complete and precise application software and
data documentation. The Data Dicticnary should meet the following objectives:

* Egstablish a glossary of terms

+ Provide standard terminology

= Define all terms associated with a system or subsystem
* Identify the modules available to a system

* Provide system-wide cross-reference capahility

* Resolve problems associated with aliases and acronyms

* Provide centralized control for changes to data elements, programs,
files, and reports

* Provide a listing of all data slements and their sources.

The Data Dictionary is a dynamic document which is expanded and revised
through system development and maintenance, The content of the Data
Dictionary will vary depending upon the life cycle phase. It is used to support
data base and file designs, as well as process development. Hence, the
development methodelogy used will dictate the information included in the
dictionary. Common to all methodologies is the definition of data elements and
their characteristics; however, other components should be defined as
appropriate. For example, when the Yourdon methodology iz followed, the
dictionary should identify data flows and define the associated data elements.
Other application components to be defined include report files and other files,
data records, and data bases.

The format of the dictionary also may vary, depending on the medium used to
develop it. A number of automated tools are available to support data
dictionary preduction, some of them integrated with data base or software
design and development, and these tools should be used whenever possible,

Figure A-24 summarizes the information required in the Data Dictionary by presenting the
document’s table of ¢contents. Detailed explanations of the material that each section should
contain are then found in the pages that follow.

January 1991
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Figure A-24
TABLE OF CONTENTS FOR DATA DICTIONARY
(2.3.3.6 on OSM Documentation Requirements List)

1. Introduction

1.1 Background
1.2 Scope

1.8 Assumptions and Constraints
14 Svmmary of the Data Dictionary
1.5 References

2. Data Dicticnary

Name

Type

Definition
Format
Synonyms
Source

Where Used
Critieal Values
Editing Criteria
Conversion Factors
Volumes
Frequeney
Responsibility
Calculationa
Controls

January 1991 2.8.3.6—Data Dictionary 2



Data Dictionary

Section Title Content
1 Introduction Provide appropriate background information.
1.1 Background Provide a brief overview of the new system or
enhancement and why it is being implemented.
1.2 Scope Ezxplain why the Data Dictionary is needed, provide a
brief overview of its organization, and indicate system-
related topics that have been included in the decument
or excluded from congideration,
1.3 Apsumptions and Describe factors which may impact the accuracy or
Constraints applicability of the Data Dictionary.

14 Summary of the Summarize the most significant information inelnded in
Data Dictionary the Data Dictionary. Identify conventions used.

15 References Liat pertinent standards, guidance, documentation, and

Jannary 1991

any other materials used to prepare the Data
Dictionary. Include vender-supplied materials; project
documentation; other in-house documentation; and
Federal, departmental, and industry standards snd
guidance,

2.3.3.6—Data Dictionary 5



Data Dictionary

Saction

Title

Content

Dictionary Entries

Name

Definition

Format

Synonyms

Source

Where TTead

Critical Values

Editing Criteria

Conversion
Factors

6 Data Dictionary—2.3.3.6

Include the following information for each entry, when
appropriate (depending upon the entry type,
development methodology, and life-cycle phase).

Alphanumeric name of the entry sz used in the system.

Type of entry: for example, data element, report file, or
data base; required or not required; initial or update.

Narrative description of the entry.

Alphanumeric, numeric, alphabetic; length; decimal
places; and other atiributes {such as display format,
storage format).

Synonyma and aliases employed by unsera and in
technical documentation.

Origin of entry, such sa outside organization external
media (for example, tape from another agency),
calculation in program, keyed by operator.

Cross-reference to each report, file, data base, program,
online screen, ete., that utilizes the entry. Include
indication of how used: input, ouiput, or calculated
output {including formula).

Range, scale, unit of measure, ete.

Valid values, relational andor consistency edits,
reasonableness checlis (range).

Algorithm or factor required to econvert imput for
storage andfor to converi stored values for output.

January 1991



Data Dictionary

Section Title

Content

Volurmes

Frequency

Responsgibility

Caleulations

Controls

January 1991

Volume estimate per time period (or other measure}.

Update/processing frequency.

Organization and/or name of contact responsible for
input, maintenance, and output.

Algorithm used to caleulate value,

Controls required for sensitive data.

2.3.3.6—Data Dictionary 7



CONTINGENCY PLAN
(2.3.5 on OSM Documentation Requirements List)

Purpoge The Contingency Plan provides procedures to ensure that interruptions in the
normal operations of an ADP aite or system are effectively managed and have
minimal impact on operations, regardless of their abrupiness or magnitude.

Content The Contingency Plan describes the major risks associated with system
operations—those that could result in operational failure—and other
catastrophic events. It provides detailed procedures for system backup and for
recovery from these situations.

Figure A-25 summarizes the information required in the Contingeney Plan by presenting the

document’s table of contents, Detailed explanations of the material that each section ghould
contain are then found in the pages that follow.

January 1991 2.3.5—Contingency Plan 1






Figure A-25
TABLE OF CONTENTS FOR CONTINGENCY PLAN
(2.3.3 on OSM Documentation Requirements List)

1. Introduction

1.1 Background

1.2 Seope

1.3 Assumptions and Constraints

1.4 Summary of the Contingency Plan
1.5 References

2. Contingencies

2.1 Events Included

2.2 Events Excluded

2.3 Priorities

2.4 Support Commitments

3. Responsibilities

3.1 Plan Preparatiorn and Maintenance
3.2 Emergency Chain of Command

3.3 Operations Supervisor(s)

3.4 Bhift Supervisor(s)

4. Response Strategies

4.1 Emergency Procedures
4.2 Continuity of Operations
4.3 Recovery Procedures

5. Resources

5.1 Staff

5.2 Inventory

53 Procurement
5.4 Facilities

5.5 Trangportation
5.6 Communications
57 (Hher

6. Action Plansg

6.1 Contingency 1
6.0 Contingency n

January 1991 2.3.5—Contingency Plan 3



Contingency Plan

Section Title Content

1 Introduction Provide appropriate background and summary
information.

1.1 Background Provide a brief overview of the system development
praject and why it is being conducted.

1.2 Scope Explain why the Contingency Plan is needed, provide
a brief overview of its organization, and indicate
system-related togrics that have been included in the
document or excluded from consideration.

1.3 Asgumptions and Describe any factors that may affect the contingencies,

Constraints responsibilities, strategies, resource requirements, and
action plans described in the Contingency Plan.

14 Summary of the Provide a brief summary of the most important

Contingeney Plan information in the Contingency Plan.
1.5 References List pertinent standards, guidance, documentation, and

January 1991

any other materials used to prepare the Contingency
Plan. Include vendor-supplied materials; project
documentation; other in-house documentation; and
Federal, departmental, agency, and industry standards
and guidance.
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Contingency Plan

Section

Title

Content

2.1

22

23

24

Contingencies

Events Included

Events Excluded

Priorities

Support
Commitments

6 Conticgency Plan—2.3.5

Determine the situations for which contingency plans
shoutld be developed and the organization’s priorities
and commitments in the event that one of those
situations occur.

Contingencies should be identified through a rigorous
risk analysis exercise which should be deseribed in this
section,

Deacribe each situation for which a contingency plan
will be developed. Explain why each was selected.

Describe each situation that was not included in the
contingency plan and explain why it was not included.

Describe the organization’s priorities should any of the
gituations described above occur.

Describe the organization's commitments to support its
own poals or other crganizations should any of the
sitnations described above oceur,
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Contingency Plan

Section Titie Content
3 Responsibilities Identify key management apd staff personnel and
define their roles and responsibilities should any of the
situations described abave oceur,
Inciude at a minimum the personnel listed below.,
31 Plan Preparation Those responsible for preparing and maintaining this
and Maintenance Contingency Plan.
3.2 Emergency Chain Those responsible for the organization's activities.
of Command
3.3 Operations Person(s) respongible for ADP equipment and software.
Supervisor{s)
34 Shift Supervisor(s) Person(s) responsible for day-to-day operations of ADP

January 1991

aquipment and software.
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Contingency Plan

Section Title

Content

4 Reaponse Stratepies

4.1 Emergency
Procedures

4.2 Continuity of
Operations

4.3 Recovery
Procedures

8 Contingency Plan—2.3.5

Determine a preferred strategy for the way
contingencies will be handled at tha site or activity.
The strategy should be based on an evaluation of
options for response to the emergency itself, providing
continuity of operations after an emergency, and
resuming normal operations. The preferred stratepy
should be approved by management,

Describe the strategy for responding to an emergency.
Include at a minimum the following:

* Initial notification

* Evacuation procedures

* Activating the emergency response center
» Damage asssssment

* SBecuring the computer center

* Notifying vendors

+ Notifying users

Describe the strategy for establishing backup
operations. Include at a minimum the following:

* Notifving the backup gite

* Transportation 10 the backup gite {(personnel,
tapes, documentstion, ete.)

* Establishing a production schedule

Describe the strategy for resuming normat operations.
Include at a minimum the following:

* Preliminary planning

* Site selection criteria

* Facility planning

* Selecting/procuring hardware

* Salvaging equipment

* Restoring utilities

* Restoring communications

* Procuring supplies

* Activating the recovery site and
cloging the backup site

January 1991



Contingency Plan

Section Title

Content

5 Resources
51 Staff
5.2 Inventory

January 1951

To be prepared in the event of a contingency, develop a
directory of personnel, an inventory of critical
regsources, and a listing of other procedures and
requirements.

Thiz section at a minimum should contain the
information below. It should be updated as necessary.

Include a complete list of assigned personnel, including
address, phone number, and other desired information.

Include rosters of those to e notified in the event of an
emergency,

Assign members to and include rosters for recovery
teams,

Include all critical items, including at a minimum the
following:

Data - Onsite inventory, offsite inventory, and eritical
files needed for processing at the backup site. Describe
how and when these files are updated.

Boftware — System software and applicationa software.
Include onsite and offsite inventory and how and when
updates take place.

Hardware — List should include vendor's name,
address, etc. Include emergency acquisition
agreement(s), sample order forms, documentation, ete,

Supplies — List should include critical supply items
and information such as part number and vendor.
Provide a list of supplies nesded for processing at the
backup site and their location.

Documentation — Include onsite and offsite inventory
and how and when updates take place. Provide a list,
including location, of documentation needed for
processing at the backup gite.

2.3.5—Contingency Plan 9



Contingency Plan

Section

Title

Content

2.3

9.4

8.5

5.6

5.7

Procurement

Facilities

Transportation

Communicationa

Other

10 Contingency Plan—2.3.5

Include lists of suppliers, order forms, emergency
acquisition agreements, and other agreements.

Include current site raquirements and the layout of the
facility, backup space available (by site), power
requirements, &nd any other facility/environment
requirements at the current site or backup site(s).

Include current transportation needs and
iransportation required to implement backup and
recovery operations. Considar added requirements due
to emergency conditions and include precedures for
oblaining emergency transportation.

Include current communications needs and
communications requirements at backup site(s).

Include any other issues that should be addressed,
including alternate site agreements, vendor
performance, liability, contracts, and so forth.
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Contingency Plan

Section Titla

Content

6 Action Plans

January 1991

For each contingency identified in Section 2, provide a
step-by-step plan for response, backnp, and recovery.

Inciude the person(s) responsible for implementing the
procedure, how it should be implemented, how
operations will be monitored, and how operations will
return to normal.

Include a separate subsection for each contingency, For
exampla:

6.1 Contingency 1
6.n Continpency n

2.3.5—Contingency Plan 11



Purpose

Content

CONVERSION PLAN

{2.4.3 on OSM Documentation Requirements List)

The Conversion Plan outlines the schedule and strategy for implementing a
new system or an enhancement to an existing aystem, Implementation nsrally
involves one-time activities that include data base convergion, parallel
operations, user {raining, and organizational restructuring,

The Conversion Plan describes all required tasks necessary to accomplish the
transition to the new system or enhancement. It containg procedures for

L

Collecting and converting data and files, including purging the data and
files of obsolete information

Developing and testing computer programs to support data and file
conversion

Developing the sequence of events and schedule for the phased
implementation of new data bases and data processing procedures

Defining any necessary crganizational realignment, including activities
and a schedule for implementing those changes

Defining training required for conversion activities

Developing any special forms, procedures, or controls required for the
conversion.

Figure A-26 summarizes the information required in the Conversion Plan by presenting the
document’s table of contents. Detailed explanations of the material that each section should
contain are then found in the papes that follow.

January 1991
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Figure A-26
TABLE OF CONTENTS FOR CONVERSION PLAN
(2.4.3 on O8M Documentation Requirements List)

1. Owerview

1.1 Background

1.2 Scope

1.3 Assumptions and Constraints
1.4 Summary of the Conversion Plan
1.5 References

2. Current Environment
2.1 Current System Inventory

2.1.1 Hardware

2.1.2 Bystem Software

2.1.3 Applications Software

214 Files and Data Bages

2.1.5 Overall System Complexities
2.1.6 Security/Privacy Requirements
2.1.7 Documentation

2.1.8 Manual Procedures

2.2 Operating Environment

2.2.1 Facilities

2.2.2 Processing Modes

223 Agency Conventions and Standards
224 Communications

2.2.5 Personnel

3. New Envircnment
3.1 Bystem

3.1.1 Hardware

3.1.2 Bystem Software

3.1.3 Applications SBoftware

3.1.4 Files and Data Bases

3.1.5 Overall Systern Complexities
3.1.6 Security/Privacy Requirements
3.1.7 Documentation

3.1.8 Manual Procedures
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Figure A-28 (Continuned)
TABLE OF CONTENTS FOR CONVERSION PLAN
{2.4,3 on OSM Documentation Requirements List)

3.2 Operating Environment

3.2.1 Fagilities

3.2.2 Processing Modes

3.2.3 Agency Conventions and Standards
3.2.4 Communications

3.2.5 Perscnnel

4. Conversion Activities

4.1 Methodology

4.2 Task Plan

4.3 Schedule

4.4 Resource Requirements

4.5 Interim/Fallback Operating Capability

4 Conversion Plan—2.4.3 January 1891



Conversion Plan

Section Title Content
1 Introduction Provide appropriate background and summary
information.
1.1 Background Provide a brief overview of the new system or
enhancement and why the project was undertaken,
12 Scope Explain why the Conversion Plan is needed, provide a
brief overview of ita erganization, and indicate system-
related topics that have been ineluded in the document
or excluded from consideration.
1.3 Assumptions and Deseribe any factors that may affect the activities
Constraints described in the Conversion Plan. Discusa any
problems associated with converting the current aystem
to the new system or enhancement.
1.4 Summary of the Provide a brief summary of the most important
Conversion Plan information in the Conversion Plan.
1.5 References List pertinent standards, guidance, documentation, and

January 1991

any other materials used to prepare the Conversion
Plan, Include vendor-supplied materials; project
documentation; other in-house documentation: and
Federal, departmental, agency, and indusiry standards
and guidance.
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Convergion Plan

Section Title

Content

2 Current
Environment

2.1 Current System
Inventory

2.2 Operating
Environment

& Conversion Plan—2.4.3

Describe the existing hardware, software, and operating
environment,

Provide brief summaries and the status of the existing
system in the following subsections:

1 Hardware

1.2 System Software

2.1.3 Applications Software

2,1.4 Files and Diata Bases

2.1.5 Overall System Complexities
2.1.6 Security/Privacy Requirements
2.1.7 Documentation

2.1.8 Manual Procedures

Provide brief summaries of the current operating
environment in the following subaectiona:

2.2.1 Facilities

22,2 Processing Modes (batch, timesharing, etc.)
223 OSM Conventions and Standards

2.2.4 Communication Modes

22,5 Pergonnel
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Conversion Plan

Saction Title

Content

3 New Enviranment

3.1 System

3.2 Operating
Environment

January 1991

Describe the hardware, software, and operating
environment required for the new aystem or
enhancement.

Provide brief summaries of hardware and software
requiremnents in the following subsections:

31.1 Hardware

3.1.2 Bystem Software

3.1.3 Applications Softwars

3.1.4 Files and Data Bases

3.1.5 Overall System Complexitias
3.1.8 Security/Privacy Requirements
3.1.7 Dorumentation

3.1.8 Manual Procedures

Provide brisf summaries of the proposed operating
environment in the following subsections:

3.2.1 Facilities

8.2.2 Processing Modes (batch, timesharing, ete.)
3.2.3 OSM Conventioms and Standards

3.2.4 Communication Modes

3.2.5 Personnel

24.3—Conversion Plan 7



Conversion Plan

Section

Title

Content

4.1

4.2

4.3

4.4

Conversion
Activities

Meathodology

Task Plan

Scheduie

Interim/Fallback

Operating
Capahility

8 Conversion Plan—2.4.3

Provide a detailed description of the conversion effort.

Deseribe the specific methodology to be used in the
conversion process (for example, parallel conversion,
cutover, or phased implementation). Relate that
methodology to the conversion effort proposed.

Provide a detailed conversion task description for each
compaonent of the new syetem or enhancement that will
be implemented. Include the purpose of the task, how
the task will be accomplished, resources required, and
expected results.

Using the target completion date as a fixed milestone,
schedule each of the tasks described in the previous
section in terms of dependencies and known
congtraints. The schedule should he updated as
resource levels are determined.

Describe any temporary proceasing procedures that may
ke required during the conversion.

Describe procedures to cover all reasonable
contingencies that conld cecur during the conversion,
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Purpoae

Content

USER TRAINING PLAN
(2.4.4 on OSM Documentation Requirements List)

The User Training Plan outlines requirements for instructing management,
operations, and clerical persomnel in the use of a new system or an
enhancement to an existing systern. It identifies those who will receive the
training, the materials to be used, the stafl who will conduct the training,
curriculum development activities, and the training schedule. Each of these
compaonents must be comprebensively designed and earefully implemented if
the training effort is to be a success. The plan also alerts management as to
the impact of the training program on system implementation and operation
a5 well as day-to-day activities.

The Usger Training Plan provides detailed information on users to be trained,
materials to be used in the training, the staff who will conduct the training,
the curriculum (both content and development), and the training schedule,
including its impact on normal operatiens. It includes details on training
facility and resource requirements and organizational responzibilities.

The final User Training Plan includes the complete course curriculum, all
materials, including teaching guides and class handouts, and the evaluation
report.

Figure A-27 summarizes the information required in the User Training Plan by presenting
the document’s table of contents. Detailed explanations of the material that each section
should contair are then found in the pages that follow.

January 1991
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Figure A-27
TABLE OF CONTENTS FOR USER TRAINING PLAN
(2.4.4 on OSM Documentation Regquirements List)

1. Introduction

1.1 Backpround

1.2 Scope

1.3 Assumptions and Canstraints
1.4 Summary of Training Activities
1.5 References

2. Training Requirements

2.1 Schedule
2.2 Computer Resources
2.3 Training Materials
24 Facilities

3. Training Responsihilities
3.1 Development of Training
3.2 Conducting Training

3.3 Attending Training
3.4 Ewaluation of Training

4, Resource Bequirements

4.1 Development of Training
4.2 Conducting Training

B. Traming Curriculum
51 Coursel

3.1.1 Objective
8.1.2 Prerequisites
5.1.3 Curricninm
514 Details
5.1.5 Materials

6. Evaluation of Training
6.1 Ways to Obtain Feedback

6.2 Ewvaluation of Training
6.3 Evaluation Report

January 1991 24 4—Jser Training Plan 3
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User Training Plan

Section Title Content

1 Introduction Provide appropriate background and summary
information.

11 Background Provide a brief overview of the system development
project and why it is being condncted.

1.2 Seope Explain why the User Training Plan is needed, provide
a brief overview of its organization, and indicate
syetem-related topics that have been included in the
docurnent or excluded from consideration.

13 Agsumptions and Describe any factors that may affect the training

Constraints requirements, responsibilities, and plans deseribed in
the User Training Plan.

14 Summary of Provide an overview of the training required to install,

Training Activities implement, operate and maintain the new gystem or
enhancement. Identify specific courses.

1.5 References List pertinent standards, guidance, documentation, and

January 1891

any other materials used to prepare the User Training
Plan. Include vendor-supplied materials; project
documentation; other in-house documentation:; and
Federal, departmental, agency, and industry standards
and guidance,
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User Training Plan

Saction Title Content
2 Training Frovide training Ilogistice information and
Requirements requirements, including their impact on normal
operations.

2.1 Schedule Describe each training milestone, including course
development activities. Include the loeation(s),
participating organization(s}, and a tentative schedule
for each course.

2.2 Computer Describe the computer resources that will be needed for

Resources the training. Include terminals, modems, telephene
lines, software, and so forth.

2.3 Training List materials needad for the training; for example,

Materials decumentation, software {snd on what media), video
casseties, example input and output.

24 Facilities Deacribe the location of the training and any materials

6 User Training Plan—2.4.4

{furrniture, audiovisual equipment, office supplies, and
so forth} needed at thsat site.
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User Training Plan

Section Title

Content

3 Training
Reaponsibilities

3.1 Development of
Traini

3.2 Conducting Training

3.3 Attending Training

3.4 Evaluation of
Training

January 1991

Identify staff requirements for the training. Include
names or functions and the amount of time that will be
needed, plus the impact on normal operations, Discuss
regponsibilities of government and contractor personnel,
and those of developer and user personnel. Include
special requirements as necessary.

Identify staff responsibilities for development of the
training curriculum.

Identify staff responsibilities for conducting the
training sessions.

Identify the staff members who will attend the training
BESE20LS.

Identify the staff members who will evaluate the
training seasiona,

24.4 User Training Plan 7



User Training Plan

Section Title Content
4 Resource Describe rescurces needed for the training sessiona,
Requirements Include staff and equipment.
4.1 Development Identify the resources needed to develop the training
of Training curricula.
4.2 Conducting Training  Identify the resources needed to conduct the training
sessions.

8 User Training Plan—2.4.4 January 1991



User Training Plan

Section

Title

Content

5.1.1

5.1.2

5.1.3

514

5.1.5

Curriculum

Objective

Prerequisites

Details

Materials

Jenuary 1591

Provide a detailed description of and outline for each
training session. Include aseparate subsection for each
course. For example:

5.1 Course 1
Bn Coursen

Include at a minimum the following information.

Describe the objectiva(s) of the course,

Identify the knowledge base required for the course.

Describe each course and the media or materials
needed to present it. Include a course outline,

Provide information on characteristice of the course,
including the number of instruetion hours, maximum
and minimum number of students, the type of training
{for example, formal clagsroom, hands-on, self-study),
the type of imstruction (for example, lecturs, video,
demansiration), and qualifications of the inatructor(s).

List specific materials necessary for the course (for
example, publications, reference materials, films),

24.4—User Training Plan 9



User Training Plan

Section Title

Content

6 Evaluation
of Training

6.1 Ways to Obiain
Feedback

6.2 Evaluation
of Training

6.3 Evaluation Report

10 User Training Plan—2.4.4

Dasgcribe training evaluation methods and
Tespongibilities.

Present specific descriptions of training-related
feedback methodologies to be employed.

Describe the evaluation formg that will be employed
and the units of measure that will be used to evaluate
the training feedback.

Describe the formal evaluation report that will be
included in the final User Training Plan at the
eonclusion of the training activity. Include a summary
arcalysis of evaluation forms completed during each
training session.

January 1391



PROGRAM MAINTENANCE MANUAL
(24.6 on OSM Documentation Requirements List)

Purpose The Program Msaintenance Manual is used by analysts and programmers who
are maintaining or developing improvements ¢ a new system or an
enhancement to an existing system. It provides the information they need to
understand the coded programs, the system’s operating environment, and
maintenance procedures,

Content The Program Maintenance Manual contains detailed descriptions of programs
and their operating environments. It explains maintenance procedures and,
in an appendix, in¢ludes all program source code.

Figure A—28 summarizes the information required in the Program Maintenance Manual by

presenting the document's table of contents, Detailed explanations of the material that each
section should contain are then found in the pages that follow.

January 1991 2.4.6—Program Maintenance Manual 1



Figure A-28
TABLE OF CONTENTS FOR PROGRAM MAINTENANCE MANUAL
(2.4.86 on OSM Documentation Requirements List)

1, Intredustion

1.1 Background

1.2 Scope

1.3 Assumptions and Canstraints

1.4 Summary of the Program Maintenance Manual
1.5 References

2. Operating Environment

2.1 Hardware
2.2 Bupport Boftware

2.2.1 Operating System
222 Compiler/Assembler
2.2.3 Other Software

2.3 Data Bage
3. Description of Programs
3.1 Program 1

3.1.1 Description
3.1.2 Input

3.1.3 Processing
3.14 Output

3.1.5 Interfaces
3.1.6 Tables

3.1.7 Run Description
3.1.8 Source Code

3.n Program n
4. Program Maintenance
4.1 Programming Conventions
4.2 Verification Procedures
4.3 Error Correction Procedures
4.4 Special Maintenance Procedures
4.5 Listings and Structure Charts

Appendix A—Source Code
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Program Maintenance Mannral

Section Title Content
1 Introduction Provide appropriate background and summary
information.
1.1 Background Provide a brief overview of the new system or
enhancement and why it is being implemented.
1.2 Scope Explain why the Program Mazaintenance Manual is
needed, provide a brief overview of its organization, and
indicate system-related topica that have been included
in the manual or excluded from consideration.
1.3 Assumptions and Describe any factors that may affect the applicability of
Counstraints the procedures described in the manual.

1.4 Summary of the Provide a brief summary of the most important
Program Maintenanre information in the manual,
Manual

1.5 References List pertinent standards, guidance, documentation, and

January 1991

any other materials used to prepare the manual
Include vendor-supplied manuals; project
documentation; other in-house documentation; and
Federal, departmental, agency and industry standards
and gnidance,
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Propram Maintenance Manual

Section

Title

Content

2,1

22

221

222

2.2.3

23

Operating
Environment

Hardware

Support Software

Dperating System

Compiler/Aasembler

Other Software

Diata Base

Provide brief descriptions of the varicus components of
the operating environment of the new system or
enhancement.

Identify the eguipment required to operate the new
system or enhancement, Describe any unusual features
that are implemented. Relate the hardware to the
requirements for each program, Include the following
information:

* Processor and amount of internal atorage

* Online and offline storage, including medin, form,
and devices

¢ Online and offline input and cutput devices

* Data transmission devices,

Identify the support software employed by each
program.

Identify and describe the operating system, including
the version or release number and any unusual
features implemented,

Identify and describe the compiler/assembler, including
the version or release number and any wnusual
features implemented.

Identify and describe any other software used (for
example, data management systems, report generators,
and so forth).

Describe the data base, including filefrecord layouts,
codes, units of measurement, format, and range of
valuea. Reference the Data Dictionary for more
complete information.
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Program Maintenance Manual

Section Title

Content

3 Description
of Programs

3.1.1 Description

S.1.2 Input

3.1.3 Processing

January 1991

Desceribe each program used by the new system or
enhancement from the maintenance programmer’s
perapective. If describing a complex system, group the
programs by application, describe the application, and
relate each program and its funetion to the application.
Use tables and matrices as needed to indicate cross-
references and relationships. Include separate

subsections for each program or group of programs.
For example:

3.1 Program 1
3n Progrem n

Include at a minimum the following information for
each program or group of programs,

Identify the program by title, tag or label, and
programming language. Identify all modules in the
program and indicate the relationships amang them.
Dezcribe the problems to be solved or the functions to
be executed by the program and how the solution o
execution is accomplished.

Describe the data input to the program and provide a
layout. Include information such as media, codes, units
of measvrement, format, and range of values. Provide
crosg-references to the Data Dictionary and Data Base

Specification.

Describe processing characteristics relevant to the
maintenance programmer. For example:

* Processing logic

* Linkagea

= Variablez and constants

+ Formulas

* Error handling

* Restrictions and limitations

* Locations, settings, internal switches, and flags
* Shared storage.
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Section Title Content

3.1.4 Output Describe the output of the program and provide a
layout. Identify the media used and all modules
employed. Provide cross-references te the Data
Dictionary and Data Base Specification.

3.1.5 Interfaces Describe interfaces with other software. Include
information =such as data formats, messages,
parameters, conversion regquirements, interface
procedures, and media.

316 Tables Identify each table and its items. Describe the location,
purpose, and structure of each.

3.1.7 Run Description Describe the procedures used to run the program.
Include leading, operating, terminating, and error
handling.

3.1.8 Source Code Reference the Source Code in Appendix A,

8 Program Maintenance Manual—2.4.6 January 1991
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Section Title Content
4 Maintenance Describe program maintengnce activities, These
Procedures activitiee can be grouped into one section or broken out
by individual programa or groups of programs,
depending on their consistency from program to
program, The following information should be
included.
4,1 Programming Identify and describe the programming conventions
Conventions used to develop the new system or enhancement.
42 Verification Describe the procedures uged to chack the performance
Procedures of the programs, both in general and following
modifications. Include a referemce to test data and
testing procedures.
4.3 Error Correction Deseribe all error conditions, their causes, and
Procedures pracedures for correction.
44 Special Describe any special procedures required to maintain
Maintenance the programs. Include information such as periodic
Procedures purges of the data hases, temporary modifications for
leap years or century changes, and so forth.
4.5 Listings and Reference, append, or describe how to obiain copies of
Structure Charts program listings and flowcharts.

January 1991
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Purpose

Cantent

TUSER'S MANUAL
(2.4.8 on O0SM Documentation Requirements List)

The User's Manual explaing how to execute the various functions of a new
syatem or an enhancement to an existing system. It may be limited to one
application or a series of applications. It serves as a reference document for
use in preparing input data and explains how to interpret the resnlts.

Several factors determine whether a User’s Manual is required and, if
required, how much detail it should contain. The major consideration is the
extent of user involvement with the new system or enhancement.

The User's Manual addresses direct user involvement with a new system or an
enhancement to an existing system; thus it should be written with a non-
technieal reader in mind. It explains how to prepare inpuis to and interpret
outputs from a particular application ar series of applications. The manual
covers three areas:; general information about the system, an overview of the
gystem, and detailed instructions for using the system.

Because the best format for the user's manual depends on the application design: as well as
the target audience, the outline for the mannal can be revised ag necessary.

Figure A—29 summarizes the information required in the User’s Manual by presenting the
document’s table of contents. Detailed explanations of the material that each section should
contain are then found in the pages that follow.

January 1991
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Figure A-29
TABLE OF CONTENTS FOR USER'S MANUAL
{2.4.8 on OSM Documentation Requirements List)

1. Introduoction

1.1 Background

1.2 Scope

1.3 Asspumptions and Constraints
1.4 Summary of the User's Manual
1.5 References

2, Bystem Overview
3. Applications
3.1 Application 1

3.1.1 Operation

3.1.2 Equipment

3.1.3 Structure

3.1.4 Performance Characteristics

3.1.5 Inputs, Data Preparation, and OQutputs
3.1.6 Data Base

3.1.7 Interfaces

3.n Application n
4. Procedures
4.1 Application 1
4.1.1 System Accesg
4.1.2 Initiation
41,3 Input
4.1.4 Output
41.5 Backup
4.1.6¢ BError and Recovery
41.7 File Query
4.1.8 Audits and Controls
4.n Application n

5. Non-Routine Procedures
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User’s Manual

Section Title Content
1 Introduction Provide appropriate background and summary
information.
11 Background Provide a brief overview of the new system or
enhancement and why the project was undertaken.
1.2 Scope Explain why the User’s Mannal is needed, provide a
brief overview of it organization, and indicate system-
related topics that have been included in the document
or excluded from consideration.
1.3 Asgumptions and Describe any factors that may affect the procedures
Constraints described in the User's Manual.
1.4 Surmmary of the Provide a brief summary of the most important
Uszer’s Manual information in the User's Manual,
1.5 References List pertinent standards, guidance, documentation, and

Janmary 1891

any other materials used to prepare the User's Manual.
Inclnde vendor-gsupplied materials; project
documentation; other in-house documentation; and
Federal, departmental, agency, and industry standards
and puidance.
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TUser's Manual

Section Title

Content

2 Syatem Overview

6 User's Manual—2.4.8

Diacuss when and how the new aystem or echancement
is used and what advantapes it provides to the
organization.

Identify and briefly describe the hardware and (if
applicable) telecommunications systems used by the
new system or enhancement.

Identify and briefiy describe the software used by the
new system or enhancement. Provide a diagram
showing the inputs, outputs, data files, and sequence of
operations.

Identify and briefly describe each program executad by
the new system or enhancement.

Identify each permanent file or daia base that is a part
of the new sysiem or enhancement.
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User's Manual

Section

Title

Contant

3.1.1

3.1.2

3.1.3

3.14

3.1.5

Applications

Operation

Equipment

Structure

Performance
Characteristics

Inputs, Data
Preparation,
and Outputa

January 1891

Describe the applications that make up the new aystem
or enhancement from the functional perspective.
Include a separate subsection for each application. For
example;

3.1 Apyplication 1
3.n Application n

Inelude the following introductory information:

* Purpose

* Capabilities

* Functions performed

* When and how the application is nused

¢ Advantages provided to the organization.

The remaindar of the subsection should contain the
following information.

Show how the application relates to the functions of the
organization that provides input to and receives cutput
from the new system or enhancement. Describe
gecurity and privacy considerations.

Describe equipment related to use of the application,

Describe the components that make up the application
and describe their logical role in the application’s
aperation.

Provide quantitative information on inputs, outputs,
response times, processing times, and error rates.
Provide qualitative information about flexibility ang
reliahility.

Describe data input to the application, the fiow of data
through the processing cycle, and the resnlting output.
Include any applicable ralationghips among the inputs
and outputs.
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Section Titla

Content

318 Data Base

3.1.7 Interfaces

5 User's Manual—2.4.8

Describe the files in the data base(s)} supported,
updated, or referenced by the application. Include the
reasons why each file is maintained.

Describe any interfaces between this application and
other applications, as well as applications to which this
appiication may send data or from which it may receive
data.
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User's Manual

Section Title

Content

4 Procedures
4.1.1 Syatem Access
41.2 Initiation
£.1.3 Input

January 1991

Provide the step-by-step procedures required to run
each application. Include a separate subsection for
each application. For example:

4,1 Application 1
4n Application n

Include at a minimum the following information,

Describe how to acceas system resources. Explain
security and privacy procedures.

Describe how to start the application.

Define the requirements for preparing input data and
parameters. The following considerations may apply:

* Reasons for input

* Frequency of input

* QOrigin of the input data

* Media used for the input data

* Restrictions such as priority, security, and accesa
limitations

* Quality control actions such as checking to see if
the data is reasonable, taking action when data
appears t¢ be in error, and documenting errors

* Retaining or releasing data filea that have
been input.

Describe the input format. Provide the layout forms
used in initial preparation of program data and
parameters. Explain each entry on the forma, Describe
input rules and conventions such as characters per line
or per item, labels, sequence, punctuation, allowable
and forbidden combinations, optional items, and
controls.

Provide examples of each complete input form. Include
control or header, text, trailer, omissions, and repeats.
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User's Manual

Section Title

Content

41,4 Output
4.1.5 Backup
4.1.6 Error and Recovery

4.1.7 File Guery

13 User's Manual—2.4.8

Deacribe requirements related to output.
The following considerations may apply:

¢ Use (by whom and for what)

* Frequency (daily, weekly, on demand, ete.)

* Variations that may be available

* Destination (for example, computer area,
remote terminal)

¢ Media (print, diskette, screen, ete.)

* Quality control actions such as identification,
checking for reasonable data, editing, and
errar correction

* Disposition actions (retaining, releasing,
distributing, or transmitting, with regard
to priority and security).

Provide the layout of each type of output. Include the
layout forme and explain each entry such as header,
body (text, eolumns, record layouts, ete.), and trailers or
gummaries.

Provide examples of each complete input form. Define
each information variable and explain its use. Include
its gource and characteristics such as conditions under
which it appears, range of values, unit of measure, ete.

Describe any backup procedures that are executed by
LBers.

List error codes or conditions generated by the
application. Include corrective actions that can be
taken by the user. Indicate procedures to be followed
to ensure that restart and recovery capability can be
used,

Provide instructions necessary to initiate, prepare, and
process data base queries, Describe query capabilities,
forms, commands, and control instructions, Reference
related materials that provide detailed information
such as query capabilities, languages, conventions, and
procedures.
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Section Title Content

4.1.8 Audits and Contrels  Describe system audit and control procedures that are
executed by users.

January 1991 2.4.8—User's Manual 11



User's Mannal

Content

Section Title
3 Non-Routine
Proceduree

12 User's Manual—2.4.8

Provide detailed procedures to follow when emergency
or non-routine situations occur while the new system or
enhancement is operating. Include at a minimum the
personnel to contact in such situstions.

January 1591



Purpose

Content

OPERATIONS MANUAL
{2.4.9 on OSM Documentation Requirements List)

The Operations Manual is geared toward the ADP personnel who will actually
run a new system or sn enhancement to an existing system, It contains
information and procedures needed to efficiently operate the system once it
enters the operations and maintenance phase of its life cycle.

The Operations Manual describes job setup procedures, production schedules,
conirol procedures, and job output distribution requirements specific to
applications. It explains quality-control requirements and procedures such as
verification of output, and it defines job streams for on-demand and
predetermined processing cycles. Computer equipment, special software, and
other processing requirements are specified.

Figure A-30 summarizes the information required in the Operations Manual by presenting
the document’s table of contents. Detailed explanations of the material that each section
should contain are then found in the pages that follow,

January 1991
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Figure A-30
TABLE OF CONTENTS FOR OPERATIONS MANUAL
(2.4.9 on OSM Documentation Regquirements List)

1. Introduction

1.1 Background

1.2 Scope

1.3 Assumptions and Constraints

1.4 Summary of the Operations Manual
1.5 References

2. System COverview

2.1 Hardware
2.2 Boftware
2.3 Programs
2.4 Files and Data Bases

3. Description of Runs

3.1 Run Inventory
3.2 Run Progression
3.3 Run Descriptions

33.1 Henl

3.3.1.1 Control Inputs

3.3.1.2 Operating Procedures
3.3.1.3 Imput/Output Files

3.3.1.4 Output Reports

3.3.1.5 Reproduced Output Reports
3.3.1.6 Backup Procedures

5.3.1.7 Bestart/Becovery Procedures

33n Runn

4. Non-Routine Procedures
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Operations Manual

Section Title Content
1 Introduction Provide appropriate background and summary
information.
1.1 Background Provide a brief overview of the new system or
enhancement and why the project was undertaken.
1.2 Scope Explain why the Operations Mannal is needed, provide
a brief overview of its orgamization, and indicate
system-related topics that have been included in the
document or exclizded from consideration.
1.3 Agsumptions and Describe any factors that may affect the procedures
Consiraints described in the Operations Manual,
14 Summary of the Provide a brief summary of the most important
Operations Manual information in the Operations Manual,
1.5 References Ligt pertinent standards, guidance, documentation, and

January 1991

any ather materials used to prepare the Operations
Manusl. Include vendor-supplied materials; project
documentation; other in-house documentation; and
Federal, departmental, agency, and industry standards
and guidance,
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Saction

Title

Content

21

2.2

2.3

24

System Overview

Hardware

Software

Programs

Files and
Databasea

6 Operations Manual—2.4.9

Describe the hardware, software, programs, files, and
data bases used by the system.

Identify and briefly describe the hardware and (if
applicable) telecommunications systems used by the
system.,  Reference additional documentation as
appropriate,

Identify and briefiy describe the software used by the
new system or enhancement. Provide a diagram
showing the inputs, sutputs, data files, and sequence of
operations. Runas may be grouped by time cycles,
organizational level, or other criteria.

Identify and briefly describe each program executed by
the new system or enhancement. Include title, number,
and mnemonie reference,

Identify each file or data base that is referenced,
created, or updated by the system. Include the title,
mnemonic reference, storage medium, required storage,
and other pertinent characteristics such as whether tha
file or data base is temporary or permanent, index files
associated with the file or data bage, and so forth.
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Operations Manual

Section

Title

Content

3.1

3.2

3.3

3.3.1.1

3.3.1.2

Description
of Buna

Run Inventory

Run Progreasion

Run Descriptions

Control Inputs

Operating
Procedures

January 1991

Describe the functions executed by the system as it
processes information,

List all runs possible, summarize the purpose of each,
and identify schedules. Show the programs that are
executed in each run.

Describe how the runs progress from one to another so
that the entire run cycle is completed.

Organize the information on each run into the most
useful presentation for the operations center and
operations personnel involved. Include a separate
subsection for each run. For example:

331 Bun1l
3.3n Runn

Include at a minimum the following information.

List the run stream control atatements needed for the
run.

Provide information for the operations center personnel
and management. For example:

* Run identification

¢ Operating requirements

* Imitiation method {on request, predetermined
cycle, ete.)

* Estimated run time and turnaround time

* Step-by-step procedures, including operator
commands and messagea

* Procedures to be followed and individuals to be
contacted in the event of problems with the run,
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Operations Manual

Saction

Title

Content

3.3.1.3

3.3.14

3.3.1.5

33.1.8

3.3.1.7

Input/Output Files

Quiput Reports

Reproduced
Output Reports

Backup
Procedures

Reatart/Recovery
Procedures

8 Operations Manual—2.4.9

Provide information about files ¢reated or updated by
the run. For example:

+ Fila name or label

* Recording media

= Retention schedule
* Dhgposition of file.

Provide information on each output report or each type
of report. For example:

¢ Repori Wdentification
* Media

* Volume of report

* Number of copies

* Diatribution,

Provide information on output reports that are
computer-generated, then reproduced by other means,
For example:

* Report identification

* Reproduction tachnique

* Dimensions of paper or other media
* Binding method

* Distribution.

Describe any procedures that may be required to back
up the syatem, programs, files, or data bases.

Describe in detail procedures used to reatart the run ar
recover from a failure,
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Operations Manual

Section Title Content
4 Non-Routine Provide any necessary information about emergency or
Procedurea non-routine operations (for example, awitching over to

a backup system, turning the system over to
maintenance programmers). Identify relevant
decumentation that describes the procedurez to be
followed under nen-standard cireumstances.

January 1991 2.4.9—Operations Manual 9



DATA BASE ADMINISTRATION PROCEDURES MANUAL
(2.4.1¢ on OSM Documentation Requirements List)

Purpose The Data Base Administration Procedures Manual provides guidelines and
procedures for managing and maintaining system-specific data bases. It is
used by personnel at the data processing facility, where it may be kept
separate or incorporated into a facility procedures manual that may cover
multiple systems with data bages of their own.

Cantent The Data Base Administration Procedures Manual contains the organization
of data base administration funetions; procedures related to data hase
performance, sizing, security, backup, and recovery; and descriptions of the
user’s view of the data base with cross-references to more detailed information
in the Ilata Dictionary.

Figure A-31 summarizes the information reguired in the Data Base Administration

Procedures Manual by presenting the document’s table of contenta. Detailed explanations
of the material that each section should contain are then found in the pages that follow.
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Figure A-31
TABLE OF CONTENTS FOR
DATA BASE ADMINISTRATION PROCEDURES MANUAL
{2.4.10 on OSM Documentation Requirements List)

1. Introduction

1.1 Background

1.2 Scope

1.3 Apsumptiong and Constraints

1.4 Summary of the Data Base Administration Procedures Manual
1.5 Heferences

2.  Organizaticnal Environment
3. QGeneral Maintenance Procedures

3.1 Design for Enhancemeants
3.2 Coordination of Changes
3.3 Scheduling

4, Performance Procedures

4.1 Bystem Utilities

4.2 Problem Tracking and Reporting
4.8 Monitoring and Contrel

4.4 Space Utilization

6. Sizing Procedures
6. Security Procedures

6.1 Controls
6.2 Access
6.3 Data Protection

¥. Backup and Recovery

71 Overview
7.2 Procedures
7.3 Bcheduling
74 Problem Logging

8. Data Dictionary
B.1 Description

B.2 Automated Procedures
8.3 Manual Procedures
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Figure A-81 (Continued}
TABLE OF CONTENTS FOR
DATA BASE ADMINISTRATION PROCEDURES MANUAL
{2.4.10 on OSM Documentation Requirements List)

9. Data Base and Becord Structure

9.1 Deseription
9.2 Btandards and Requirements
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Data Base Administration Procedures Manual

Section Title Content

1 Introduction Provide appropriate background and summary
infermation.

11 Background Provide a brief overview of the new system or
enhancement and why it is being implemented.

12 Scope Explain why the Database Administration Procedures
Manual is needed, provide a brief overview of its
orgamzation, and indicate asystem-related topics that
have been included in the manual or excluded from
consideration.

1.3 Assumptions and Deacribe any factors that may affect the applicability of

Constraints the procedures described in the manual,
1.4 Summary of the Provide a brief summary of the moat important
Data Base information in the manual.
Administration
Procedures Manual
1.5 References List pertinent standards, gnidance, documentation, and

January 1991

any other materiale used to prepare the manual.
Include wvendor-supplied materials; project
documentation; other in-house documentation; and
Federal, departmental, agency and induatry standards
and guidance.
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Bection Title Content
2 Organizational Describe the crganizational hierarchy for the new
Environment aystem or enhancement, Idsntify key organizational
units and perscnnel and describe their functions and
responsibilities,
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Data Base Administration Procedures Manual

Section Title

Content

3 (General
Maintenance
Procedures

3.1 Degipn for
Enhancements

3.2 Coordination of
Changes

3.3 Scheduling

January 1991

Deecribe general data hase administration and
maintenance procedures.

Identify where the responsibility for data base
administration lies in the design, review, and approval
of enhancements to the new system.

Discusa the review and approval process for proposed
thanges to the data base, the file layout, and the
location of files. Discuss the change and configuration
management controls. Describe change procedures,
including each step in the process and individual and
organizational responsibilities at each step,

Identify the schedules sassociated with data base
maintenance activities.
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Data Base Administration Procedures Manual

Section Title Content
4 Performance Describe procedures for evaluating the performance of
Procedures the data bage and associated procedures for fine-tuning
the data base.

41 System Utilities List the inventory of data base management and file
management utilities vaed in the system. Describe
their fimetion and under what circumstances or at what
regularly scheduled times they are used.

42 Problem Tracking Describe problem tracking and reporting procedures.

and Reporting Identify the logs to be kept and the procedures for
review and resclution of problems.

43 Monitoring and Explain how data base performance will be monitored.

Control
44 Space Utilization Describe the process for analyzing space utilization.

Identify associated procedures; for example, running
and analyzing data base management system space
utilization reports, allocating additional space, and
reorganizing the data base. Describe utilities available
for this function along with responsibilities, access
procedures, and security controls,
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Data Base Administration Procedures Manual

Section Title Content

b Sizing Procedures Describe procedurss and responsibilities for capacity
plancing and estimating requirements for spacs nesded
by the application in the future.
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Data Base Administration Procedures Manual

Section Title Content

6 SBecurity Procedures Describe procedures for controlling user access and
enguring the integrity of data.

6.1 Controls Describe the control mechanisms to ensure the inteprity
of the data basa,

6.2 Access Describe the procedures to prevent unwarranted access
to the data base.

6.3 Data Protaction Deacribe the methods used to protect the data firom

intentienal or accidental mizuse,
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Data Base Administration Procedures Manual

Section

Title

Content

7.1

7.2

7.3

74

Backup and Recovery

Overview

Procedures

Scheduling

Problem Logging

January 1991

Describe backup and recovery precedures.

Provide a summary of the procedures to be followad to
pack up the data base and to subzequently restore the
data following an emergency situation,

Deseribe the step-by-step recovery process to be
followed in backing up and restoring the data base.
Backing up should be a routine sxercise and covered in
the run descriptions. If back-up procedures are
included in the Operations Manual, that section can be
referenced here as well. Restore/recovery procedures
should also be described here, 1o the extent that they
differ from program restart procedures. Where
procedures are described, it is important that they are
described in detail, for they will serve as ingtructions to
operators and must be precise to ensure proper backup
and recovery of the data base,

Detail the schedule for backup and recovery procedures.
Determine the schedule of events to be fellowed in an
emerpgency situation,

Discuss the tracking mechanism for logging problems
during the recovery process.
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Data Base Administration Procedures Manual

Section Title

Content

8 Data Dictionary

B.1 Deseription

8.2 Automated
Procedures

83 Manual Procedures

Describe the Data Dictionary and explain how it relates
to data base administration.

Provide a description of and reference to the Data

Identify the specific software utilized. Define user
accesa and respongibilities and data base
administration responsibilities.

Dascribe the method by which the documentation is
maintained manually, Describe user or system
developer requirements and respongibilities as well as
data base administration responsibilitiea,
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Data Bage Adminigiration Procedures Manua}

Section Title

Content

9 Data Base and
Record Structure

9.1 Deacription

92 Standards and
Requirements

January 1991

Describe the data base and £ile structures.

Provide an overview of the data base structure.
Reference appropriate data base specification
documents.

Describe the design structure and related requirements.
Include any supplementary information that will help
data base technicians understand the structure and
relationship of data bases and files and will make
structure modification.
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Appendix B
CUMULATIVE LIST OF REFERENCES
Department of the Interior

Department of the Interior Departmental Manual. All current parts of the
Department of the Interior Departmental manual are hereby incorporated into this
manual as OSM policy. Individual parts specifically referenced herein are:

Part 110 DM 10, Organization of the Office of IRM. June 1981,

Part 306 DM 2, ADP Standards Handbook.

Part 375 DM 1, IRM Program Management—Program Definition, Goals,
Responsibilities. December 1982,

Part 375 DM 2, Information Systems Management—IBM Palicy and Program
Coordination.

Part 375 DM 4, IRM Program Management—IBM Strategic Planning,
Par{ 375 DM 5, IEM Program Management—IRM Assegsment Program.

Part 375 DM 7, IRM Program Management—Economic Analysis in Support of
IRM Decision Making.

Part 375 DM 12, IRM Program Management—Information Resources
Standards Program.

Part 375 DM 19, IEM Program Management—Information Resources Security
Program.

Part 376 DM 4, Information Resources Management—ADP Acquisition. June
1988,

Part 376 DM 6, ADP-—ADP Cost Accounting, Cost Recovery, and Sharing.
Part 376 DM 10, Life Cycle Management of AIS,

Part 3%Y6 DM 11, Information Resources Management—ADP Resource
Inventories.

Part 376 DM 13, ADP—Auiomated Information Systems Management
Accountability.

Part 377 DM 2, Telecommunications, October 1983,
Part 382 DM 11, Managing Records in Electronic Form.
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Part 383 DM 1-12, Mangpgement and Safeguarding of Privacy Act Records.

Department of the Interior Property Management Regulations (IPMR),
Department of the Interior Acquisition Regulations (DIAR), including;

DIAR 1424.104 (Required contractual clauses for contracted aperations)
Department of the Interior Departmental Handbooks {available from Division of
Printing and Publications, Office of Adminiztrative Services, Department of the
Interior, Washington, DC 20240}, including:

DOT Information Rescurces Security Handbook.

Telecommunications Handbooks:

Radio Communications Handbook. April 1986.
Data Communications Handbook
Telecommunications Terminology Handbaok, December 1983.
Telephone Systems Handbook. 4 January 1985,
Local Area Network Guide. 2 October 1988,

Depariment of the Interior, A Project Manager's Guide to Benefit/Cost Analysis
of Information Technology Investments, January 1989,

Department of the Interior, A Project Manager’s Guide to Application Systems
Life Cycle Management (376 DM 10), August 1985.

DOI Mainframe Strategy, May 1988.

DOI Strategic Framework for Information Resources Management, July 1988.

Office of Surface Mining Reclamation and Enforcement

(ffice of Surface Mining Directives. {Available from the Chisf, Division of
Management Services), including;

OSMRE Directive INF-11, Information Systems Management Program,
October 1982,

OSMRE Directive OPM-11, Information Systems Management Directorate
Orgenization and Functional Statements. June 1987,
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Executive Office of the President, Office of Management and Budget

Internal Contrel Guidelines, December 1982.
Office of Personnel Management's Federal Personnel Manual.

OMB Circular No, A-123, Internal Control Systems
OMB Circular No. A-130, Manapgement of Federal Information Resources

{OMB Circular No. A-127, Financial Management Systems

OMB Circular A-130, Management of Federal Information Resources.
December 1985,

QOMB Circular A-11, Preparation and Submission of Budget Estimates, Section
43.2,
Federal Laws/Regulations
Computer Security Act of 1987 (PL 100-235).
Department of Defense Authorization Act of 1982,
Federal Managers Financial Integrity Act

National Archives and Records Administration’s regulations on records
management.

Paperwork Reduction Act of (44 USC 3508{cXR)) (PL 96-511).
Peperwork Reduction Reauthorization Act of 1986 (FL 9$-500}

Privacy Act of 1874, ss amended (5 USC 522a)

General Services Administration

General Servicee Administration’s Federal Information Resources Management
Regulations (FIRMR} on security, privacy, Autemated Data Processing (ADP) and
acquisition, telecommunications management and acquisition, and records
management including:

FIRMR 201-33.003 (Reuse of ADPE)

FIEMR 201-31 (Sharing ADP resources)

FIEMR 201-32.104 {Computer security)

FIEMR 201-23.103 (Thresholds)

FIRME 201-6 (Required contractual clauses for contracted operations)
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FIRME, 201-30,007 {Requirements analysis)

FIRMR 201-30.009 {(Analysis of alternatives}

FIRMR 201-30.007(dX9} and 201-34.002 (Performance Evaluation for
current ADP system)

FIRME 201-30.009-3 (Findings to support the use of compatibility
limited requirements)

FIRMR 201-30.012-1 (Software conversion study)

FIRMR 201-11.002(h) (Certified data to support sole source)

FIRMR 201-11.002-1 (Certified data to support sole make/mode])
FIRMR 201-30.012 (Planned actions to foster competition)

Federal Information Resources Management Regulations (FIRMR)
Supplement, Federal IRM Review Handback, 1985,

Federal Acquizsition RBegulations (FAR), including:

FAR 2.1
FAR 24.104 (Required contractual clauses for contracted operations)

Department of Commerce, National Bureau of Standards

Federal Information Processing Standarda (FIPS). FIPS PUBS are seld by the
National Techmical Information Service (NTIS), U.8. Department of Commerce, A
FIPS PUBS Index summarizing each FIPS PUB is available from:

Standards Processing Coordinator (ADP)
Institute for Computer Sciences and Technology
Building 225, Rocom B-64

Nationa! Bureau of Standards

Claithersburg, MD 20899

Phone: (301} 975-2816

All current FIPS PUBS are incorporated in OSM policy by reference. FIPS
PUBS specifically cited herein include:

Guidelines for Documentation of Computer Programs and Aulomated
Data Systems, 30 June 30 1974, Federal Information Processing
Standard Publication 38.

Federal Information Processing Standard Publication 64, Guidelines for
Documentation of Computer Programs and Automated Data Systemns
for the Initintion Phasze, August 1979

(Guidelines for Software Documentation Management, 6 June 6 1984,
Federal Information Processing Standards Publication 105,
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Other Governmental Organizations
Auntomated Application System Internal Control Guideline

Department of the Navy, Naval Data Automation Command, Publication 15, Economic
Anglysis Procedures for ADP,

Department of Treasury Directive 81-80, Electronic Funds and Securities Transzfer
Policy—Message Authentication.

Federal Telecommunications Standards Committee.

National Becurity Decision IHrective 145,

Other Non-Governmenial Organizations
American National Standards Institute (ANST}.
Electronic Industries Association (FIA).
Ingtitute of Electrical and Electronics Engineers (IEEE)
International Organization for Standardization (105).

International Telegraphic and Telephone Conszultative Committee (CCITT).
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Appendix C
OFFICE OF SURFACE MINING
MANAGEMENT INFORMATION SYSTEMS CONTACTS

Office of Surface Mining

Chief, Division of Management [nformation Systems
1951 Congtitution Avenue, NW., Room 142
Washinpgton, D.C. 20240

FTS 268-2916

Commercial 202-208-2916

Chief, System Development Operations and Maintenance Branch
1951 Constitution Avenne, N.'W.
Washington, D.C. 20240

Chief, Information Resource Management Branch
1951 Constitution Avenue, NW, REoom 125
Washington, D.C. 20240
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